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Preface

We are proud to present the proceedings of the 16th International Conference
ICT Innovations 2024, held in Ohrid, North Macedonia, from September 28-30,
2024. This year’s conference marks another significant milestone in our ongoing
commitment to fostering groundbreaking research and innovation in information
and communication technologies (ICT). Under the theme, “TechConvergence:
AT, Business, and Startup Synergy,” the conference brought together over 120
researchers, practitioners, and industry leaders from across the globe to explore
the synergies between Al, business intelligence, and entrepreneurship.

The ICT Innovations conference series, organized by the Macedonian Soci-
ety of Information and Communication Technologies (ICT-ACT) and supported
by the Faculty of Computer Science and Engineering (FCSE) in Skopje, built
a distinguished reputation as a platform for presenting both fundamental and
applied research. Over the years, this conference became a critical venue for
sharing innovative solutions and scientific discoveries, continually addressing the
most pressing challenges and opportunities within the field of ICT.

In this 2024 edition, we turned our focus to how data science intersected with
the business and start-up world, encouraging interdisciplinary collaboration and
knowledge-sharing. As technology evolved rapidly, these collaborations became
essential for harnessing the transformative potential of innovations. The central
focus of this event revolved around the convergence of data science and business
strategies, with particular emphasis on how these technologies shaped the future
of entrepreneurship.

This volume contained 21 full papers (plus 21 short papers in the Web
Proceedings edition), which were carefully reviewed and selected from 80 high-
quality submissions. These papers covered a wide range of topics, including ma-
chine learning, network science, digital transformation, natural language pro-
cessing, and more. The review process was rigorous, with about 100 reviewers
from 35 countries providing detailed feedback. Each submission was evaluated by
at least three experts in the field, ensuring that the selected papers met the high
standards of academic excellence and originality that this conference is known
for.

The program featured two distinguished keynote speakers who demonstrated
the convergence of technology, innovation, and business growth. Their presen-
tations showcased how advancements in ICT transformed industries and drove
entrepreneurial success. Paul Kayne discussed his work at Palatin Technolo-
gies, exploring how ICT and big data were used to understand genomes and
the melanocortin system, presenting new approaches to treating inflammatory
diseases. He also proposed ways to share genomics data while safeguarding in-
tellectual property. Dejan Zvekic, a key figure in the regional I'T start-up scene,
shared his entrepreneurial journey, detailing how he transformed the fashion in-
dustry at Material Exchange, expanded Plugin76, and successfully integrated it
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into PTC Inc. His presentation highlighted the importance of strategic insight,
market awareness, and leveraging opportunities for growth.

Alongside the main conference, participants had the opportunity to engage
in seven specialized workshops focused on entrepreneurship, human-machine
collaboration, and data analytics for business intelligence: Innovations in anti-
drone technologies; Black-box and explainable artificial intelligence methods;
Blended research on air pollution; Interactive data science; CyberMACS; and
CHATMED.

The workshop titled ”Women in STEM”, where a diverse group of speakers,
including Aneta Antova Pesheva, Eliot Bytyci, and Afrodita Shalja, addressed
the critical issue of underrepresentation of women in Informatics across all ed-
ucational and professional levels. The speakers highlighted the slow progress in
increasing female participation in STEM fields, despite ongoing efforts in Europe.
They encouraged researchers to submit papers on initiatives aimed at engaging
and retaining female students and professionals, fostering a supportive environ-
ment for women pursuing careers in these disciplines.

All these workshops provided a hands-on experience, allowing researchers and
practitioners to collaborate and explore new ideas in an interactive setting. The
conference also offered a variety of social events aimed at fostering connections
among participants, a tradition that has been highly valued since the conference’s
inception.

We extended our heartfelt thanks to all the authors who contributed their
work to this year’s proceedings, to the reviewers who ensured a fair and thorough
evaluation process, and to all the participants who enriched the conference with
their knowledge and expertise. Special thanks went to our generous sponsors,
companies Netcetera and Ultra Computing; also to the organizing committee
and the technical support team at FCSE, whose dedication and hard work were
instrumental in making this conference a success. We were also deeply grateful
to Ilinka Ivanoska for her invaluable assistance throughout the organization of
the event.

As we concluded this edition of ICT Innovations, we looked ahead with ex-
citement to future conferences, where we would continue to explore the frontiers
of ICT and foster innovation across industries and disciplines. We invite you to
join us at the 17th ICT Innovations conference in 2025, where we would continue
this journey of scientific discovery and collaboration.

Sincerely,

November 2024 ICT Innovations 2024 Conference Chairs,
Biljana Risteska Stojkoska and Smilka Janeska Sarkanjac
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Cryptocurrencies portfolio optimization with an EFA
solution

Krassimira Stoyanova![0000-0003-1508-7156] 'R ahab Benotsmane?[0000-0002-0440-1229] 5154
Vladislava Grigorova![0009-0003-3260-786X]

! Institute of Information and Communication Technologies
Bulgarian Academy of Sciences
Sofia, Bulgaria
2 Institute of Automation and Infocommunication
University of Miskolc
Miskolc, Hungary

Abstract. Portfolio optimization of cryptocurrencies using evolutionary algo-
rithms is a relatively recent topic in the financial literature. To optimize a green
investment portfolio, this study aims to explore the virtual prospects of crypto-
currencies, specifically Bitcoin, Ethereum, and others. A portfolio of cryptocur-
rencies with an enhanced Firefly algorithm (EFA) is solved when combined with
the Firefly algorithm and tabu search. This study contributes to the existing liter-
ature by providing an assessment of the digital asset benefits that prominent cryp-
tocurrencies can offer within a green portfolio context.

Keywords: Cryptocurrencies, Firefly algorithm, Tabu search, Portfolio optimi-
zation.

1 Introduction

In recent years, the fact that cryptocurrencies and blockchain technology are at the core
of the fourth industrial revolution and have the potential to significantly affect a variety
of economic and financial sectors has become increasingly apparent [1-2]. By the end of
2023, the cryptocurrency Bitcoin outperforms all major traditional assets, including
stocks, bonds, gold, and oil, in terms of profitability. Despite the challenging macroeco-
nomic conditions and issues inside the cryptocurrency business, its year-over-year
growth surpasses 160 percent. Nvidia is the one exception to Bitcoin's underperfor-
mance, having surged by 241 percent since the start of the year. The global interest in
digital transformation is growing, as various sectors and enterprises see the necessity to
rely on digital tools and processes due to new advances and improved technology pro-
cedures [3]. Bitcoin offers a decentralized payment method that is not limited by geo-
graphical boundaries or the monetary constraints imposed by federal authorities. A re-
cent study suggests that cryptocurrencies like Bitcoin and others are better classified as
technology-based products and emergent asset classes than traditional currencies or se-
curities [4].
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The potential for portfolio diversification and optimization is drawing a diverse
group of investors, individuals, industry participants, and professionals to explore the
investment alternatives of this emerging asset class [5-8].

There are several approaches to solving a portfolio optimization problem, but the
most famous one is the Markowitz optimization problem [9]. Nevertheless, if more con-
straints are introduced, the quadratic method becomes unsuitable for solving the Marko-
witz issue. In this circumstance, it is advisable to utilize meta-algorithms. Meta-heuristic
algorithms refer to algorithms that are commonly inspired by nature and are used to solve
nonlinear problems with constraints. The most crucial algorithms include the Genetic
Algorithm, Ant Colony Algorithm, Particle Swarm Optimization Algorithm, and Firefly
algorithm (FA). Meta-heuristic algorithms, unlike precision-solving techniques, are suit-
able for tackling large-scale issues and can produce good solutions within a reasonable
timeframe. When utilizing precise methodologies or meta-heuristic algorithms to ad-
dress a problem, it is important to take into account the problem's dimensions and or-
ganization [10].

The many hybrid optimizers have undergone significant transformations over the
past decade, demonstrating the practicality and effectiveness of utilizing hybridization
to develop high-performance optimizers [11]. The Firefly algorithm, introduced by Yang
in 2007 [12-14], is a heuristic optimization technique that utilizes a population-based
approach to solve combinatorial and nonlinear optimization problems. The FA is highly
efficient in identifying solutions and facilitates straightforward implementation. Unlike
the Particle Swarm Algorithm, the optimization process of FA does not entail looping in
a locally optimal solution. Instead, it employs a direct randomized diversification of the
search.

A limited selection of results from these experiments indicates the potential useful-
ness of Tabu search in many contexts. The inquiry into employee scheduling [15] ad-
dressed issues that required solving integer programming problems with formulations
using between one and four million variables. It took 22-24 minutes to get solutions that
were within 98% of an upper bound on optimality. The study of [16] examined the issue
of identifying the coherence of probabilities that indicate whether certain sets of phrases
are true. The research also explored the inclusion of probability intervals, conditional
probabilities, and minimal changes needed to ensure satisfiability. By combining a Tabu
search method with an exact 0-1 nonlinear programming technique to generate columns
for a master linear program, we were able to successfully solve a problem with up to
fourteen variables. This is a threefold increase in problem size compared to earlier solu-
tions. The quadratic assignment study conducted in reference [17] achieved the most
optimal solutions for all evaluated issues from the existing literature, while also needing
a shorter amount of CPU time compared to earlier reports. The method also achieved
superior solutions compared to the best-known solution for a classical benchmark prob-
lem [18]. Additionally, the method consistently produced solutions of equal or higher
quality compared to solutions obtained through simulating annealing, as observed in the
maximum satisfiability, graph coloring, and traveling salesman studies [19-22]. The
study [23] employed a hybrid strategy that utilized the tabu search algorithm to generate
the most efficient path by minimizing the applied torque. The shift towards a more en-
vironmentally friendly economy requires the creation of digital book apps [24], as well
as digital forms of payment like cryptocurrency and others. To avert crises [25], it is
imperative to implement new environmentally friendly changes that will effectively ad-
dress and overcome them.
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2 The Crypto problem formulation

The crypto assets Si , S2, ... S (n = 2) with random returns are considered. Let a set of
n € N crypto assets be given. At time f € R, each asset i has certain characteristics,
describing its future payoff: Each asset i has an expected rate of return x; per monetary
unit, which is paid at time #; € R, t; > to. Let & = [1, pt2,. .., tt«]7. This means if we take
a position in y € R units of asset 1 at time to our expected payoff in #; will be g y units.
Let o; be the standard deviation of the return of asset Si. For i # j, p; denotes the corre-
lation coefficient of the returns of asset S; and S;. The correlation coefficient p; = 1. Let
= (oy) be nxn symmetric covariance matrix with o =~ and 0, = p,0,0, for i #j,

and i,j € {1, ..., n }. In this notation cj; is the variance of asset i-th's rate of return and
oj; is the covariance between asset i-th's rate of return and asset j-th's rate of return.

The binary integer programming problem entails the task of minimizing a quadratic
objective function while still satisfying linear constraints in the form of equalities and
inequalities. In the optimal solution, each variable can be assigned a binary value of
either 0 or 1. In scenarios involving multi-criteria optimization, many criteria are
simultaneously considered, and it is usually impossible for a single solution to meet all
the criteria requirements. It is essential to find a compromise solution that satisfies the
decision-preference makers.

A portfolio is defined by a vector x := (x1, ..., x,) € R", which contains the proportions
Xi € R of the total funds invested in crypto currencies i € {1, ...,n }.

We developed the crypto mean-variance optimization model as follows:

min Xcrypto = 2-'Xcrypto Ta Xcrypto (1)
S. C.
AT Xewpro = exp R )
Ib < Xerypro > ub 3)
KXerypro = 0 “)

D(x)=1 5)
i=l1

where aTe R™*", b=R™ L € R"*" are given, and x € R™. Crypto quadratic pro-
gramming models are a type of nonlinear optimization problem, with some forms being
specific instances of linear programming problems.

Quadratic programming components are frequently observed in optimization mod-
els. Recall that x is a convex function, which is the objective function (1). R Recall that,
when & is a positive semi-definite matrix, i.e.
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when x'Ay > 0 for all x. The feasible set is convex because it is a polyhedral set
(defined by linear constraint). Consequently, when A is positive quasi-definite and is
positive semi-definite, the Quadratic problem (1) is a convex optimization task. Thus,
its globally optimum solutions also happen to be its local optimal ones.

3 The experimental model of cryptocurrencies

The simulation framework is constructed utilizing the aforementioned mathematical
methodology, comprising a total of fourteen cryptocurrencies for the year 2023. The
geometric mean, correlation matrix, and covariance matrix were computed using actual
historical return data for these cryptocurrencies. Cryptocurrencies were grouped into
three sets, based on criteria with similar returns. The proposed approach is tested for its
applicability and effectiveness using the actual daily stock closing price time series of
cryptocurrencies from January 1, 2023, to December 30, 2023, as referenced in [26] and
[27]. The article [28] presents sustainable portfolios that provide solutions to enhance
decision-making. These portfolios are formulated as quadratic programming (QP)
problems, where the objective is to optimize the portfolio. The optimization is subject to
the constraint that the sum of returns for the overall portfolio must equal a specified
amount [29].

The covariance matrix was calculated and the Coefficients from it were used for the
formulation of the problem. The crypto portfolio is data set as a QP:

Mx = 0.347154x1 + 2.376808x2 + 0.261502x3 + 4.025126 X4 + 2.053903X;5 +
0.539857Xs + 0.759164 X7 + 3.856372Xs + 2.683245Xx9 + 5.841272Xx10+ 7.167325 X1,
+4.053903X;, +3.539857X13+0.759164 X14+1.783269 X14=> EXP R

X1+ Xo+ X3+ Xa+ X5+ Xe+ X7+ Xg + Xo+ X1+ X171+ X2+ X3+ Xis =1
X1 +X2+ X3+ X4+ X5+ X6+ X7+ Xg+Xo+ X0+ X1+ X2+ X3+ X4 +X1420

The quadratic problem was solved using Matlab's solver. The Firefly method was
adapted to address the portfolio problem outlined in references [30-32]. The arrangement
method was utilized to guarantee that the total weight of all assets in the portfolio is
identical to one, instead of perceiving it as a limitation [33-35]. The problem is resolved
thrice using different anticipated rates of return expressed as fractions. The return rates
are 0.0050%, 0.0060%, and 0.0070%.

An enhanced firefly algorithm (EFA) for crypto selection

The formulated model (1) - (5) solves a difficult NP-hard issue of nonlinear program-
ming. Conventional robust optimization strategies may not be able to achieve the optimal
solution. A novel approach is proposed to efficiently solve the portfolio model by utiliz-
ing an improved algorithm that combines the Firefly algorithm and Tabu search for port-
folio selection. This approach combines the capability to discover a globally optimal
solution (in the case of a multimodal objectives function) with the accurate determina-
tion of the optimal solution by reducing the size of the mesh to a predefined tolerance
via Tabu search.

The enhanced firefly algorithm for crypto portfolio selection is presented as fol-
lows:
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Step 1. Determine the EFA parameters: a, o and y. Set iteration limit — itlim. Set
diversification limit — diviim.

Set iteration counter k=0 and set diversification counter
divcount=0.

Step 2. Initialize fireflies' positions {PX(1),..., PX(S)}, using the three-stage initializa-
tion strategy

While (there is improvement of at least one firefly brightness repeat):
Step 3. For each firefly P¥(i) find the brightest firefly it can see.

Step 4. Calculate the new fireflies' positions and update the fireflies' swarm. Update
iteration counter: k£ = k+1. Check the stopping criteria and if it is met - go to Step 6.

End While
Step 5. If mod (k/100) = 0, start the tabu search procedure.
Step 6. Show the best obtained solution to the decision maker.

Step 7. Check the stopping criteria. If any of the stopping criteria is met - go to Step
8. Otherwise set a diversification search. Update the diversification counter:

divcont = divcount + 1.
Step 8. END.

A diversification strategy is especially applicable in instances when the optimal so-
lutions can only be achieved by overcoming specific obstacles that require making ac-
tions with lower evaluations. To determine suitable strategies for overcoming obstacles,
a memory function can be developed to categorize the relative desirability of different
actions within a specific range.

The concept of "move distance" arises from the observation that certain moves result
in more significant alterations to the existing solution compared to others. Within the
realm of integer programming, the extent to which a certain action affects the relative
feasibility or infeasibility of specific constraints, or modifies the value of certain depend-
ent variables, can serve as the foundation for establishing a measure of distance.

4 An EFA solved Crypto portfolio

In this part, portfolio optimization is performed using multi-objective meta-heuristic
algorithms (firefly algorithms and tabu search). Therefore, in this approach, there is no
limit on the objective function X and both forms are considered minimum. The param-
eter settings for EFA are as follows: x = 20 (population size), y =2, fo=2, a = 0.2,
CR=0.2 and F € [0.2 0.8]. The EFA was run with 20 iterations and 20 populations, and
when looking at Figure 1, minimum risk results, EFA found the lowest risk respectively
0.000624538.
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Fig. 2. Optimal crypto portfolio with 0.0060 % expected return

The portfolio strategies for risk-minimizing investors for nineteen objective function
value calculations and three iterations for the enhanced firefly algorithm are represented
in Figure 2. When we searched the expected return of portfolio with 0.0060 %, the EFA
found the lowest risk 0.000616333.
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Table 1. Crypto currency optimal portfolio values.
Objective Expected | Total ob- Optimal Portfolio
function return jective Set 1 [%] | Set2[%] | Set3[%]
[%o] function
evaluations
6.6245738266 0.0050 19 5,7319 49,0356 45,2325
45712E-4
6.6163333352 0.0060 19 5,1549 49,4163 45,4288
4045E-4
6.6062962311 0.0070 19 4,5436 49,8173 45,6391
59544E-4

The multi-objective meta-heuristic techniques yielded the following findings for risk
minimization: the FA approach achieved the lowest risk value of 0.00604193 with a
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return of 0.00185234, while the TS method had a higher risk value of 0.007385421 but
a higher return of 0.00328731. It exhibited greater efficiency compared to alternative
approaches. However, while aiming to maximize the expected return value, the EFA
strategy offers the highest return value of 0.0070 with a comparatively lower risk value
of 0.000624538. Our result suggests that EFA has better performance in optimization
through cryptocurrency portfolio because it gives a higher return in size based on 0.0070,
with FA showing 0.00185234 and TS 0.00328731. When minimizing the risk of the
portfolio, the indicators are FA 0.00604193, TS 0.007385421, and EFA 0.000624538.
This indicate that employing intelligent technologies can provide financial investors
with less risk and increased rewards. Hence, this article concludes that multi-objective
meta-heuristic algorithms can assist financial investors in selecting the appropriate port-
folio by analyzing the outcomes.

5 Conclusion

Block chain technology and crypto currencies have already had a significant impact on
supply chain management and financial sectors. It is projected that this trend will con-
tinue in 2024. Advancements in blockchain technology may enable the creation of more
efficient and secure systems for trading digital assets, managing digital identities, and
implementing decentralized financing (DeFi). The research presented an improved
methodology that combines two meta-heuristic algorithms, FA and TS, for globally op-
timizing green investments in cryptocurrency portfolios while considering restrictions.
The updated technique for solving the crypto portfolio achieves the optimal balance be-
tween return and diversification.

The EFA was evaluated using a dataset from 2023 that included fourteen actual cryp-
tocurrencies and historical data. The EFA, which is experiencing tremendous growth
and demonstrating great effectiveness, indicates the valuable potential of this method
and its fundamental concepts. The implications of this have the potential to create more
profound links between artificial intelligence and mathematical optimization, which pre-
sent promising opportunities for further research. The approach is convenient for con-
ducting early investigations because to its ability to easily launch rudimentary imple-
mentations with minimal effort and the option to expand on them as necessary. As more
improvements are made, the use of learning methods like green analysis allows for a
more comprehensive utilization of the two main opposing forces - represented by the
interaction between limitations and desired criteria, and between strategies of intensifi-
cation and diversification. These endeavours are likely to result in more efficient modi-
fications and to create opportunities for further investigation and application.

Acknowledgments. This work is supported by the Bulgarian National Science Fund by the project
“Mathematical models, methods, and algorithms for solving hard optimization problems to
achieve high security in communications and better economic sustainability”, KP-06-N52/7/19-
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Abstract. Web accessibility is an essential aspect of the present internet
society in which we reside. For a considerable duration, the conduction
of research in the field of accessible web technologies has experienced an
exponential growth, initiating and amplifying guidelines that shape the
accessibility web environment such as WCAG, ADA and ARIA. While
this has made a significantly beneficial impact in terms of the devel-
opment process of these technologies, the establishment of confluence
between the stakeholders, which holds vital importance for making these
features obtainable for routine patrons in the world of web, had not been
achieved. Leading up to 2019, when the European Accessibility Act was
adopted to enhance website and mobile app accessibility, with full im-
plementation required by 2025. In this paper, a comprehensive overview
of the current implementation of accessible web practices is outlined.
Considering the current WCAG Guidelines a suitable solution ”EaseAc-
cess24” is being provided. A detailed analysis of its components and
impact on the society is indicated, including the features, technologies,
functionalities and characteristics to conquer the present challenges.

Keywords: Web Accessibility, WCAG, ADA, ARIA, European Acces-
sibility Act, Accessible Technologies

1 Introduction

Over the recent period, technological advancement in the world of the web has
experienced substantial growth, spreading wide across all fields and becoming
impossible for one to live without the ability to be part of it. This has led to
the emergence of heightened challenges for individuals with certain disabilities,
encompassing those with motor impairments, color blindness, dyslexia, visual
impairments, ADHD, cognitive impairments, and learning disabilities, in access-
ing the web [1].
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Thus, web accessibility became an indispensable component that a user-
friendly web should embed, and with it, a significant array of regulations were
established for developers, including but not limited to WCAG [2], ARIA [3],
and ADA [4]. This implies that the potential of developing these technologies is
exceptional, especially now, having a versatile development stack to build them
on the web.

Although there are various technical stacks that can be used to integrate
this adaptive software, commonly encountered as optimal practices are React.js,
Vue.js, Angular, Node.js, and Express.js. The implementation of the relevant
regulations, alongside these technologies in the development of a widget, can
facilitate a broad spectrum of applications across an extensive range of fields
and within existing web-based software, delivering outstanding benefits.

For instance, implementation in e-commerce will enable easier and more effec-
tive navigation and purchasing; in education, the platforms could accommodate
diverse learning needs; healthcare platforms could have enhanced usability for
patients with accessibility requirements. In media and entertainment, sites will
be inclusive for all viewers and when it comes to government websites, it is a must
that they comply with accessibility standards to provide equal access to their
services, and their public service applications ought to allow access to essential
information for everyone.

However, integrating this technology cross-platform so that it functions seam-
lessly on websites with varying technical structures and content management
systems presents a substantial challenge, which requires a lot of problem-solving
and creativity. Other challenges involve resource allocation, established manage-
rial practices, and time limitations. Web developers and designers may also lack
the necessary knowledge to implement techniques that support accessibility on
the web.

The aim of this paper is (i) to provide a summary of the existing web ac-
cessibility technologies and regulations, (i) to supply a detailed analysis of the
effects of these technologies on society and the business community worldwide,
and (i17) to present our "EaseAccess24 Widget” which serves as a complete uni-
versal solution that contributes to society while providing a resolution for the
underlying accessibility challenges.

The remainder of this paper is organized as follows: Section II discusses
current trends in web accessibility. Section III provides an overview of the tech-
nology used in this field. Section IV focuses on our EaseAccess24’s accessibility
widget. Section V analyzes the social impact and business implications of these
developments. Finally, Section VI concludes the paper and proposes future im-
provements in accessibility.
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2 Current Accessibility Trends

Throughout the past years, web accessibility standards have become increas-
ingly sophisticated and advanced, with Web Content Accessibility Guidelines
(WCAG) being the most recognized and authoritative. WCAG offers a distinct
set of rules, categorized into four foundations: Perceivable, Operable, Under-
standable and Robust (POUR), with the goal of improving web accessibility for
people with disabilities. Every one of these bases has a unique specification to
handle the range of accessibility issues [5].

2.1 The Perceivable Principle

To exemplify, under the base of the perceivable principle, guidelines focus on
enabling content to the senses of sight and hearing. For a website to be considered
perceivable, the content that’s uploaded on the website must reach the users
through the senses they rely on when receiving and interpreting information.

Guideline 1.1 (Text Alternatives) implies providing text alternatives for any
non-text content so that it can be changed into other forms people need, such
as large print, braille, speech, symbols, or simpler language.

Guideline 1.2 (Time-based Media) The purpose of this guideline is to provide
access to time-based and synchronized media, including media that is: audio-
only, video-only, audio-video, audio and/or video combined with interaction.

Guideline 1.3 (Adaptable) indicates creating content that can be presented
in different ways, for example, simpler layouts without losing information or
structure, while accommodating different needs.

Guideline 1.4 (Distinguishable) relates to making sure the base content is
easy to discern from backgrounds and other decorations. The most commonly
used example is color, including but not limited to color contrast and use of color
to convey instructions.

2.2 The Operable Principle

The operable principle ensures that interface components and navigation are
usable for individuals encountering difficulties.

With guideline 2.1 (Keyboard Accessible) conveying that all functionality
can be achieved using the keyboard. It can be accomplished by keyboard users,
by speech input which then creates keyboard input, by mouse using on-screen
keyboards, and by a wide variety of assistive technologies that create simulated
keystrokes as their output.

Guideline 2.2 (Enough Time), covering situations in which functionality may
have a time limit, a given example could be online purchases which sometimes
need to be completed within a time limit for security reasons.
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Guideline 2.3 (Seizures), pertains to content that, if left unaltered, has the
potential to trigger seizures in individuals with conditions like epilepsy or induce
physical reactions, such as dizziness, in those with vestibular disorders.

Guideline 2.4 (Navigable), the intent of this guideline is to help users find
the content they need and allow them to keep track of their location. And under
Guideline 2.5 (Input Modalities), ensuring that users are able to interact with
digital technology using different input methods beyond a keyboard or mouse
such as touchscreen, voice, device motion, or alternative input devices.

2.3 The Understandable Principle

The understandable principle states that information and the operation of the
user interface must be understandable, supporting different criteria.

Guideline 3.1 (Readable), focusing on making text content easily approach-
able and readable.

Guideline 3.2 (Predictable), targeting the intuitive level of interfaces.

Guideline 3.3 (Input Assistance), centering around supporting users to enter
correct information or information in the correct way with the minimum possible
mistakes.

2.4 The Robust Principle

The robust principle states that content must be robust enough that it can be
interpreted reliably by a wide variety of user agents, including assistive technolo-
gies.

Guideline 4.1 (Compatible), focusing on making content as compatible as
possible for current and future user agents.

3 Technology Overview

The technology environment for this field is rapidly evolving. Among the essential
technologies are screen readers. For instance, JAWS (Job Access With Speech)
and NVDA (NonVisual Desktop Access) are tools that translate text and other
visual data into speech or even braille, which enables visually impaired users to
access the digital world [6] [7].
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3.1 Assistive Technologies

Tera is another extraordinary technology, a text-to-speech and a speech-to-text
app designed to assist individuals with special disabilities. It enables users to
seamlessly convert audio to text and text to audio during phone calls, enhancing
communication with AI [8] [9]. Another example of technology that’s utilized
in this industry is Dragon NaturallySpeaking, voice recognition software by Nu-
ance Communications. This software allows individuals with certain limitations
to mobility to use computers and other devices by spoken commands. Using
these technologies, people may complete complicated actions and operate the
devices by opening apps, creating or editing emails and documents, controlling
the mouse, and other complex tasks while remaining hands-free [10]. UserWay
and accessiBe are two prominent platforms that offer Al-powered accessibil-
ity solutions for websites, helping organizations meet compliance standards like
WCAG and ADA. Both services provide automated tools, such as screen reader
optimization, keyboard navigation, and customizable accessibility settings, to
enhance user experience for individuals with disabilities [11] [12].

3.2 Evaluation Tools for Web Accessibility

Furthermore, there are evaluation tools such as WAVE (Web Accessibility Eval-
uation Tool) and AXE by Deque Systems, that can constantly assist developers
in identifying and addressing issues. Including automated testing capabilities,
they are contributing to the insurance of web accessibility standards across the
web [13].

To enhance web accessibility even further, developers utilize Accessible Rich
Internet Applications (ARIA), which is a set of attributes that provide additional
context and functionality to HTML elements, improving the interaction between
the user and the web.

3.3 The Role of AI in Web Accessibility

Additionally, AT holds special potential to make the web more accessible. Tools
powered by artificial intelligence can automate the alternative (alt) text for im-
ages, transcribe audio content, and predict accessibility issues before they impact
users. For instance, Microsoft’s Al capabilities can automatically generate de-
scriptive alt text for images, improving the accessibility of visual content for
screen reader users.

Another interesting use of Al is analyzing user behavior to personalize ac-
cessibility features with machine learning algorithms, making web interactions
more intuitive and adaptive to the needs of specific individuals. To exemplify,
Google Al leverages machine learning to provide real-time language translation
and adaptive content, enhancing the web experience for users with diverse needs.
AT can also assist in developing more robust accessibility evaluation tools.
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4 FEaseAccess24 - Accessibility Widget

EaseAccess24 is an innovative widget that aims to significantly enhance the user
experience for individuals with disabilities when navigating the web. By em-
bedding a comprehensive suite of accessibility tools and features, the widget
addresses the diverse needs of users who encounter challenges when accessing
digital content on the internet. The widget complies rigorously with guidelines
such as the Web Content Accessibility Guidelines (WCAG) and the Americans
with Disabilities Act (ADA), guaranteeing that the required level of accessibility
is achieved. The commitment to comply with these guidelines is not limited to
merely facilitating an inclusive web environment but also extends to supporting
website owners in adhering to legal standards, hence scaling their outreach to a
wider audience. Adaptivity and integration are crucial for achieving accessibil-
ity. EaseAccess24 integrates seamlessly with websites, offering minimal configu-
ration. Fig. 1 provides a preview of the interface of the widget we developed in
its beta version.

Screen Reader

>

Highlight Links

[A

Dyslexia Friendly

AV
%

g &

Reading Guide Reading Focus Big Cursor

Reset all accessibility configurations

Fig. 1. Preview of the EaseAccess24 widget in its beta version.
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4.1 Customizable Accessibility Features

The widget provides a variety of customizable options to achieve accessibility,
including color contrast adjustment, text sizing and other text adjustments,
alternative text descriptions, keyboard control, screen reader, cursor options, and
page navigation support. These features are combined in an intuitive interface,
allowing users to modify their viewing preferences, ensuring that web content is
accessible and user-friendly. The comparison between our EasyAccess24 and the
two current popular platforms on the market is given on Fig. 2. It is evident, our
widget provides the same features as the concurrent platforms, but is superior
in terms of customization options and auditing. Providing an option to make an

individual profile in which most of the functionalities can be customized.

Al addresses screen reader

Advanced Al for content analysis,

insights.

for some fixes.

Al-Powered adjustments and keyboard Detgcts \ssues ?nd provides alt text, screen reader, and
A ibili navigation, but lacks proactive basic fixes, mainly focused roactive accessibility issue
ccessibility 9 A Ap on contrast and alt text. P . I v
accessibility insights. identification.
Compliance WCAG 2.1, ADA, Section 508, EN WCAG 2.1, ADA, Section WCAG 2.1, ADA, Section 508, EN
Standards 301549, 508, EN 301549, 301549.
Continuous audits, but mostly relies Automated audits, but ma Real-time, comprehensive WCAG
Accessibility on Al for automatic corrections 3 ) . Y 2.1 audits with instant reporting
. A . . require manual intervention . X
Audits without comprehensive real-time and solutions for continuous

compliance improvement.

Customization

Basic ization, with predefined

Limited

accessibility profiles but less

focused on widget color

Full customization of widget
design, colors, and user-specific

needs.

profiles.

i rofiles across all websites usin
0pt'°ns flexibility for design modifications. and basic settings. P . ng
the widget.
Easy to use but offers limited control § Simple interface but lacks User-friendly, fully customizable
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Fig. 2. Comparison table between accesiBe, UserWay, and EaseAccess24.

4.2 Seamless Integration and Adaptivity

Adaptivity and integration are essential for achieving effective accessibility.

EaseAccess24 is designed with these principles in mind, offering a solution that
integrates seamlessly with websites and requires minimal configuration. For de-
velopers, this means a straightforward implementation process that minimizes
setup time and complexity. The ease of integration ensures that accessibility
features can be quickly and efficiently incorporated into existing digital environ-
ments, allowing developers to enhance website accessibility without extensive
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adjustments or disruptions. Fig. 3 provides a preview of the widget’s workflow
once initially integrated correctly. This web accessibility tool allows users to cus-
tomize settings, enabling real-time adjustments through secure data processing
and Al enhancements, which ensures compliance and continuously optimizes the
experience.

How it works? L
Workflow Chart SETTINGS

REAL-TIME
ADJUSTMENTS

ENSURE s A)
COMPLIANCE -

ITERATE AND
OPTIMIZE

SERVER PROCESSES L
REQUESTS

SECURE DATA
TRANSMISSION

 ——————

PERSONALIZATION,

ALT TEXT,
PREDICTIVE
ANALYTICS

AIENHANCES
EXPERIENCE

Fig. 3. EaseAcess24 Widget Workflow Chart.

4.3 Secure Data Management and AI-Enhanced Accessibility

User preferences are securely maintained in a protected database with access
controls in place to prevent unauthorized access. The server manages these re-
quests and updates the database accordingly. EaseAccess24 integrates artificial
intelligence to further improve accessibility features. Al algorithms analyze user
behavior and preferences to provide personalized recommendations for accessi-
bility settings. Machine learning models predict optimal text sizes or contrast
levels based on user interaction patterns. Additionally, Al is used to automate
the creation of descriptive alt text for images, enhancing accessibility for users
who rely on screen readers.
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5 Social Impact and Business Implications

The implications of web accessibility technology on society are vast, as it directly
affects the quality of life for individuals with disabilities. The wider implemen-
tation of website accessibility will ensure that society moves closer to digital
inclusivity, where everyone, regardless of physical or cognitive abilities, can par-
ticipate fully in the digital world. This inclusivity is vital as it promotes equal
access to information, services, and opportunities online.

5.1 'Web Accessibility and Disability Statistics

Global Disability Statistics: Over 1.3 billion people, or about 16% of the
world’s population, experience some form of disability. In the European Union
(EU), approximately 101 million people, or around 27% of the population over
16, live with some form of disability. This includes visual, auditory, cognitive,
and motor impairments [14][15].

Internet Usage Among People with Disabilities: According to The
United States Department of Labor (2022), about 65% of people with disabil-
ities in the US used the internet regularly, compared to 90% of those without
disabilities. This statistic underscores the digital divide and highlights the im-
portance of web accessibility in bridging this gap [16].

Economic Impact of Accessibility: The estimated disposable income of
people with disabilities in the EU is approximately €1.3 trillion. This represents
a significant consumer market that businesses can access by improving digital
accessibility [17].

5.2 'Web Accessibility Legal Landscape

Compliance: A survey conducted by the European Commission in 2022 found
that only 23% of public sector websites and 12% of private sector websites in
the EU fully comply with WCAG 2.1 standards, indicating a significant gap in
web accessibility that needs to be addressed. Furthermore, in 2022, there were
3,255 ADA Title III website accessibility lawsuits filed in U.S. federal courts,
a 14% increase from the previous year, emphasizing the growing legal risks for
businesses that fail to meet accessibility standards [18][19].

Global Accessibility Standards: The Web Content Accessibility Guide-
lines (WCAG) are recognized as the international standard for web accessibility.
The WCAG 2.1 guidelines, which include 78 success criteria, are used by most
organizations to ensure compliance [2].
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5.3 Business Benefits of Accessibility

Improved Customer Engagement: Websites that implement accessibility
features see a 12% increase in overall traffic and a 15% reduction in bounce
rates on average, according to case studies from other companies [20].

Accessibility and Brand Loyalty: A study by Forrester Research found
that 69 of customers with disabilities are more likely to trust a brand that
demonstrates a commitment to digital accessibility [21].

Market Expansion Through Accessibility: Businesses in Europe that
have implemented web accessibility features report an average increase of 10-15%
in their customer base from the disabled community. Additionally, accessible
websites have been shown to increase overall customer satisfaction by 20% [22].

Public Perception and Accessibility: A study by the European Con-
sumer Organisation (BEUC) found that 67% of European consumers are more
likely to engage with brands that demonstrate a commitment to accessibility.
This reflects the growing importance of accessibility in brand loyalty [23].

5.4 Digital Inclusion in Education

Digital Inclusion and Education: Acording to European University Associ-
ation, in 2022 in the EU, 10% of university students report having a disability.
The adoption of accessible e-learning platforms is crucial to ensuring that these
students can fully participate in higher education. However, only 40% of Eu-
ropean universities have fully accessible online platforms, indicating a need for
improvement [24].

6 Conclusion

The advancement of web accessibility technologies, guided by established stan-
dards such as WCAG, ADA, and ARIA, has become a critical component of
digital inclusivity. The integration of these technologies across various industries,
including education, healthcare, and e-commerce, demonstrates their broad so-
cietal impact. Despite the challenges of implementation, such as cross-platform
integration and developer expertise, the benefits are clear. The development
of tools like EaseAccess24 and the growing role of Al in accessibility highlight
the potential for continued progress. As web accessibility becomes increasingly
mandated by legal frameworks like the European Accessibility Act, the ongoing
commitment to these standards will be essential in ensuring equitable access to
digital content for all users.
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Abstract. The evolution of Wide Area Networks (WANs) has brought
about significant changes in how organizations manage network perfor-
mance and Quality of Service (QoS). Nowadays, numerous applications
run over these networks, each demanding specific QoS criteria such as
packet loss, latency, and jitter. Some of these new applications require
exceptionally high performance, making it difficult to manage traffic ac-
curately and meet Service Level Agreements (SLAs). Traditional WANSs
are finding it increasingly difficult to meet these evolving SLA demands.
In this context, SD-WAN presents a promising solution to address these
challenges. One of the key areas where SD-WAN shows significant im-
provement over traditional WANSs is in packet loss recovery mechanisms.
The experimental results of the analysis using the feature Forward Error
Correction (FEC) as a packet loss recovery mechanism presented in this
paper demonstrate that Cisco SD-WAN significantly improves overall
network performance and QoS compared to traditional WAN systems.
The network emulation software EVE-NG is used as a primary tool for
this research experiment.

Keywords: EVE-NG - Forward Error Correction (FEC) - Packet loss -
SD-WAN.

1 Introduction

Network technologies have had a huge leap in technological development in re-
cent years. With the rapid expansion of networks and the emergence of increas-
ingly sophisticated applications, many enterprises and organizations need reli-
able and high-performing WANSs to effectively transmit critical data between
their branches, data centers, SaaS, and other cloud-based applications.

Therefore, Software Defined Wide Area Network (SD-WAN) is quickly be-
coming an attractive solution for enterprise networks as it can accommodate
these desired capabilities. SD-WAN is a promising technology that has recently
received a lot of attention from industry and academia [1].

26



ICT Innovations 2024 Conference Web Proceedings

The objective of this paper is to analyze the impact of SD-WAN compared
with traditional WAN regarding Quality of service (QoS) and network perfor-
mances. The focus will be on the packet loss as a key performance parameter.

This paper analysis is based on an experimental SD-WAN design using Cisco
methods for implementation. This experimental SD-WAN design is implemented
in a lab environment using the network emulation software EVE-NG.

The subject of the research within this paper is the performance analysis of
Cisco SD-WAN. The research aims to show that Cisco SD-WAN concepts can
have a positive impact on the performance parameters compared to Traditional
WAN.

The paper is organized as follows. After the Introduction provided in sec-
tion 1. Section 2 provides an overview of packet switching mechanisms in tradi-
tional WANSs and introduces Cisco Express Forwarding as a new packet switch-
ing method. Section 3 delves into Cisco SD-WAN technology, outlining the main
components of each plane within this solution. Section 4 offers an overview of
packet loss and investigates the Forward Error Correction (FEC) feature in Cisco
SD-WAN as a method to prevent packet loss. This section also covers the re-
search methodology, a brief explanation of the tools used, and the experimental
SD-WAN design. Additionally, it includes the interpretation of the results and
analysis of the experiments. Furthermore, this section describes the retransmis-
sion mechanism for packet loss recovery in traditional WANs and presents the
mathematical model for the FEC adaptive feature in SD-WAN. In addition la-
tency and jitter are also discussed. Finally, Section 5 concludes the paper with
a summary of the findings and suggestions for future work.

2 Overview of Traditional WAN

During the early phases of Cisco router development, the mechanism for packet
switching was referred to as process switching. However, as networking technol-
ogy improved, Cisco developed new mechanisms for packet switching known as
fast switching and Cisco Express Forwarding (CEF) in order to further improve
packet handling capabilities, and to meet the escalating demands of evolving
network infrastructures [2].

CEF provides optimization of network performance and scalability using the
forwarding information known as Forwarding Information Base (FIB), and the
cached adjacency information known as Adjacency Table. It’s very less CPU
intensive, provides faster speed and updates its FIB and Adjacency immediately.
It demands minimal CPU resources, delivers rapid speeds, and quickly updates
its FIB and Adjacency table.

The FIB is formed directly from the routing table and stores the next-hop IP
address for every destination within the network. Whenever there is a routing or
topology change within the network, the IP routing table is updated, and these
changes are updated in the FIB. CEF uses the FIB to make switching decisions
based on IP destination prefixes.
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The adjacency table stores the directly connected next-hop IP addresses and
their corresponding next-hop MAC addresses, along with the MAC address of
the egress interface. The adjacency table is sourced with data from the ARP
table.

An overview of the CEF process flow is illustrated on Fig. 1.
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Fig. 1. CEF Process Flow.

When a packet enters the router, packets undergo a transformation process.
Initially, the router discards layer 2 information, preparing for determining the
packet’s destination. This determination is made by referencing the CEF table,
or FIB, which guides the router in making a forwarding decision.

After determining the forwarding path, it directs the router to a specific entry
in the adjacency table. The router retrieves the Layer 2 rewrite string from the
Adjacency table, which enables the router to put a new Layer 2 header to the
frame. Finally, the packet is switched out to the outgoing interface toward the
next hop [3].
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3 Overview of SD-WAN

SD-WAN falls under the broader category of software-defined networking (SDN).
SDN employs a centralized approach to network management, separating the
underlying network infrastructure from its applications. This decoupling of the
data plane and control plane enables customers to centralize network intelligence,
facilitating increased network automation, simplified operations, and centralized
provisioning, monitoring, and troubleshooting. Cisco SD-WAN implements these
SDN principles within the WAN context.

In the control plane, network policies such as routing and security are en-
forced by making decisions about how packets should be routed through specific
routers and ports. On the other hand, the data plane focuses on packet forward-
ing, and contains minimal intelligence required to transfer or discard packets
between ports within the same device.

The figure below illustrates applying SDN principles to the WAN are illus-
trated on Fig. 2.
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Fig. 2. SDN Principles in WAN [4].
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The Cisco SD-WAN solution is made up of four planes: Data plane, Control
plane, Management plane, and Orchestration plane. Below are described the
main components for each plane.

Cisco vManage is the Management Plane of the SD-WAN system and serves
as the centralized manager, handling all provisioning, configurations, monitoring
dashboards, analytics, and maintenance for the entire SD-WAN network [5].

Cisco vSmart functions as the central control unit, managing topology build-
ing, traffic flow decisions, and control commands across the network. It supports
fabric discovery, distributes policies to SD-WAN routers, and enforces centralized
control plane policies [5].

Cisco vBond acts as the orchestrator within the SD-WAN system. This com-
poment conducts the initial authentication of WAN Edge devices and coordi-
nates the connectivity among vSmart, vManage, and WAN Edge devices. It also
plays a crucial role in facilitating communication between devices located behind
Network Address Translation (NAT) [5].

Cisco WAN edge routers have only Data Plane or forwarding plane of the
SD-WAN system. Edge routers are positioned at the boundaries of sites, such
as remote offices, branch locations, campuses, and data centers. Their primary
role involves establishing the network fabric and handles traffic forwarding, secu-
rity, encryption, quality of service (QoS), routing protocols like Border Gateway
Protocol (BGP) and Open Shortest Path First (OSPF), among other functions
[5].

The overall data forwarding process is similar between the traditional WAN
and SD-WAN. Cisco WAN edge routers can execute essential functions such
as BGP, OSPF, Access Control Lists (ACLs), QoS, and various routing policies
alongside overlay communication tasks. These routers ensure secure connectivity
with all the control components and establish IPSec tunnels with other WAN
edge routers to construct the SD-WAN overlay network. Furthermore, each WAN
edge router establishes a control channel with every control element, facilitating
the exchange of configuration, provisioning, and routing information [4].

4 Comparison of the Network Performance and the QoS
between SD-WAN and the Traditional WAN

4.1 Research Methodology

For this research experiment, the network emulation software EVE-NG (Emu-
lated Virtual Environment - Next Generation) is used as the primary tool. The
version of the EVE-NG is 5.0.1-24 Community edition [6].

In EVE-NG, virtual machine images are used to create virtual network de-
vices such as routers, switches, firewalls, and servers. These images can be used
to create complex network topologies and test different network configurations
[7].

The images that are imported in EVE-NG and the resources that are allo-
cated for the devices for this experimental SD-WAN design are shown in Table 1.
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Table 1. Images and resources for EVE-NG [6].

Device [Name of the image and version Resources
vManage |vtmgmt-19.2.31 4 vCPU,

24 GB RAM
vSmart |vtsmart-19.2.31 2 vCPU,

2 GB RAM
vBond |vtbond-19.2.31 2 vCPU,

2 GB RAM
vEdge |vtedge-19.2.31 2 vCPU,

2 GB RAM
Windows|winserver-52012-R2-x64 12 GB RAM
server

Switches |I86bi_linux 12-ipbasek9-ms.high iron aug9 2017b.bin|1 GB RAM

Internet |L3-ADVENTERPRISEK9-M-16.4-2T.bin 1 GB RAM
router
MPLS |L3-ADVENTERPRISEK9-M-16.4-2T.bin 1 GB RAM
router
NetEM |Linux-netem 4 GB RAM

Additionally, the tool NetEm is used to emulate packet loss because in the
most cases the emulators cannot reach a loss that can be useful for analysis.
NetEm is an open-source network emulator for Linux that can simulate various
network conditions, including packet loss, latency, packet duplication, bursts,
congestion, and packet re-ordering [8]. The NetEm tool in this case is connected
between vEdge4 and the WAN transport Internet and Multi Protocol Label
Switching (MPLS) as shown in the Fig. 3.

Network emulators play a crucial role for research experiments. They allow
for the controlled testing of realistic network scenarios, something that cannot
be accomplished using only real network devices without emulation features.

In this experimental SD-WAN design shown on figure 3, there is one con-
troller site and four remote sites. The controllers vSmart, vManager and vBond
together with CA server are in controller site. The WAN Edge routers together
with the layer 2 switches and PCs are in the remote sites The remote sites are
interconnected in a fully meshed topology. Each of these sites has internet con-
nectivity. The WAN transport used are one Internet service provider and one
MPLS.

The core switch is used for connecting the controllers together and to trans-
port. The interfaces of the core switch that are connected to the controllers are
members of VLAN 1. The Interface VLAN 1 is configured with an TP address
that is used as gateway of the controllers and CA server. The interface of the
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switch that is used for connection to the internet transport is routed port. There
is also a default route configured with a next hop of the IP address of the internet
router that is connected to this core switch. The transport site of the controllers
is configured with VPN 0. The default route is also configured on the controllers
with the next hop of the IP address of VLAN 1.

The CA server is an Active directory server that is promoted to a Domain
controller and configured as a Certification Authority (CA) server. The CA cer-
tificates need to be installed in the controllers to authenticate each other. The CA
server certificate, or the root certificate is imported to Cisco vManage. The Cisco
vManage needs a certificate because vManage authenticates itself to vBond, and
vSmart. The vBond and vSmart are added to vManage, and a Certificate Sign-
ing Request (CSR) of the vBond and vManage is generated. The CSR of the
controllers are added to CA server and a signed CSR is given a certificate for
vSmart and vBond that is imported to vManage. The root certificate is also
installed on the vEdge’s, and afterwards vEdges are registered to vManager.

The WAN edges are connected to both Internet and MPLS transports. A
static default route pointing to the next hop gateway is configured for tun-
nel establishment on the Internet and MPLS transports. There is also VPN 0
configured as a transport connection with enabled tunnel interface and IPSec
encapsulation [7].

The communication between WAN edge’s and vSmart is via the control plane
connection using the cisco proprietary protocol Overlay management protocol
(OMP). The control plane connection is needed for sending and receiving control
information such as routing updates, security information, policy information,
etc. The security framework protocol in the control connection is Datagram
Transport Layer Security (DTLS). Therefore, the traffic between WAN edges
and controllers is over a secure connection. The communication between WAN
edge’s is via data plane connection. This type of connection is also secured using
IPSec between the WAN edges or permanent tunnel between WAN edges.

The Internet router has two static routes. One static route for the network
on the controller’s site with next hop with the IP address of the interface on
the switch that is connected to the internet router, and another static route for
the network behind the MPLS router with next hop of the IP address of the
interface on MPLS router that is connected to the Internet router.

The MPLS router has also two static routes. One static route for the network
between the Internet router and controller’s site and another static route for the
network in the controller’s site.

In this paper, FEC adaptive mode is configured for all applications but not
for a specific application to address packet loss within the experimental SD-WAN
design, utilizing the software network emulator EVE-NG.

It is configured a data policy that all traffic with any destination and any
type of application should be used FEC adaptive if the fec-threshold for packet
loss is above 1 %.

The analysis is conducted by randomly adding packet loss to the network
flows before the packets are queued, accomplished through the utilization of the
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network emulator NetEm. The percentage values (%) of packet loss that are
specified for this analysis are 1 %, 2 %, 4 %, 8 % and 16 %. The following delay
values (in milliseconds) were used: 5, 20, 30, 80 and 200. This packet loss and
delay are correlated to the real-world values about these parameters while using
the Internet and MPLS [9].

ICMP packets are used as a common method for packet loss testing by send-
ing multiple pings from one branch location to another. Each of the packet loss
levels were tested for 1000 ICMP packets that were sent to vEdge4 from the
other vEdge’s.

Moreover, following the completion of each test, the outcomes were thor-
oughly examined. In the event of any discrepancies detected, the test case was
re-executed.

4.2 Analysis of Packet Loss

Generally, packet losses commonly arise from various factors including network
congestion, overloaded devices, and issues with network hardware. Higher packet
loss rates or increased latency can intensify delays, amplifying the impact of
packets failing to reach their intended destinations.

IP is a fundamental network layer protocol within the TCP/IP suite. It
operates as a connectionless protocol on the internet, offering no assurances
regarding packet delivery or performance metrics like latency, jitter, packet loss,
or bandwidth. Consequently, it is easier to encounter congestion or network
degradation, which can compromise the QoS. Real-time applications like voice
and video are affected more severely by packet loss. Therefore, in situations where
packet loss is higher, or the media quality is essential, Forward Error Correction
(FEC) can be used for recovering packet losses. The FEC feature allows critical
applications to work well over unreliable WAN links, usually Internet circuits.

Cisco SD-WAN incorporates Forward Error Correction (FEC), which enables
packet recovery at the layer 3 (IP) level. Implementing FEC at layer 3 within
the network reduces the duration required for TCP to retransmit a dropped
packet. Layer 3 FEC offers the advantage of being cognizant of other network
traffic traversing the same link, allowing for intelligent management of all flows,
whereas TCP is limited to awareness of individual flows [10].

FEC functions as a method for recovering lost packets on a link by sending
extra "parity" packets alongside each set of four packets. Generating this parity
packet can be achieved through various methods. One of the methods involves
using exclusive OR (XOR) operations. XOR is a bitwise operator that performs
logical operations. When the input bits are identical, the output is false (0);
otherwise, it’s true (1).

Consequently, if the receiver successfully receives all packets, the parity packet
becomes redundant and is discarded. However, if any of the data packets are miss-
ing, the lost packet can be reconstructed by conducting the same bitwise exclu-
sive OR operation on the received three packets alongside the parity packet. This
obviates the necessity for the sender to resend the packet, thereby the packet
loss is avoided [11-12].
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The FEC process is shown on Fig. 4.
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Fig. 4. Forwarding Error Correction Overview.

The FEC feature protects applications against experiencing packet loss along
the transient network paths [13].

Using the FEC feature can increase the bandwidth consumption by 25 %
because in each 4 packets 1 more packet is sent as a parity packet. 1 parity
packet is as large as 1 data packet. With this more bandwidth we can protect
the applications from packet loss. As a result, FEC can be configured in two
distinct modes: FEC always and FEC adaptive. In the FEC always mode, a
single parity packet is transmitted across the WAN link for every group of four
packets at any given time.

In FEC adaptive mode, operation occurs only when the loss percentage of the
transport link exceeds the configured FEC threshold value. This threshold, rang-
ing between 1 % and 5 % packet loss, determines the activation point for FEC.
For instance, setting it to 2 % means that once the Cisco SD-WAN fabric detects
packet loss surpassing this threshold, FEC is automatically engaged. Contrarily,
when the link loss diminishes below 2 %, FEC usage becomes unnecessary.

FEC is primarily utilized for loss-sensitive traffic such as VoIP, as even a
slight increase in packet loss can significantly impact the entire communication
process.

4.3 Mathematical Model

In traditional WAN packet loss recovery mechanisms typically rely on retransmission-

based error recovery as a the most used transport layer approach to recover
packet errors and losses. This mechanism involves the retransmission of lost
packets upon the detection of errors.

Errors in packet transmission can be identified if the sender receives either
a duplicate acknowledgment or a negative acknowledgment due to a missing
sequence number. To provide feedback, the receiver sends an acknowledgment
upon successful delivery of data. If any data is missing or received with errors, the
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receiver sends either duplicate acknowledgments or negative acknowledgments.
Upon receiving a negative acknowledgment or multiple duplicate acknowledg-
ments, the sender initiates retransmission of the affected data [14].

Retransmission mechanisms are usually rejected in real-time audio and video
streaming over the Internet due to their inherent retransmission delays. These
delays can cause video packets to miss their intended playout time. When a
packet needs to be retransmitted, it arrives at least three times the round-trip
time after the transmission of the original packet. This delay may exceed the
strict delay requirements of real-time audio and video streaming applications,
where acceptable delay times typically range between 100ms and 200ms. Con-
sequently, any retransmission of lost packets must occur within 100ms after the
data loss to maintain the integrity of the audio and video stream [15].

The basic principle of Forward Error Correction (FEC) involves enhancing a
communication channel with known error probabilities by using error-correcting
codes to add redundant packets, known as parity packets. This allows the re-
ceivers to detect errors or losses and reconstruct the missing packets from the
redundant ones, eliminating the need to retransmit the lost packets from the
sender.

FEC can be implemented at both the bit level and the packet level. Typically,
packet-level FEC is used for end-to-end communication, while bit-level FEC is
applied to specific links. With bit-level FEC, redundancy bits are added to each
sent packet, increasing its size. In contrast, packet-level FEC involves adding
redundancy packets as separate entities within each transmitted block (group of
packets). Consequently, the transmitted block consists of both data packets and
redundancy packets [15-17].

Compared to retransmission mechanisms, FEC is recognized as an effective
method for packet loss recovery. FEC is more suitable for real-time audio and
video streaming because it introduces minimal end-to-end delay and ensures
reliable transmission by incorporating extra redundancy information.

Adding more redundancy packets than necessary can consume more band-
width and potentially overload the network during heavy traffic conditions. But,
on the other hand, adding fewer redundancy packets than needed will reduce
overall network load but may lead to insufficient recovery of lost packets in
scenarios with high packet loss rates.

The packet loss is often unpredictable and fluctuates over time, the amount
of extra data included with the original data in an FEC block is determined at
the beginning of a session. This redundancy is calculated based on a long-term
average of network losses.

n—k
- 1)
The efficiency and effectiveness of FEC in recovering from packet loss depends
on the redundancy factor R, defined as the number of parity packets (n-k) added
to a block of k data packets, as described in equation 1 [18].
The aim of adaptive FEC is to dynamically adjust the level of redundancy
based on the network’s condition. It decreases the amount of redundancy when

R =
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packet loss at the receiver is low and increases redundancy when the network is
congested, thereby minimizing the overhead caused by FEC [19].

The Gilbert-Model is a commonly used approximation for network loss, em-
ploying a Two-state Markov chain to represent end-to-end packet loss. This
model is favored for its simplicity and mathematical clarity. In the Two-state
Markov model, the "0" state signifies a lost packet, while the "1" state indicates
successful packet delivery.

Let p represent the transition from state 0 to state 1, and ¢ represent the
transition from state 1 to state 0. Thus, the probability of packet loss is (1-
q), and the probability of losing n consecutive packets is (1-¢)gn-1. From the
Markov chain transition matrix, the long-run loss probability 7 can be defined
as:

p
0 Py (2)
The FEC adaptive predicts network losses and employs probability equations
to estimate the expected loss at the receiver. Since each packet can only be either
delivered or lost, the situation can be modeled with a binomial distribution.

In general, if we consider the loss of a packet (I) as a success event, where 1
follows a binomial distribution with parameters n (the number of packets) and
pi (the probability of one packet being lost from gn packets), we write [ ~ B (n,
) [18],[20].

The probability of one packet being lost from a group of n packets is given
by:

P(l) = (Z) «(1—m)t st (3)

Network packet loss exhibits significant fluctuations over time, with long-
term averages often failing to accurately reflect the current network conditions.
The proposed AFEC mechanism addresses this issue by estimating the expected
channel loss probability using packet loss information received from the receiver.
The estimated block loss probability for a group of £ lost packets is calculated
as follows:

E(z) = kf <’Z> s« (1— 7)™t st (4)

1=0
The calculated average block loss probability is:

k—1
E(x)zZ(?)*(l—w)n'l*wl*nl ! (5)
1=0
where:
E(z) is the estimated packet loss probability without FEC,
n is the total number of sources and parity packets per block,
k is the number of source packets per block, and
7 is the channel loss probability [21].
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4.4 Discussion of the Results

The findings reveal that there are reconstructed packets across all levels of emu-
lated packet loss, signifying an enhancement in reducing the packet loss percent-
age and delivering improved Quality of Service (QoS) within Cisco SD-WAN in
contrast to Traditional WAN. Packet loss is quantified as a percentage, calcu-
lated by comparing the total number of packets sent against those received:

Packets Sent - Packets Received
Packets Sent

Packet Loss % = ( )% 100 % (6)

where:
Packets Sent is the total number of packets being transmitted,
Packets Received is the total number of packets being successfully received.

Table 2. FEC Packet Loss Measurement.

Device vEdge3 to|vEdge3 to|vEdge5 to|vEdge2 to|vEdge5 to
vEdged |vEdged |vEdged |vEdged |vEdged
Emulated packet loss (%) |1 2 4 8 16
Sent Packets 1000 1000 1000 1000 1001
Received packets 984 986 957 894 779
Sent parity packets 249 249 247 249 251
Reconstructed packets 16 12 37 53 65
Packets lost 16 14 43 106 222
Reconstructed packets (%)[100 86 86 50 29
120
100
o 100
N 86 86
1]
< 80
3
g 60 50
s
g 40 29
9
o I
0
1 2 4 8 16

Emulated Packet Loss %

Fig. 5. Percentage graphic of packet loss reconstruction success rate.
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The results of the experimental performance tests using FEC feature regard-
ing packet loss are shown in the Table 2.

The data from the table above is crucial for evaluating the performance of the
SD-WAN and its ability to maintain data integrity under varying conditions of
packet loss. The parity packets play a vital role in reconstructing the lost packets,
which is essential for ensuring reliable communication across the network. The
decreasing trend in the percentage of reconstructed packets as the emulated
packet loss increases indicates the limits of the current reconstruction mechanism
under stress.

The reconstruction success rate using FEC is given on Fig. 5. It can be
noticed that as emulated packet loss is increased the rate of the reconstructed
packets is also decreased. In particular if the emulated packet loss is about 8 %
the rate of the reconstructed packets drops to 50 %.

Higher packet loss values often result in multiple packet losses simultaneously,
rendering them unrecoverable by FEC. Consequently, FEC is unable to achieve
100 % packet loss reconstruction.

4.5 Latency and Jitter

Cisco SD-WAN cannot directly reduce jitter and latency, as these parameters are
inherent characteristics of the network path. However, it can indirectly improve
them by reducing packet loss, which often leads to better jitter and latency
performance.

Additionally, Cisco SD-WAN can achieve lower latency through intelligent
routing and optimization features. It can also mitigate jitter by prioritizing traffic
and implementing Quality of Service (QoS) mechanisms.

When packet loss occurs, the network may need to resend packets, resulting
in varying delays. This leads to increased latency, as the time it takes for data to
reach its destination grows. Additionally, packet loss can cause packets to arrive
out of order, requiring extra processing time for devices to reorder them, further
contributing to latency.

To compensate for packet loss or out-of-order packets, devices may buffer
data, which adds variations in packet delivery times and increases jitter. Jitter, in
turn, might indicate worsening congestion before it escalates into packet loss [23].
By reducing packet loss, packets can travel through the network more smoothly,
minimizing delivery time fluctuations, which improves both jitter and latency.

Jitter measures the variation in packet arrival times [24] and can be formu-
lated in the following equation:

> variation delay

(7)

Latency (or delay) measures the time it takes for data packets to travel from
one point to another, representing the transmission delay that occurs as data
moves toward its destination [25]. It can be defined with the following equation:

JHUET (detay var) = >~ packet received

RTT = treturned - tsent (8)
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where:

RTT (Round Trip Time) is the duration it takes for a packet to travel from
the source to the destination and then return to the source,

tsent 1S the time when the packet is transmitted,

treturned 1S the time when the acknowledgement for that packet is received.

One-way latency is generally estimated to be half of the Round-Trip Time
(RTT) if the network paths in both directions are symmetrical:

One-way Latency = g (9)

Cisco SD-WAN continuously measures latency, jitter and packet loss using
methods such as IP-SLA probes to make intelligent decisions about routing
traffic. By doing so, they can select the optimal path and prioritize critical data,
ensuring better overall network performance and reliability, minimizing latency
and, consequently, jitter [26].

Different applications have varying requirements for traffic latency and jitter.
For instance, Voice over IP (VoIP) services are particularly sensitive to these
factors, as high latency and jitter can greatly diminish voice quality, rendering
the service unacceptable to users. VoIP typically tolerates delays of up to 150 ms
before call quality degrades to an unacceptable level. In contrast, data transfer
is generally more tolerant of delays and jitter [27 - 28].

5 Conclusion

According to the packet loss analysis during the transmission it can be concluded
that SD-WAN feature FEC can reduce packet loss and improve reliability by
reconstructing the lost packets. FEC feature can mitigate the effects of packet
loss by adding redundant packets to the sender to reconstruct lost packets. The
experimental results with FEC indicated that a higher percentage of packets
were successfully reconstructed with lower values of packet loss. However, as
packet loss increases, the number of reconstructed packets decreases. Therefore,
FEC cannot achieve 100% packet loss reconstruction. FEC feature in Cisco SD-
WAN are particularly beneficial for some applications that cannot tolerate data
loss, such as VoIP, video conferencing, real-time analytics, emergency services,
financial transactions, etc.

Most applications consider a low packet loss level (1 %-2 %) acceptable.
However, a packet loss rate of 5 % or higher can notably affect both network
performance and user experience [22].

Based on the analysis and findings presented in this paper, future research
directions for Cisco SD-WAN could focus on developing more efficient Forward
Error Correction (FEC) algorithms. These algorithms should aim to manage
higher levels of packet loss while minimizing performance degradation.
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Abstract

This paper gives an overview of how artificial intelligence (AI) is boosting Android
application security, with a focus on the upcoming Android 15 release this fall. It
explores Al’s role in detecting threats, conducting real-time analysis, and imple-
menting dynamic access controls. Additionally, it examines recent improvements
in Android security designed to combat fraud, scams, and privacy breaches.
The study underscores the collaborative efforts among Android, OEMs (Origi-
nal Equipment Manufacturers), and developers in enhancing security. As cyber
threats continue to evolve, Al-driven security mechanisms offer promising solu-
tions for protecting electronic information and ensuring the integrity of mobile
applications. Ultimately, it emphasizes the significance of proactive security mea-
sures and teamwork in protecting user privacy and upholding the trustworthiness
of Android applications.

Keywords: Android, Al-Driven Secu