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Preface

We are pleased to present the proceedings of the 17th International Conference
ICT Innovations 2025, held in Ohrid, North Macedonia, from October 11-13,
2025. This edition of the conference continues the long-standing tradition of ICT
Innovations as a premier international forum for the exchange of cutting-edge re-
search and innovative ideas in the broad field of information and communication
technologies.

The ICT Innovations conference series, organized by the Macedonian Society
of Information and Communication Technologies (ICT-ACT) and supported by
the Faculty of Computer Science and Engineering, Ss. Cyril and Methodius
University in Skopje, has built a strong reputation over the years as a platform
that successfully bridges fundamental research, applied science, and real-world
technological challenges. Since its inception, the conference has continuously
evolved to reflect emerging trends and pressing societal needs shaped by rapid
technological progress.

This year’s theme, “Al and the Digital Frontier: Reshaping Modern Soci-
ety Through Technology and Computer Science,” highlights the transformative
role of artificial intelligence and advanced computing technologies in redefining
modern life. The conference encourages critical reflection on innovation while
addressing the societal, ethical, and practical implications of intelligent systems,
digital transformation, and secure computing infrastructures.

ICT Innovations 2025 was held jointly with the International Applied Cy-
bersecurity Conference (IACyC 2025), creating a unique interdisciplinary en-
vironment that fostered collaboration between the ICT and cybersecurity re-
search communities. This joint organization strengthened the dialogue between
Al-driven technologies, system security, and digital sovereignty, reflecting the
growing need for holistic and resilient digital ecosystems.

This volume contained 18 full papers (plus 19 papers in the Web Proceedings
edition), which were carefully reviewed and selected from 80 high-quality submis-
sions. These papers covered a wide range of topics, including machine learning,
network science, digital transformation, natural language processing, and more.
The review process was rigorous, with about 100 reviewers from 35 countries
providing detailed feedback. Each submission was evaluated by at least three
experts in the field, ensuring that the selected papers met the high standards of
academic excellence and originality that this conference is known for. Together,
they reflect the diversity and dynamism of contemporary ICT research and its
growing influence on society and industry.

The scientific program featured two distinguished keynote speakers whose
work exemplifies the convergence of advanced computing, security, and societal
impact. Guy Gogniat, Professor of Electrical and Computer Engineering at the
Université Bretagne Sud, Lorient, France, delivered a keynote on “A Comprehen-
sive Approach to System-on-Chip Security,” addressing hardware-level security
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challenges in modern computing systems. Aleksandar Jevremovié, Professor at
the Faculty of Informatics and Computing, Singidunum University, Belgrade,
Serbia, presented a keynote titled “Technological Sovereignty and Cybersecu-
rity,” offering critical insights into strategic, technological, and policy-driven
aspects of digital independence.

In addition to the main conference sessions, the program was enriched by
workshops, special sessions, and joint activities organized within the framework
of TACyC 2025 and the CyberMACS Erasmus Mundus Joint Master Degree
project, including Advances in AT for Cybersecurity supported by the NATO SPS
MYP SENTALI, the Technology Transfer Workshop on Confidentiality of a Large
Language Model for Legal Aid, the MKSafeNet Workshop, EIT Community Hub
Role in the Emerging Innovation Ecosystem — the Macedonian Case Workshop,
and A Review on Applications and Uses of an eIDAS / ETSI CEN Standards-
Based SAM (NSSAM) in Artificial Intelligence Workshop. These activities pro-
vided participants with opportunities for in-depth discussion, hands-on learning,
and interdisciplinary exchange, further strengthening the conference’s educa-
tional and collaborative mission. The conference also offered a variety of social
events aimed at fostering connections among participants, a tradition that has
been highly valued since the conference’s inception.

We extended our heartfelt thanks to all the authors who contributed their
work to this year’s proceedings, to the reviewers who ensured a fair and thorough
evaluation process, and to all the participants who enriched the conference with
their knowledge and expertise. Special thanks went to our generous sponsors,
companies Netcetera, Nextsense and IWConnect; also to the organizing and
program committees as the technical support team at FCSE, whose dedication
and hard work were instrumental in making this conference a successful high-
quality international event.

As we concluded this edition of ICT Innovations, we looked ahead with ex-
citement to future conferences, where we would continue to explore the frontiers
of ICT and foster innovation across industries and disciplines. We invite you to
join us at the 18th ICT Innovations conference in 2026, where we would continue
this journey of scientific discovery and collaboration.

Sincerely,

January 2026 ICT Innovations 2025 Conference Chairs,
Ivan Chorbev, Dejan Spasov and Biljana Risteska Stojkoska
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Reinforcement Learning for Energy-Efficient Job
Orchestration: A Lightweight Evaluation
Framework

Enes Bajramil[00()9700057796073959]’ Boro Jakimovskil[(]000700017943477475]’
Andrea Kulakov1 [0000700027707570953]’ and Petre Lameskil[0000700027533671796]

Ss. Cyril and Methodius University in Skopje, Faculty of Computer Science and
Engineering, Ruger Boskovik 16, 1000, Skopje, Republic of North Macedonia
enes.bajrami@students.finki.ukim.mk, {boro.jakimovski, andrea.kulakov,
petre.lameski}@finki.ukim.mk

Abstract. This paper presents a Deep Reinforcement Learning (DRL)
framework for energy-aware job orchestration on real computing infras-
tructure. The framework integrates a Proximal Policy Optimization (PPO)
agent with a software-based monitoring layer to learn adaptive schedul-
ing policies under thermal, performance, and service-level constraints.
A 500-job synthetic workload was executed on physical hardware using
5-fold cross-validation, enabling structured comparison between FIFO
scheduling and the DRL-based approach. The reward function combines
penalties for CPU temperature, SLA violations, and migration overhead,
with component-level contributions logged throughout training for inter-
pretability. Experimental results show that the DRL scheduler reduced
total execution time from 16,180 to 3,236 seconds on average while sta-
bilizing CPU thermal profiles and avoiding temperature spikes. All ex-
periments were conducted on a controlled local testbed to ensure repro-
ducibility and precise monitoring. The framework is designed for cloud
deployment, with future work focusing on extended action spaces, inte-
gration of real SLA definitions, and evaluation under production-scale
workloads.

Keywords: Deep Reinforcement Learning - Job Scheduling - Energy
Efficiency - Proximal Policy Optimization - Resource Optimization.

1 Introduction

The increasing need for intelligent services in domains such as smart cities,
transportation, healthcare, and industrial automation has accelerated the devel-
opment, of computing systems that support scalable and responsive execution.
These systems are often required to handle dynamic workloads and optimize for
multiple objectives, including energy efficiency and real-time responsiveness [1].
However, traditional scheduling and orchestration mechanisms, while effective
under static conditions, often fall short in dynamic environments where system
states fluctuate and user demands vary |2, 3.
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In particular, First-In-First-Out (FIFO) and rule-based orchestration meth-
ods typically fail to account for runtime resource contention, thermal throttling,
and Quality of Service (QoS) constraints. These limitations are further mag-
nified in real-time execution scenarios where resource provisioning must adapt
rapidly to current system metrics such as CPU usage, thermal state, and job
concurrency [4,5]. Although heuristic-based solutions, including Genetic Algo-
rithms and Particle Swarm Optimization, offer some flexibility, they often lack
adaptability during execution and do not generalize well across workload types
6, 7].

Recent research has turned to Deep Reinforcement Learning (DRL) to ad-
dress these challenges by enabling agents to learn optimal policies through in-
teraction with the environment. DRL-based orchestration systems have the po-
tential to dynamically adjust job placement, scaling, and migration decisions
in response to real-time conditions. When carefully designed, these systems can
reduce execution latency, balance resource usage, and minimize violations of
Service-Level Agreements (SLAs) [8,9].

This paper introduces a Deep Reinforcement Learning (DRL)-based orches-
tration framework tailored for energy-aware job scheduling in dynamic comput-
ing environments. The system leverages runtime software-level metrics, including
CPU utilization, memory usage, and a software-proxied CPU temperature, to
inform scheduling decisions made by a Proximal Policy Optimization (PPO)
agent. The framework is implemented entirely in Python and evaluated on a lo-
cal hardware testbed using a synthetic dataset of 500 jobs, with reproducibility
ensured through a 5-fold cross-validation procedure.

The reward formulation integrates penalties for thermal behavior, service-
level agreement (SLA) violations, and migration overhead into a unified signal.
This design enables the agent to learn context-sensitive orchestration strategies
that balance multiple objectives simultaneously. To enhance interpretability, the
learning process is analyzed through per-episode reward curves and component-
wise tracking of A-weighted contributions.

Experimental results demonstrate that PPO-based orchestration achieves
substantial improvements in both execution time and thermal regulation com-
pared to FIFO scheduling, even on resource-constrained hardware without phys-
ical sensors. The framework is intended for deployment in cloud environments,
with future extensions focusing on real workloads, distributed infrastructures,
and integration of production-level SLA definitions.

2 Related Work

Recent advances in cloud and edge computing have intensified the demand
for intelligent orchestration mechanisms capable of managing low-resource, dy-
namic environments. Traditional cloud infrastructure, while effective for general-
purpose computation and storage, often struggles to support latency-sensitive
or real-time applications. To address this, serverless computing models have
emerged, particularly Function as a Service (FaaS), which decouples execution
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logic from infrastructure provisioning and enables elastic and cost-efficient de-
ployment. However, orchestrating microservices across distributed and hetero-
geneous edge environments remains challenging due to limited observability and
unpredictable resource availability [10].

Several Deep Reinforcement Learning (DRL) based orchestration frameworks
have been proposed to address these issues. One example is a DRL model for
serverless FaaS environments that dynamically assigns event-driven functions
across edge nodes. This method improves responsiveness while reducing latency
and resource consumption, even under partial observability. It has demonstrated
an 18 percent improvement over standard strategies such as Shortest Path and
Load Balancing for function composition efficiency [11]. Another line of work fo-
cuses on mobility-aware orchestration. The DeepEdge model applies DRL in edge
computing environments with user mobility and varying network conditions. It
uses Double Deep Q-Networks (DDQN) to optimize task offloading. Tested on
applications like augmented reality and healthcare, the system demonstrated
improved task satisfaction and adaptability [12].

Further research has explored DRL applications in Extreme Edge Computing
(EEC), where computation is moved to mobile or remote edge devices to reduce
energy consumption and environmental impact. The DeTOrch framework com-
bines DRL with task partitioning and mobility-aware scheduling to coordinate
interdependent tasks in constrained environments. Experimental results show
reductions in task completion time and improved resource utilization across var-
ious mobility scenarios [13]. These systems highlight the potential of DRL to
enhance orchestration in highly dynamic infrastructures.

Despite these advances, many DRL based orchestration systems remain nar-
row in scope. Most focus on isolated challenges such as mobility or serverless
deployment and lack comprehensive integration of real-time telemetry, SLA-
awareness, and energy efficiency. Furthermore, few are validated in reproducible
and lightweight environments that reflect realistic single-node system constraints.
The framework proposed in this paper addresses these gaps by emphasizing job
scheduling efficiency and energy-aware orchestration. It is evaluated on a local
computing system using real workload traces to ensure transparency, modularity,
and practical applicability under constrained conditions.

3 Theoretical Background: Deep Reinforcement Learning

Deep Reinforcement Learning (DRL) merges Reinforcement Learning (RL) with
Deep Learning (DL), enabling agents to learn optimal decision-making strategies
in high-dimensional, uncertain environments [14]. Unlike supervised learning,
DRL agents interact directly with an environment to explore and exploit actions
that maximize long-term rewards, even when the state-action space is continuous
or partially observable [15].
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3.1 Markov Decision Process and Agent Objective

DRL problems are framed as Markov Decision Processes (MDPs), denoted by
the tuple (S, A, P, R,~), where:

— S is the state space,

— A is the action space,

P(s'|s,a) is the transition probability function,

R(s,a) defines the reward for taking action a in state s,
~ is the discount factor [14].

The agent’s goal is to learn a stochastic policy m(als) that maximizes the
expected cumulative discounted return:

J(m) =Ernn

T
> g
=0
as defined in the canonical RL objective [15].

3.2 Value Functions and Bellman Equations

The state-value and action-value functions evaluate expected returns:

V™(s) =E, [Z’ytn |so=s|, Q"(s,a)=E,
=0

o0
thn | 50 =s,a0 =a
t=0

(2)
These functions satisfy the Bellman equations:

Q"(s,a) = R(s,a) + vy _ P(s|s,a)V(s) (3)

which are foundational to value-based approaches including Deep Q-Networks
(DQN) [16].

3.3 Policy Gradient and Actor—Critic Methods

Policy gradient algorithms optimize a parameterized stochastic policy mg(a|s) by
estimating the gradient of the expected return:

VoJ(0) = Er, [Volog mg(arls:)Q™ (s, ar)] (4)

as formalized in the REINFORCE algorithm [17].

Actor—Critic frameworks introduce a critic to estimate the value function,
enabling variance reduction. The advantage function used in training is defined
as:

A"(s,a) = Q"(s,a) = V7 (s) (5)
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3.4 Proximal Policy Optimization (PPO)

Proximal Policy Optimization improves training stability by limiting the size of
policy updates. The clipped objective is:

LCLIP(G) = E; [min (r;(0) Ay, clip(r4(0),1 — €,1 + €) A4)] (6)

o (at]st)
o4 (at]st)

where r:(0) = is the probability ratio between the new and old policy

[18].
3.5 Soft Actor—Critic (SAC)

SAC augments the standard objective by maximizing expected return along with
the policy entropy to improve robustness and exploration:

J(1) = D Eispanmpn (51, ac) + aH(m(-]s0)] (7)

where H denotes the entropy of the policy and « is the temperature parameter
controlling the entropy scale [19].
3.6 Architectural Overview

The practical implementation of DRL requires neural networks to approximate
both policy and value functions. This results in an architecture where agents
continuously interact with their environments to update parameters through
backpropagation.

Observation and Reward (1)

Transition (4) |

v
@, sl

Environment Agent

T | Improve (2)
Action (3)

State

Fig. 1. Conceptual architecture of the DRL agent-environment interaction loop.

The interaction between agent and environment in Deep Reinforcement Learn-
ing (DRL) follows a standard loop in which the agent observes the system state
st, selects an action a;, receives a reward r;, and updates its policy 7y based
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on the observed transition. This framework enables scalable learning and adap-
tive decision-making across domains such as microservice orchestration, robotic
control, and energy-aware scheduling [14, 16, 19, 20|.

However, challenges remain in improving sample efficiency, ensuring conver-
gence stability, and reducing sensitivity to hyperparameter tuning [20].

4 Methodology

4.1 Research Questions
The study is guided by the following research questions:

— RQ1: Can a PPO-based DRL agent improve execution time and throughput
compared to FIFO scheduling under dynamic workloads?

— RQ2: Can the agent regulate thermal behavior and reduce CPU temperature
spikes while maintaining SLA adherence?

— RQ3: How interpretable are the contributions of different reward compo-
nents (temperature, SLA, migration) to the overall policy optimization?

— RQ4: Does cross-validation across diverse workload folds confirm the gen-
eralization ability of the PPO agent?

— RQ5: How does the proposed framework compare to existing DRL-based
orchestration approaches in terms of experimental realism, interpretability,
and multi-objective optimization?

4.2 Overview of the Framework

This study presents a Deep Reinforcement Learning (DRL)-based orchestration
framework designed to enhance energy efficiency and workload scheduling in real
computing environments. The system is implemented entirely in Python and in-
tegrates three core modules: (i) a software-based monitoring layer for collecting
real-time system metrics, (ii) a Proximal Policy Optimization (PPO) decision
engine, and (iii) an execution layer that applies orchestration decisions at run-
time. All tests were conducted on physical hardware to ensure reproducibility
and precise monitoring of resource dynamics.

4.3 Testing Environment and Dataset

Experiments were carried out on a personal computing system with an Intel
Core i13-7020U CPU at 2.30GHz. A workload of 500 synthetic jobs was con-
structed to simulate realistic orchestration tasks. Each job entry specifies an
arrival timestamp, an execution duration, and a memory requirement. To en-
sure fair evaluation, job arrival times were uniformly scaled, and deadlines were
defined as a fixed multiple of the job duration.

The experimental evaluation consisted of two phases:
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1. Baseline Phase: Jobs were executed sequentially using a First-In-First-Out
(FIFO) policy. Each job performed a 200 x 200 matrix multiplication to
generate CPU load. Metrics such as CPU utilization, memory usage, and es-
timated temperature were logged. The temperature was approximated using
a software proxy T = 40 4+ 0.5 x CPU _load and further smoothed with an
exponential moving average.

2. DRL Phase: The same workload was executed under the DRL-based or-
chestration framework. The PPO agent observed system states in real time
and selected among four actions: allocate, migrate, scale, or idle. Each job
performed a 1300 x 1300 matrix multiplication to increase computational
intensity and test the agent’s ability to manage thermal and resource con-
straints under higher load.

4.4 DRL Formulation and Agent Design

The orchestration problem was modeled as a Markov Decision Process (MDP)
defined by the tuple (S, A, P, R,~):

— S denotes the system state, including CPU utilization, estimated CPU tem-
perature, and memory usage,

— A represents the discrete action space: allocate, migrate, scale, or idle,

— P is the (unknown) state transition probability,

— R is the immediate reward signal,

— ~v is the discount factor prioritizing long-term gains.

The reward function was formulated as a weighted sum of three penalties:
ry = —/\th — )\2‘/;5 - )\3Ct (8)

where T; is the estimated CPU temperature, V; is an SLA violation indicator
(deadline miss), and C; is the migration overhead proportional to requested
memory. The scalar weights A1, Ao, and A3 were fixed during experiments to
emphasize thermal stability, service quality, and responsiveness. To preserve in-
terpretability, the contribution of each component was logged separately at every
step, enabling detailed analysis of the agent’s optimization behavior.

The PPO agent architecture comprised two fully connected hidden layers
with ReLLU activation and a softmax output layer producing action probabilities.
The policy was optimized using the Adam optimizer. All system metrics were
sampled directly via the psutil Python library without simulation or emulation
layers, ensuring that training and testing were performed in real time.

4.5 Cross-Validation and Logging

To ensure statistically robust evaluation, a 5-fold cross-validation scheme was
employed. The 500-job dataset was partitioned into five sequential subsets of
100 jobs. In each fold, one subset served as the test set (100 jobs), while the
remaining 400 jobs were used for training:
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Fold 1: Test [1-100], Train [101-500]

Fold 2: Test [101-200], Train [1-100, 201-500]
~ Fold 3: Test [201-300], Train [1-200, 301-500]
— Fold 4: Test [301-400], Train [1-300, 401-500]

Fold 5: Test [401-500], Train [1-400]

This procedure ensured that each job was included once in testing and four
times in training, providing diverse workload exposure across folds. During train-
ing, total reward per episode was logged to assess policy convergence, while the
per-step contributions of AT, A\2V;, and A\3C; were recorded to illustrate how
the agent balanced competing orchestration goals. In the testing phase, detailed
job logs were collected, including start time, execution duration, CPU usage,
thermal proxy, action taken, SLA violation status, and reward decomposition.

4.6 Proposed Framework Architecture

Figure 2 presents the architecture of the proposed DRL-based orchestration
framework, which is structured into three main layers. The Monitoring Layer
collects runtime metrics including CPU utilization, memory consumption, job
arrival times, and software-based thermal estimates. These values represent the
current system state and provide the necessary input for decision making.

The Decision Layer contains the Proximal Policy Optimization (PPO) agent,
which maps observed states to scheduling actions. The action space consists of
allocate, migrate, scale, and idle. The agent selects actions according to a re-
ward function that incorporates thermal penalties, SLA violations, and migra-
tion costs. This formulation enables the policy to balance execution efficiency
with system stability and service quality.

The Execution Layer applies the chosen actions on the local infrastructure in
real time. Jobs are executed, migrated, or scaled depending on the PPO policy,
while updated system metrics are fed back into the Monitoring Layer. This
closed-loop process ensures that orchestration decisions continuously adapt to
workload dynamics. The framework is implemented entirely in Python, allowing
reproducible evaluation on lightweight hardware and offering extensibility for
future deployment in distributed cloud environments.
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Fig. 2. Proposed DRL-Orchestrated Framework for Energy and SLA-Aware Job
Scheduling on Local Infrastructure.

5 Results

This section presents the evaluation of the proposed PPO-based orchestration
strategy using real hardware experiments on a synthetic workload of 500 jobs.
The experiments were conducted using a structured 5-fold cross-validation pro-
cedure to ensure statistical robustness and reproducibility. In each fold, the PPO
agent was trained on 400 jobs and tested on the remaining 100, so that every
job in the dataset was used once for testing and four times for training. This
procedure ensured a balanced distribution of workload and temporal behavior
across folds, allowing the framework to be evaluated under diverse job sequences.

The evaluation focuses on multiple aspects of system performance, including
reward progression during training, the influence of individual reward compo-
nents, thermal regulation, execution time, and job-level behavior. Comparisons
are drawn with the FIFO baseline to highlight the effectiveness of the DRL
approach in improving throughput and thermal stability while reducing SLA
violations. Results are reported both in terms of aggregate statistics across folds
and detailed per-job analyses to illustrate the consistency and reliability of the
proposed framework.
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Training Reward per Episode (by fold)
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Fig. 3. Training reward per episode across five folds.

Figure 3 shows the cumulative reward progression during training. Each
curve corresponds to a fold, highlighting differences in workload distribution.
Despite fold-dependent fluctuations, the overall trend confirms that the PPO
agent adapts and stabilizes its policy effectively. This indicates robust general-
ization across varying workload subsets.
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Fig. 4. Lambda component dynamics across folds 1-5.
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Figure 4 illustrates the contributions of temperature, SLA, and migration
penalties over training steps. Temperature is consistently the dominant factor,
confirming its role as the primary optimization driver. SLA violations appear
intermittently when deadlines are missed, while migration costs remain rela-
tively small. These dynamics demonstrate how the PPO agent balances multiple
objectives during orchestration.

Average Lambda Component Contribution per Fold

5 mmm 1 Temperature
e 2 - SLA Violations

= 3 - Migration Cost ‘ |

Fold 1 Fold 2 Fold 3 Fold 4 Fold 5

~ w IS

Mean Component Value

o

Fig. 5. Average reward component contributions per fold.

Figure 5 summarizes mean component contributions across all folds. The
temperature penalty A\ - T' dominates consistently, while SLA and migration
penalties contribute smaller but steady effects. This distribution confirms the
effectiveness of the multi-objective reward in prioritizing thermal stability with-
out ignoring performance and cost.

Estimated CPU Temperature Distribution (DRL)
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Fig. 6. Distribution of CPU temperatures under DRL orchestration.
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Figure 6 shows the estimated CPU temperature distribution across 500 jobs
orchestrated by the PPO agent. Most jobs remain below 45°C, indicating effec-
tive thermal control. Only a sparse tail reaches higher temperatures, associated
with intensive workloads. The distribution demonstrates that overheating is rare
and well managed by the proposed framework.

Total Execution Time: Baseline vs DRL (meanzstd across folds)

20000
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N -
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Fig. 7. Total execution time: Baseline vs. DRL.

Figure 7 compares cumulative execution time of 500 jobs under baseline FTFO
scheduling and DRL orchestration. The baseline records significantly longer du-
ration, while the PPO agent achieves a substantial reduction in total job comple-
tion time. Error bars show the standard deviation across folds, confirming that
improvements are consistent despite workload variability. These results demon-
strate the throughput advantages of DRL orchestration.

Estimated CPU Temperature per Job: DRL vs Baseline
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Fig. 8. Job-wise CPU temperature comparison between DRL and Baseline.
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Figure 8 presents the evolution of job-level temperatures under both meth-
ods. Baseline scheduling exhibits frequent and high peaks, reflecting inefficient
thermal control. In contrast, DRL orchestration maintains lower and smoother
temperature trajectories across the workload. This behavior reduces thermal
stress and supports energy-efficient operation.

Normalized Metric Comparison (Radar)
Avg Temp —— Baseline
DRL Proposed

SLA Violatji & . Time

CPU%

Fig. 9. Normalized radar comparison of DRL and Baseline across key metrics.

Figure 9 compares DRL and baseline across execution time, average tem-
perature, SLA violations, and CPU utilization. The PPO-based approach out-
performs the baseline in every dimension, highlighting improvements in perfor-
mance, efficiency, and reliability. Lower execution time and reduced SLA viola-
tions validate scheduling efficiency, while reduced temperatures confirm effective
thermal management. This multi-metric analysis underscores the robustness of
the proposed orchestration framework.

6 Discussion

The proposed DRL-based orchestration framework is designed for deployment
in cloud environments where dynamic workloads, multi-objective optimization,
and heterogeneous resources are common. In this study, the evaluation was con-
ducted on a controlled local infrastructure to ensure reproducibility and detailed
monitoring of system metrics. This setup preserved the modularity of the frame-
work and allowed workload variability to be tested, creating a foundation for
eventual deployment in distributed cloud platforms.

The evaluation results confirm that reinforcement learning improves job or-
chestration compared to static FIFO scheduling. The PPO agent continuously
adapts its policy in response to changes in workload characteristics and system
state. This adaptability leads to more efficient resource utilization, reduced ther-
mal stress, and higher throughput. Unlike static schedulers, the agent demon-
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strates the ability to balance trade-offs between competing objectives through
experience-driven learning.

Figure 3 presents the training progression across five folds. Despite differences
in workload distribution, the reward trajectory improves over episodes, showing
the ability of the PPO agent to derive stable orchestration strategies from policy
gradient updates. This stability is critical for production systems that must
manage unpredictable workloads.

A key feature of the framework is its multi-component reward design. Figure 4
illustrates how temperature, SLA violations, and migration cost penalties evolve
across all folds. Temperature remains the dominant factor influencing learning,
while SLA and migration costs are activated under specific scheduling decisions
such as delayed placement or aggressive scaling. The mean values in Figure 5
confirm that the thermal component (A - T') is the most influential term, which
aligns with the goal of prioritizing thermal stability as a primary orchestration
constraint.

Thermal regulation under DRL scheduling shows marked improvements. As
shown in Figure 6, most job executions remain within the 40-45°C range, with
only sparse instances of higher values. The job-level view in Figure 8 further
demonstrates that DRL scheduling avoids extreme thermal spikes that appear
under FIFO. This improvement supports sustained system reliability by reducing
the likelihood of throttling and hardware degradation.

Execution time is also significantly improved. Figure 7 shows a reduction in
cumulative execution time from 16,180 seconds under FIFO to approximately
3,236 seconds with DRL orchestration, averaged across folds. The addition of
error bars highlights the consistency of these improvements despite variability
in job distributions. These gains arise from reduced idle time, adaptive load
balancing, and efficient overlap of jobs when resources are available.

The radar chart in Figure 9 consolidates improvements across four key di-
mensions: execution time, temperature, SLA violations, and CPU utilization.
DRL scheduling achieves better performance across all criteria, reinforcing its
suitability for multi-objective orchestration in real computing environments. By
integrating thermal awareness with performance efficiency, the framework offers
a practical and interpretable solution for future energy-aware scheduling.

6.1 Answers to Research Questions

RQ1: PPO-based orchestration reduced total execution time from 16,180 sec-
onds under FIFO to an average of 3,236 seconds across folds. This demonstrates
a clear improvement in throughput and scheduling efficiency.

RQ2: DRL scheduling maintained CPU temperatures within a narrow 40—
45°C range and reduced thermal spikes compared to FIFO. SLA violations were
fewer and occurred only in specific high-load cases, confirming the framework’s
ability to regulate thermal behavior while respecting deadlines.

RQ3: Logging of reward components showed that temperature consistently
dominated the learning signal, while SLA and migration penalties were triggered
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selectively. This decomposition provided interpretability, allowing the effect of
each component on policy learning to be observed directly.

RQ4: The use of 5-fold cross-validation confirmed generalization. Across all
folds, the PPO agent improved training rewards and delivered consistent reduc-
tions in execution time and thermal stress, even though workload distributions
varied.

RQ5: Compared to existing DRL orchestration approaches, the proposed
framework demonstrates novelty by combining multi-objective reward design
with interpretable component logging, while conducting evaluation directly on
real hardware. This contrasts with prior studies that rely primarily on simulated
environments or optimize single objectives.

6.2 Comparison with Related Works

Several recent studies have explored DRL-based approaches for resource schedul-
ing and energy optimization. In mobile edge computing, [21] investigated joint
computation offloading and resource allocation using Q-learning and Double
Deep Q-Networks (DDQN). Their approach effectively reduced energy consump-
tion in dynamic MEC systems but was limited to simulation-based environments
and did not address multi-objective orchestration including thermal constraints.

Similarly, [22] proposed a two-stage DRL framework to optimize energy
consumption and server load balancing under latency constraints. Their work
achieved significant energy savings compared to heuristic methods such as Round
Robin, but the evaluation focused primarily on server utilization and energy
trade-offs without incorporating detailed SLA penalties or migration costs.

Another direction was presented in [23], which addressed energy optimization
in building energy management systems through cloud-based IoT integration. By
leveraging PPO for specific tasks such as electric vehicle charging, they achieved
notable cost savings and improved demand-side management. However, their fo-
cus was on energy-efficient appliance control rather than real-time orchestration
of heterogeneous jobs on computing infrastructure.

Compared to these works, the present framework introduces a unified and in-
terpretable reward formulation that simultaneously considers thermal stability,
SLA adherence, and migration cost. Moreover, the experiments were performed
on real hardware rather than simulations, providing a reproducible and trans-
parent evaluation environment. This combination highlights the originality of
the framework and its potential for extension to cloud and edge computing plat-
forms.

7 Conclusion and Future Work

7.1 Conclusion

This study introduced a Deep Reinforcement Learning (DRL)-based orchestra-
tion framework for improving job scheduling efficiency and energy-aware resource
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allocation. The framework was evaluated against a traditional FIFO scheduler
using a Proximal Policy Optimization (PPO) agent, tested on real hardware
with 5-fold cross-validation over a 500-job workload. Results show that the DRL
agent substantially reduced total workload execution time, from approximately
16,180 seconds under FIFO to an average of 3,236 seconds, while simultaneously
maintaining thermal stability and avoiding CPU temperature spikes. These im-
provements were achieved without predefined heuristics; instead, the PPO agent
adapted dynamically through feedback from a unified reward function that com-
bined thermal, SLA, and migration cost penalties. A key contribution of this
work is the transparent reward design, which enabled detailed interpretability
of learning dynamics across folds. The PPO agent demonstrated robust gen-
eralization, effectively balancing performance with system health in dynamic
environments. Overall, the results validate DRL as a powerful tool for adaptive
orchestration in scenarios where static scheduling strategies are inadequate, par-
ticularly in heterogeneous or resource-constrained systems, and provide a strong
foundation for extending orchestration intelligence to cloud and edge environ-
ments.

7.2 Future Work

While the current evaluation was performed locally to ensure controlled test-
ing and reproducibility, future efforts will focus on deploying the framework in
distributed cloud environments with realistic production workloads. Planned ex-
tensions include expanding the action space to enable scheduling across multiple
nodes, container-level migration, and energy-aware scaling policies. Comparative
studies with alternative DRL algorithms such as Soft Actor-Critic (SAC) and
Deep Deterministic Policy Gradient (DDPG) will be conducted to assess pol-
icy robustness under diverse workload patterns. Another key direction involves
incorporating real-world SLA definitions, capturing stricter deadlines, latency
objectives, and QoS constraints, to better reflect operational conditions. Finally,
long-term experiments on non-stationary workloads will be used to evaluate
policy adaptability and stability over time. Together, these developments aim to
advance autonomous, interpretable, and energy-efficient orchestration agents for
deployment in live cloud platforms.

Declaration of generative Al in scientific writing
During the preparation of this work, the author(s) used AI tools to improve

readability and language. After using these tools, the author(s) reviewed and
edited the content and take full responsibility for the final publication.

Data Availability

The source code, trained model logs, and all chart generation scripts used in
this study are publicly available at: https://github.com/bajramienes/drl-based-
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orchestration. The synthetic workload dataset and evaluation environment are
also included to ensure full reproducibility.
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Abstract. Real-time semantic segmentation is a critical capability for
Unmanned Aerial Vehicle (UAV)-based applications that require fast
and accurate scene understanding in dynamic environments. By captur-
ing fine-grained visual details from low altitudes, UAVs are particularly
well suited for applications in infrastructure monitoring, traffic analysis,
and environmental assessment. This paper explores the application of
PIDNet, a real-time semantic segmentation architecture, to UAV-based
urban scene understanding using the UAVid dataset. UAVid poses dis-
tinct challenges such as class imbalance, the presence of partially visible
or obscured objects, and the need to accurately detect small dynamic
objects from side-view perspectives. We evaluate three PIDNet variants
- PIDNet-S, PIDNet-M, and PIDNet-L, each representing a trade-off
between speed and accuracy: from the lightweight, real-time PIDNet-S
to the more accurate but heavier PIDNet-L. The experimental results
show that all three PIDNet variants achieve high segmentation accuracy
across diverse urban scenes, capturing both dominant structures and fine
details, highlighting PIDNet’s reliability for practical real-time semantic
segmentation in UAV-based applications.

Keywords: semantic segmentation, remote sensing, real time, UAV,
deep learning, PIDNet

1 Introduction

Unmanned Aerial Vehicles (UAVs) have become essential tools in mod-
ern remote sensing, enabling fine-grained visual data acquisition for tasks
such as environmental monitoring, infrastructure inspection, urban plan-
ning, and disaster response. Operating at low altitudes and varying an-
gles, UAVs offer high-resolution imagery with diverse perspectives that
are well-suited for detailed scene analysis. Among the most critical ca-
pabilities for UAV-based applications is semantic segmentation[1][2], the
task of assigning a class label to each pixel in an image - allowing systems
to distinguish between roads, buildings, vegetation, vehicles, and other
scene elements in a structured and interpretable manner.
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However, semantic segmentation of UAV imagery presents several unique
challenges[3]. These include significant variation in object scale, class
imbalance, occlusions from side-view perspectives, and complex back-
grounds. Moreover, real-time performance is often required for time-
sensitive applications such as autonomous navigation or live environmen-
tal surveillance. Consequently, there is a growing demand for segmenta-
tion models that are not only accurate but also computationally efficient
enough to operate under resource-constrained conditions, including de-
ployment on edge devices or UAV onboard systems.

Recent progress in efficient deep networks has improved the feasibil-
ity of real-time semantic segmentation under limited compute budgets
[4]. In this context, PIDNet proposes a parallel-branch design that ex-
plicitly separates complementary feature processing for detail preserva-
tion, context aggregation, and boundary refinement, yielding competitive
speed—accuracy trade-offs in real-time segmentation benchmarks [5]. Al-
though PIDNet is commonly reported on street-view urban datasets such
as Cityscapes [6], its behavior on side-view, low-altitude UAV imagery
remains less studied.

In this work, we evaluate three PIDNet variants (PIDNet-S, PIDNet-
M, and PIDNet-L) for real-time semantic segmentation of UAV urban
scenes on the UAVid dataset [7]. We compare accuracy and efficiency,
reporting class-wise IoU and mean IoU, and we additionally assess the
effect of test-time augmentation (TTA) on performance. The remainder
of the paper is structured as follows: Section 2 summarizes related work
on UAV semantic segmentation and efficient segmentation networks. Sec-
tion 3 describes the UAVid dataset. Section 4 details the training and
evaluation protocol. Section 5 presents the results and discussion, and
Section 6 concludes the paper.

2 Related work

Semantic segmentation involves assigning a class label to each individ-
ual pixel in an image, enabling detailed scene understanding far beyond
conventional image classification. While early approaches relied on tradi-
tional machine learning techniques, such as pixel-based and region-based
classifiers, they required handcrafted features and struggled with varia-
tions in lighting, texture, and object scale. These limitations became
especially pronounced in remote sensing imagery, which is characterized
by high resolution, complex spatial patterns, and large data volumes.

The advent of deep learning transformed semantic segmentation through
the use of Convolutional Neural Networks (CNNs)[8] and Fully Convo-
lutional Networks (FCNs)[9]. Semantic segmentation of UAV imagery
introduces additional challenges due to its highly variable resolutions, di-
verse object scales, side-view perspectives, and frequent class imbalance.
UAV datasets such as UAVid [7] feature complex urban environments
with small dynamic objects, cluttered backgrounds, and large structural
variations within a single scene. Other publicly available UAV datasets
include ISPRS Potsdam and Vaihingen[10], which focus on aerial pho-
togrammetry and urban mapping; SkyScapes[11], aimed at real-time
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aerial scene understanding; DroneDeploy[12] and Urban Drone Dataset [13],
both providing annotated UAV images of urban areas for segmenta-
tion and object detection tasks. Compared to satellite imagery, UAV
imagery introduces greater variation in viewing angles and object scales,
and more pronounced occlusions due to the lower flight altitudes and
side-views. Models must therefore generalize across scenes captured at
varying altitudes, camera angles, lighting conditions, and environmental
contexts, while maintaining precision in segmenting both dominant and
rare classes.

The growing demand for real-time processing in UAV applications, such
as disaster response, traffic monitoring, precision agriculture, and envi-
ronmental surveillance has driven the development of lightweight and ef-
ficient semantic segmentation models. Real-time segmentation networks
aim to deliver high-quality predictions under limited computational re-
sources, often on embedded hardware aboard UAV platforms or in edge-
computing scenarios. Early models such as ENet[14], ESPNet[15], and
ICNet[16] introduced strategies for drastically reducing model complex-
ity and inference time through aggressive downsampling, efficient convo-
lutions, and lightweight decoder designs. Further improvements were pro-
posed in BiSeNet[17], which decouples spatial and context pathways to
maintain high-resolution features while accelerating computation. More
recent works include transformer-based and hybrid models such as SegFormer[18],
which demonstrated competitive performance with efficient architecture
suitable for UAV imagery[19]. In addition, models like SwiftNet[20] and
FCHarDNet [21] also focus on achieving an optimal trade-off between ac-
curacy and speed for mobile and real-time segmentation tasks. While this
paper focuses on semantic segmentation, it’s worth noting that object de-
tection remains a parallel line of research in UAV-based remote sensing.
Detection-based approaches like YOLO have been successfully adapted
to aerial imagery using transfer learning techniques, achieving reliable
performance in identifying small-scale urban objects [22]. Such methods
offer complementary capabilities, particularly when precise object local-
ization is more critical than pixel-level delineation. However, for tasks
requiring complete scene understanding, segmentation models provide
a richer spatial representation. Collectively, these efforts illustrate the
steady progress toward models that not only perform well across diverse
aerial scenes but also meet the growing demands of real-time, resource-
constrained deployment - goals that remain central to this study.

3 Dataset

4 Dataset

The UAVid dataset [7] is a benchmark collection developed for semantic
segmentation of urban environments captured from Unmanned Aerial
Vehicles (UAVs). Unlike nadir-view satellite imagery, UAVid consists
of side-view recordings acquired at relatively low altitudes, which in-
troduces strong perspective effects and large variations in object scale.
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These properties make the dataset particularly suitable for evaluating
segmentation models under realistic UAV operating conditions.

The dataset was originally released with 30 video sequences recorded
in 4K resolution and later extended to a total of 42 sequences. Each
sequence corresponds to a distinct urban location in order to promote
scene diversity and reduce overfitting. From each sequence, 10 frames are
densely annotated, resulting in a total of 420 labeled images. The images
are provided at two spatial resolutions, 3840x2160 and 4096 x 2160 pixels,
preserving fine structural details of the scene.

UAVid defines eight semantic classes that commonly appear in urban
UAV imagery: building, road, static car, moving car, tree, low vegetation,
human, and background clutter. Large static structures such as buildings
and roads dominate the pixel distribution, while dynamic and small-scale
objects, including cars and pedestrians, occupy a much smaller fraction
of the image area. This imbalance reflects realistic urban environments
and poses additional challenges for learning robust segmentation models.
The official dataset split consists of 200 images for training, 70 for vali-
dation, and 150 for testing. All sequences were captured under favorable
lighting and weather conditions to ensure visual clarity and annotation
consistency. Figure 1 illustrates the pixel-level class distribution across
the dataset, while Figure 2 shows representative UAVid samples together
with their corresponding ground truth annotations.

le8 Pixel number histogram

30.436 %

25.977 %

17.12 %
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Fig. 1: Pixel-level class distribution in the UAVid dataset.
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Fig. 2: Example images from the UAVid dataset, showing UAV-captured scenes
(top row), their corresponding ground truth segmentation masks (middle row),
and predicted outputs (bottom row).

5 Model architecture

PIDNet (Proportional-Integral-Derivative Network) [5] is a state-of-the-
art real-time semantic segmentation architecture, inspired by classical
PID control theory. It addresses a key limitation found in existing dual-
branch networks used for semantic segmentation: the inadequate fusion
of high-resolution detail features with low-resolution contextual informa-
tion, which often leads to loss of important spatial details, particularly
around object boundaries. This phenomenon, known as overshoot, can
compromise segmentation accuracy in complex visual scenes.

To address this issue, PIDNet introduces a novel three-branch architec-
ture, drawing conceptual parallels with full PID controllers in control
systems.

As illustrated in Figure 3, the input image is first passed through several
convolutional layers to extract low-level features and reduce its spatial
dimensions. These features are then processed in parallel by the three
branches of PIDNet:

— The P-branch focuses on capturing fine spatial details and small
object structures. It preserves high-resolution features critical for
segmenting narrow or intricate regions such as road lines or pedes-
trians.

— The I-branch performs aggressive downsampling (e.g., 1/16, 1/32,
1/64), aggregating global context necessary for understanding the
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broader layout of the scene. This enables the model to disambiguate
similar textures based on large-scale structure.

— The D-branch enhances edge awareness by isolating boundary-
specific information. This branch supports the precise delineation
of object boundaries, which is especially valuable in cluttered or
overlapping regions.

S/B- Head
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1 nuog
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Fig. 3: Hlustration of the PIDNet architecture showing the three branches: P
(detail), I (context), and D (boundary), along with key modules and loss heads.

To combine information from the three branches effectively, PIDNet in-
cludes several critical modules. The Pyramid Pooling Module (PPM)
aggregates contextual information at multiple spatial scales from the I-
branch features, enabling the network to segment both large-scale struc-
tures and fine-grained details. This helps the model maintain consistent
segmentation performance, even when object sizes vary within the image.
The Bag Fusion Module serves to merge the high-resolution detail
features from the P-branch with the low-resolution semantic features
from the I-branch. It maintains a balanced integration, preventing the
dominance of one feature type over the other and ensuring that detailed
spatial information is not lost.

To further refine segmentation results, PIDNet utilizes multiple output
heads and loss functions:

— The Segmentation Head (S-head) generates the final segmenta-
tion map and contributes to improving prediction accuracy during
training.

— The Boundary Head (B-head) specializes in detecting object
boundaries, supporting sharper transitions between adjacent classes.

— The network is trained using a combination of loss functions: Seg-
mentation Loss (o, ¢1), Boundary Loss (/2), and Boundary
Attention Supervision Loss (¢3). These losses are applied at dif-
ferent stages to enforce accurate region prediction and boundary
localization.
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6 Experimental setup

To enable effective training of the PIDNet models on the UAVid dataset,
we adopted a simple pre-processing pipeline and training setup. Given
the large native resolution of UAVid images, we partitioned them into
fixed-size patches of 512x512 pixels using a stride of 256 pixels. This
overlap ensured full scene coverage without losing contextual information
at patch boundaries. The training set was augmented to 8000 patches
and the validation set to 2800 patches after tiling. Images in the test split
were preserved at their original resolution and not subjected to clipping.
Our evaluation focused on the three PIDNet variants- PIDNet-S, PIDNet-
M, and PIDNet-L, each initialized with pretrained weights on ImageNet
to provide a strong starting point for training. Model performance was
assessed on criteria such as number of trainable parameters, inference
speed (FPS), and per-sample latency.

To improve model generalization, we applied a diverse set of data aug-
mentations during training. Basic operations included random horizontal
flipping and per-channel brightness and contrast adjustments. To further
introduce variability, we incorporated complex spatial and color trans-
formations such as Contrast-Limited Adaptive Histogram Equalization
(CLAHE), grid distortion, and optical distortion. Finally, all images were
normalized using channel-wise mean and standard deviation computed
from the UAVid training set. No augmentations other than normaliza-
tion were applied at validation or test time. Models were trained for up
to 100 epochs using stochastic gradient descent (SGD) with a momen-
tum of 0.9 and weight decay of le - 4. An initial learning rate of le -
3 was gradually reduced using a polynomial decay schedule to le - 7
by the final epoch. To balance region-level and pixelwise segmentation
accuracy, we adopted a hybrid loss combining multiclass Dice loss and a
pixelwise Cross-Entropy loss.

At test time, we used a sliding-window inference strategy with a clip size
of 1024 pixels and a stride of 896 pixels to process high-resolution UAVid
images without losing spatial detail. To improve prediction accuracy, we
applied test-time augmentation (TTA) by horizontally flipping the input
images and averaging the predictions from the original and flipped ver-
sions. Quantitative evaluation of all variants was conducted by reporting
per-class Intersection-over-Union (IoU) and overall mean IoU. All ex-
periments were conducted on a workstation running Debian Bookworm
with the 6.1.0-31-amd64 Linux kernel. The system was equipped with an
NVIDIA GeForce RTX 3090 Founders Edition GPU (24 GB VRAM),
an AMD Ryzen 9 7950X CPU, and 64 GB of DDR5 RAM. The machine
used NVIDIA Driver Version 535.216.01 and CUDA Version 12.2. The
implementation was based on PyTorch Lightning and executed using a
single GPU.

7 Results and discussion

The results from our experimental runs are presented in Table 1. The
trained PIDNet model weights used in these experiments are publicly

7
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available at our GitHub repository'. Among the baseline models, PIDNet-
M achieves the highest overall mean IoU of 0.6521, outperforming both
PIDNet-S (0.6439) and PIDNet-L (0.6378). It consistently performs best
across several key classes, including Road (0.7795) and Tree (0.7860),
demonstrating strong capabilities in modeling elongated and vegetative
structures. PIDNet-M also achieves the best score for the Building class
with an IoU of 0.8617, closely followed by PIDNet-L (0.8556), reflecting
their effectiveness in capturing static vertical structures in urban scenes.
The Static Car class appears to be consistently challenging, with IoUs
ranging from 0.4916 (PIDNet-L) to 0.5528 (PIDNet-M), likely due to
frequent visual confusion with Moving Car and occlusions common in
UAV side-view imagery. The Human class yields the lowest IoUs across
all variants, ranging from 0.2744 to 0.2803. These low scores are pri-
marily caused by the small size, low frequency, and poor visibility in
high-altitude aerial perspectives. As shown in Table 1, applying test-time
augmentation (TTA) improves performance across all models. PIDNet-M
benefits most, reaching an mIoU of 0.6659, a gain of 4+1.38 points over
its base result. Notable class-level improvements are observed in Build-
ing (0.8707), Road (0.7926), and Tree (0.7972). PIDNet-S also shows a
meaningful improvement from 0.6439 to 0.6601, confirming its ability to
leverage augmentation for better generalization. PIDNet-L improves as
well, reaching 0.6513 mloU, though its gains are more modest. Results,
shown in Table 2, include latency in milliseconds, frames per second
(FPS), and parameter counts. PIDNet-S demonstrated the best real-
time performance with a latency of just 8.23 ms and throughput over
120 FPS, with a lightweight architecture of just 7.6 million parameters.
In contrast, PIDNet-M and PIDNet-L had higher inference times of 13.93
ms and 18.21 ms, respectively, while maintaining solid accuracy.

While our benchmarks were conducted on an NVIDIA RTX 3090 to pro-
vide a controlled performance comparison across PIDNet variants, real-
world UAV deployments typically rely on resource-constrained embedded
devices such as NVIDIA Jetson Xavier/Orin or Qualcomm Snapdragon
platforms. On such hardware, inference speeds are expected to be sig-
nificantly lower due to limited GPU cores, lower memory bandwidth,
and power consumption constraints. Nevertheless, the compact design of
PIDNet-S (7.6M parameters) makes it a strong candidate for deployment
in these scenarios, where real-time throughput above 20-30 FPS is often
sufficient for UAV navigation and monitoring tasks.

Beyond intra-family comparisons, it is important to position PIDNet rel-
ative to other lightweight segmentation baselines on UAVid. EMNet[23],
for example, achieves ~71.5% mIoU, while UNetFormer|24] reports ~67.8%
mloU with exceptionally high throughput (up to ~322 FPS on 512x512
input). Similarly, STDC-CT [25] achieves ~68.4% mlIoU and has been
validated on embedded hardware, running at ~58 ms per frame on a Jet-
son TX2 device. Against this backdrop, PIDNet-M (66.6% mloU with
TTA) offers competitive accuracy while maintaining real-time capability,
and PIDNet-S provides unmatched speed (121 FPS) with only a mod-
est drop in segmentation quality. These results highlight that PIDNet

! https://github.com/markopetrovl/real-time-segmentation-pidnet-paper
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remains well-aligned with the broader family of efficient semantic seg-
mentation models, striking a favorable balance of speed and accuracy
for UAV-based applications.

‘While our benchmarks were conducted on an NVIDIA RTX 3090 to pro-
vide a controlled performance comparison across PIDNet variants, real-
world UAV deployments typically rely on resource-constrained embedded
devices such as NVIDIA Jetson Xavier/Orin or Qualcomm Snapdragon
platforms. On such hardware, inference speeds are expected to be sig-
nificantly lower due to limited GPU cores, lower memory bandwidth,
and power consumption constraints. Nevertheless, the compact design of
PIDNet-S (7.6M parameters) makes it a strong candidate for deployment
in these scenarios, where real-time throughput above 20-30 FPS is often
sufficient for UAV navigation and monitoring tasks.

9

Table 1: Comparative performance of PIDNet variants on the UAVid dataset.
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PIDNet-S 0.628 | 0.852 | 0.770 | 0.776 | 0.601 | 0.696 | 0.552 | 0.274 | 0.643
PIDNet-M 0.650 | 0.861 | 0.779 | 0.786 | 0.610 | 0.695 | 0.552 | 0.280 | 0.652
PIDNet-L, 0.638 | 0.855 | 0.772 | 0.783 | 0.610 | 0.670 | 0.491 | 0.279 | 0.637
PIDNet-S(tta)  |0.644 |0.861 |0.786 | 0.785 | 0.617 | 0.716 |0.585 0.284 | 0.660
PIDNet-M(tta)|0.665|0.870(0.792|0.797|0.628|0.721| 0.566 | 0.285 |0.665
PIDNet-L(tta) |0.653 |0.864 |0.784 | 0.794 | 0.626 | 0.693 | 0.503 |0.289| 0.651

Table 2: Latency and efficiency summary for each PIDNet variant (NVIDIA
RTX 3090, 24GB VRAM, CUDA 12.2).

Model |Parameters| FPS |Latency (ims)
PIDNet-S 7.6M 121.58 8.23
PIDNet-M 34.4M 71.81 13.93
PIDNet-L 36.9M 54.90 18.21

The confusion matrix of PIDNet-M (Figure 4) reveals strong diagonal
dominance for large, well-represented categories such as Building (93%)
and Road (84%), confirming high classification confidence. Some confu-
sion is observed between visually similar or spatially co-occurring classes.
Background clutter is occasionally confused with Tree and Low vegeta-
tion, which share texture and color properties. Likewise, Moving Car
frequently overlaps with Static Car and Road, a plausible result given
spatial proximity in urban street views. Human is misclassified primarily
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as Low vegetation or Background, which aligns with its low IoU score and
reflects the difficulty of detecting such small instances.

Building

Road

Tree

Moving car

Static car

Human

Fig.4: Confusion matrix for PIDNet-M predictions on the UAVid test set.

8 Conclusion

This work explored the segmentation performance of three PIDNet vari-
ants, PIDNet-S, PIDNet-M, and PIDNet-L, on UAV-based urban scenes
using the UAVid dataset. Each model was tested with and without
test-time augmentation (TTA) to evaluate both accuracy and efficiency.
PIDNet-M delivered the highest mean IoU (0.6659 with TTA), outper-
forming the other two versions in most classes. It particularly excelled in
segmenting large structures such as roads and buildings. While PIDNet-
L showed competitive results, it came at a slightly higher computational
cost. As expected, the larger the model, the slower the inference and the
greater the memory usage. Interestingly, PIDNet-M offered a favorable
balance - being more efficient than PIDNet-L while also achieving supe-
rior segmentation results. In contrast, PIDNet-S, though less accurate,
demonstrated the fastest inference speeds and lowest resource consump-
tion, making it suitable for real-time applications under constrained en-
vironments.

0.8

0.6

0.4

0.2
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Despite their strong performance on major classes, all three models strug-
gled with fine-grained segmentation of the Human class, which remained
under 0.29 IoU even with TTA. This is likely due to the small size and
sparse occurrence of humans in aerial imagery, as well as frequent occlu-
sions and background confusion.

These findings confirm that PIDNet-S is well-suited for time-critical UAV
deployments, whereas PIDNet-M provides the best trade-off when higher
segmentation quality is required. Future work may explore deployment
on embedded edge devices such as Jetson AGX Orin or Xavier NX,
where trade-offs between latency, power consumption, and segmentation
accuracy become critical. Evaluating PIDNet variants under such con-
straints will provide deeper insights into their suitability for real-world
UAV integration, especially in autonomous navigation and time-sensitive
monitoring applications. Additional directions include integration with
downstream tasks such as tracking or planning, and training on addi-
tional UAV-specific datasets to enhance generalization and robustness.
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Abstract. This paper explores the application of deep Q-learning and natural lan-
guage processing (NLP) to the stock market trading process. Deep Q-learning, a
method that is part of reinforcement learning, is used to create trading strategies
based on historical data and technical indicators, aiming to optimize long-term
returns through intelligent decision-making. Natural language processing tech-
niques are applied to analyze financial news and social media content to extract
sentiment and relevant stock market trends. By investigating the two approaches
separately, the research aims to evaluate their effectiveness in predicting stock
market trends and making informed decisions, offering a basis for future integra-
tion of the two approaches into a single financial system.

Keywords: deep Q-learning, deep reinforcement learning, natural language
processing, stock trading recommendations.

1 Introduction

In recent years, the application of artificial intelligence in financial markets has gained
significant momentum, with the application of deep Q-learning and natural language
processing representing a new approach to building intelligent trading systems. There
are scientific efforts in this direction, such as integrating ANN, LSTM, and natural lan-
guage processing (NLP) techniques with the deep Q network (DQN) in order to craft a
novel architecture tailored specifically for stock market prediction [1, 2], or natural
language processing (NLP) used to explore possibilities to advance the traditional ap-
proaches to stock price prediction [3], or applying an end-to-end double DQN model to
financial time series analysis problem [4], or LSTM, CNN, and SVM utilized in pre-
dicting stock prices, volatility, and trends [5], or Deep Q-learning model with aug-
mented sentiment analysis and stock trend labelling [6].

Many of the models proposed in the literature overcome the limitations of supervised
learning approaches, Deep Reinforcement Learning (DRL) algorithms can scale to pre-
viously uncontrollable problems, i.e. DRL model are used to generate profitable trades
in the stock market, effectively. By formulating the trading problem as a Partially Ob-
served Markov Decision Process (POMDP) model, considering the constraints imposed

33



ICT Innovations 2025 Conference Web Proceedings

2 K. Veljanovska, S. Nalovski, B. Ristevski and S. Savoska

by the stock market, such as liquidity and transaction costs, scientists solved the for-
mulated POMDP problem using the Twin Delayed Deep Deterministic Policy Gradient
(TD3) algorithm [7]. The theme of stock market forecast is interesting even for scien-
tists that are developing reinforcement learning (RL) techniques typically in another
areas [8, 9]. The power of RL can be utilized in different stochastic environments [10]
and in this research deep RL excels over stochastic environment of stock trading pro-
posals.

The paper covers the application of both segments of artificial intelligence to stock
trading on the stock exchange, highlighting the way it works, data sources, details of
their implementation and the corresponding challenges. Deep Q-learning allows an
agent to learn optimal trading strategies through a process of trial and error in a simu-
lated stock exchange environment. By interacting with historical data on the share price
of a given company, the agent learns and later makes decisions, i.e. whether to buy or
sell a share at a given point in time. In doing so, the agent aims to maximize the cumu-
lative reward over time [11]. The model updates its policies based on feedback from
the environment, further refining its strategy through a continuous process of exploita-
tion and exploration. The application, named FinSmartRL, is implemented in the Py-
thon programming language, leveraging the flexibility of libraries such as TensorFlow
and Keras. For training and testing, historical price data for 501 out of 503 companies
in the US S&P 500 index fund were used, which were downloaded using the Yahoo
Finance API and cover the period from 01.01.2019 to 13.12.2024.

On the other hand, NLP focuses on extracting meaningful information from unstruc-
tured text data. NLP techniques such as tokenization, sentiment analysis, and text gen-
eration were applied to capture and explain sentiment and highlight relevant events that
the user would act on. The text data was retrieved from two sources. For real-time data
access, NewsAPI was used, while for fine-tuning, a file of already rated news stories
was retrieved from Kaggle. Also, the Python programming language and its libraries
Transformers, Torch, Scikit-Learn, etc. were used for this project. Despite the potential
of these two approaches, there were also certain challenges during development. One
of the biggest challenges, especially in deep Q-learning, was overfitting. Namely, the
agent sometimes memorized patterns specific to the training data set and performed
poorly on unknown data (the testing data set). Meanwhile, the main challenges in NLP
were irrelevant or noisy data, inconsistent headline lengths, and ambiguous sentiment
signals. Ensuring data relevance and quality was a major challenge throughout the re-
search. In the following, we will follow the project building process, the results of pa-
rameter research, optimal configurations, and a demonstration of how they work.

2 Deep Q-learning

Deep Q-learning is an extension of Q-learning, an algorithm within the framework of
reinforcement learning, which is used to make decisions on complex problems where
an agent learns to act optimally in its environment by optimizing the cumulative reward.
In classical Q-learning, pairs of states and actions are stored in Q-tables [9, 10, 11].
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However, in situations where the state space becomes large and/or continuous (such
as the stock market), maintaining the Q-table becomes infeasible. To this end, deep Q-
learning approximates (estimates) the value of the Q-function using a deep neural net-
work [12]. As input, deep Q-learning takes the state of the environment and produces
an output in the form of Q-values for each possible action. During training, the agent
interacts with the environment in discrete time steps. At each step, the agent observes
the state, takes an action based on its strategy, and transitions to a new state. The agent's
state update is performed according to the Bellman equation. The stabilization of the
training process is performed through the repetition of experiences, during which pre-
vious transitions (current state, action, reward and next state) are remembered. In doing
so, random sampling of transitions is performed in order to break temporal correlations.

In the context of stock trading, we will present the stock market as a simulated envi-
ronment, the state space will be represented by the historical price and technical indi-
cators for each stock and the actions that the agent can perform are buying or selling a
stock. The reward function is designed to reflect the performance, i.e. changes in the
stock portfolio.

In this way, deep Q-learning offers a powerful framework for adapting trading poli-
cies from raw data, without having to explicitly model stock market dynamics. How-
ever, the effectiveness of this approach depends largely on the correct setting of the
parameters, the reward and dealing with oversaturation, delayed reward and the con-
stant change of the stock market.

2.1  Deep Q-learning Model Design

The data used for the FinSmartRL application are gained using the Yahoo Finance API.
For this purpose, we previously defined the function used to create a list of symbols (in
the files we encounter the English term ticker, taken from Wikipedia) of the stocks of
the S&P500 index fund. Furthermore, we use the list of symbols in the call to the down-
load method of the Yahoo Finance API. When calling the method, we use only a part
of all parameters (5 out of a possible 20). For this purpose, a function has been created,
which returns a data frame with the data from the method, with its parameters being a
list of stocks, start date, end date, a grouping condition and an interval (1 day, indicating
that data is downloaded for each day). At the end of this file, we perform preprocessing.
With each new execution, the data is enriched with new stock price data for the period
from the previous execution to the current execution.

The second part of the data preparation involves splitting the central file into smaller
files, which we later call when training and testing the model. First, we load the central
file into a data frame and extract the unique values (501 in total) from its Ticker column.
Next, we go through each symbol in the list, take the data and discard the column in
which the symbol is located. The obtained data (only numeric values) were divided into
a training set and a testing set, with time order preserved, maintaining the ratio 80-20.
This way allows easier implementation of the training and testing phases and less time
spent extracting data. But on the other side, with this technique of splitting comes a risk
of inflating the performance estimations due to temporal dependencies. Knowing this,
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implementing a rolling-window evaluation could have given a more rigorous test of
generalization and reduce the possibility of overfitting.

In the model, agent has been created, with the parameters for memory, size of states,
size of actions, gamma (the rate of inclusion of the future reward), epsilon (the initial
exploration rate for the epsilon-greedy policy), epsilon min (to prevent total explora-
tion), epsilon decay (to promote exploration) and learning rate (to update the weights).

For model creation, the Keras Layer API is used (parts of Keras API 3 and Keras
API 2, were used to create layers, apply layer activation, initialize layer weights, calcu-
late loss, and optimize the model). For optimization, Adam optimizer was used. It uses
the learning rate obtained with the decay according to Inverse Time Decay.

Input Layer

1* Hidden Layer

2™ Hidden Layer

e
o

Ouput Layer
Fig. 1. Neural Network Architecture in the Model

From the visualization of the NN architecture (Fig. 1): NN has 4 layers (all neurons
from the previous layer are connected to all neurons from the next layer). The input
layer has 32 neurons. The 1% hidden layer (64 neurons) expands and enriches the feature
space, allowing the model to "capture" the complex interactions and dependencies be-
tween the various indicators for a given stock. The 2"¢hidden layer (32 neurons) com-
presses the learned representation from the first hidden layer, through filtering the ex-
tracted patterns and filtering noise. An output layer of two neurons has task to choose
whether to buy or sell a stock at a given time point (day), by applying SoftMax activa-

tion to estimate probabilities (eq. 1).
eZi

G(Zi) = m (1)

where 6(z;) is the probability that action i is chosen, z; is the output of the NN [13] for
action i.
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Within the replay function, we calculate the function Q(s’,a) to obtain the target,
predict the value of the function Q(s,a) and possibly reduce epsilon. Within the replay
function, we calculate the Q value (instead of storing it in a Q table) using the Bellman
equation, which in mathematical form is represented in eq. 2 [9, 10, 11]

Q(s,a)=r+ya'maxQ(s’,a") )

This calculation is stored in the target variable, i.e. the calculated Q value. The target
value contains the sum of the current reward and the product of gamma the best possible
future state. After this calculation, the current Q value is updated, and the model is
trained with the newly obtained Q value.

2.2 Research Experiments: FinSmartRL

The results from the application of FinSmartRL are discussed in two separate parts of
this chapter. The first part is oriented towards exploring the parameters of the model
and the parameters of the agents in order to obtain a model configuration that could
simultaneously have a solid behavior during training and continue the same in testing,
while showing an appropriate degree of generalization. The second part is oriented to-
wards invoking the training and testing processes, followed by a textual display of re-
sults and a visual display using the three visualizations (the movement of the cumula-
tive profit across the episodes during training and during training, and the actions taken
during testing).

Research on Model Parameters and Agent Parameters. In order to investigate the
possible combinations of model and agent parameters and their impact in the training
and testing phases, 26 different combinations were tested, with changes in epsilon, min-
imum epsilon, epsilon decay rate, application or non-application of layer weight initial-
ization, and application or non-application of learning rate decay techniques.

Table 1. Research Parameters and Results, organized into smaller group tables

Model Gama 3 Emin & de-|Learning | Weights |Avg Avg Re- | Total Total Re- | Imprvmnt
cay rate rate init profit ward profit ward with
(train) (train) (test) (test) weight
init(%)
model N 0,95 1 0.1 0.995 0.0005 / 2.555635 [12.70338 |1.382356 |104.9300 |Referent
VDA25 01 58552445 | 58847618 27 model
21 75 13
model A 0,90 1 0.15 10.990 0.0001 / 1.259605 [94.26820 |1.073852 |19.61003 /
BT25 02 85866759 [ 25909423 9
_15 47 5
model 0,99 1 0,1 0.996 0.001 / 1.319075 [50.51670 |1.219876 - /
ABNB25 50650315 [ 60852050 9.510056
0215 6
model_A 0,98 0.8 0,02 10.997 0,0001 / 1.366368 [45.93672 |1.680438 - /
DM25_02_ 39448004 | 44148254 13.72004
15 24 06 7
model A 0.97 0,85 0.05 10.992 0,005 / 1.276906 - 1.292364 |22.49000 /
FL25 02 94416513 | 1.223803 5
_16 82 08151244
74
model B 0.97 0,85 0.05 10.992 0,5 / 1.678535 | 74.20609 |1.217801 |[38.38999 /
A25 02 21976248 | 90905763 9
16 34
model B 0,08 0.8 0,02 0.997 0,6 7 1.406977 | 2.172800 |2.300001 | 1.117433 7
EN25_02 66113026 | 10223388
16 4 3
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model_B 0,90 0.15 0.990 0.7 / 0.961487 [0.257209 [0.847144 - /
AX25_02_ 29216628 | 47265624 5.139999
16 67 24
model_B 0,99 0,1 [0.996 0.8 / 1.048398 - 0.646814 - /
AC25_02_ 61920480 | 1.630100 15.68999
16 5 95596313
05
model_B 0,95 0.1 [0.995 0.9 / 1.076204 490 [1.042161 |7.710006 /
DX25_02_ 21615023 | 36964416 | 7 1
16 88 50415
A. Group of models without learning rate decay and without weight initialization
Model Gama € €min &  decay | Learning | Weights |Avg Avg Re- | Total Total Re- | Imprvmnt
rate rate init profit ward profit ward with
(train) (train) (test) (test) weight
init(%)
model_B [ 0,95 1 0.1 0.995 0.7 HeUni- | 1.040985 |- 1281669 [24.15000 [-55,4%
G25_02_ form  +| 09218166 | 4.642800 2
17 Gloro- |32 08316038
tUniform 55
model_B [ 0,99 1 0,1 0.996 0.8 HeUni- | 1.157782 [4.606510 | 1.253889 |50.83000 |- 48,9 %
R25 02 form  +| 77617690 | 08605955 2
16 Gloro- 5 25
tUniform
model_C [0,98 0.8 0,02 0.997 0,6 HeNor- | 1.096078 |- 1221126 [25.72999 [-53,5%
LX25_02 mal  +|41138387 |4.305392 6
17 Glo- 68 22717287
rotNor- 3
mal
model_CI [0.97 0,85 0.05 0.992 0,5 HeNor-  [0.974777 |- 0.984234 |- 12,2%
25 02_17 mal  +|79465815 | 12.34901 0.700012
Glo- 21 12304687
rotNor- 63
mal
B. Group of models without learning rate decay and with weight initialization
Model Gama € €min &  decay | Learning | Weights | Avg Avg Re- | Total Total Re-|Imprvmnt
rate rate init profit ward profit ward with
(train) (train) (test) (test) weight
init(%)
model_D 0,95 0.6 0.05 0.99 0.7 / 0.841161 [11.68421 [1.120624 [9.619995 |/
D25 02 (Cosmg De- 46558330 | 64039611
cay, decay
19 steps 1800, 78 82
alpha 0.2
model_D [0,95 0,6 0,05 0,99 0.6(Polyno- |/ 0.873221 |- 0.871323 |- /
AY25_02 mial Decay, 95965425 | 7.629101 7.879997
19 steps 1500, 02 37176513
end Lrate
0,0001 55
power 2.0
model_D [ 0,99 1,0 0,05 0,996 0.5 (Expo-[/ 1.461854 [0.498392 [1.639764 [25.45999 [/
AL25_02 "e""als(;igd 92018817 | 37213134 9
cay,
-19 steps, 0,99 05 17
decay rate)
model_C [0,97 1,0 0,01 0,99 0.8 (Inverse [ / 2.156539 |- 1.233180 [8.900002 |/
ZR25 02 time defﬂyv 12783180 | 0.256247
steps,
19 0,005 deomy 25 42507936
rate) 36
C. Group of models with learning rate decay and without weight initialization
Model Gama € €min &  decay | Learning | Weights |Avg Avg Re- | Total Total Re- | Imprvmnt
rate rate init profit ward profit ward with
(train) (train) (test) (test) weight
init(%)
model_C [0.95 0,85 0.05 0.992 0.5 (Expo-[HeUni- | 1.232576 [3.979206 |1.634086 |142.0100 [-16,7%
MI25_ 20 "eﬂ"ald de-| form  +[ 76338652 | 84814449 10
cay, decay
17 e 096 | Gloro- |52 33
tUniform
model_C [0,98 0.8 0,02 0.997 0.6 HeUni- [ 1.109541 [6.082489 [1.119823 [23.77000 [-61,4%
ME25 02 (P,Olly';o- form  +[58797101 | 62402342 4
17 o Gloro- |69 4
0.0001,100 | tUniform
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0 steps,
power 1
model_C | 0,99 1 0,1 099 |08 HeUni- | 1.237280 | 1.181797 | 0.629066 |- -88,6%
250218 (mverse- | form  + [ 37397159 | 25646972 25.65000
TimeDecay, | 1600 | 94 88 2

decay steps .
1, ydecfy tUniform

rate 0.5

model D [ 0,95 1 0.1 0.995 0.7 HeUni- | 0.796056 |- 1.175945 [7.280003 |65,5%
25 02 18 (Cosine De- | form  + | 68608877 | 14.89189

o deeay | Gloro- |17 70108032

alpha0.1 | tUniform 23
model C [ 0,95 0,9 0,05 0,995 0.5 (Expo-|HeUni- | 1.248331 |3.169808 |1.505716 |127.4400 |-24,0%
AT25 02 Q:H‘ial . (;i&; form  +| 78097702 | 27331541 02
19 myr;s. decay | Gloro- |78 23

rate 0,96) tUniform
model_A [ 0,97 0,85 0,05 0,992 0.6 (Poly-|HeUni- |0.927830 |- 0.912568 |- 83,7%
CN25_02 nomial de-| form  +| 25642469 | 32.18062 30.85000
19 o S| Gloro- |94 02697754 6

power 1, | tUniform 5

end lear.

Rate 0,0001
model_A [ 0,95 0,8 0,05 0,990 0,7 (Cosine [ HeUni- | 1.718653 | 11.70680 | 1,096264 |9,820000 [-65,6%
CGI25 0 dle‘:ayvogé- form  +| 38595355 | 44281005
219 smpnséof Gloro- |38 86

tUniform
model F | 0,94 0,74 0,05 0,985 0.8 (Inverse [ HeUni- | 0,793025 |- 1.238882 [21.70999 |-55,4%
RT25_02 time decay. | form  +| 48990878 | 27,96940 9
19 steps, 0‘10)00 Gloro- |52 47546386
. tUniform 67

D. Group of models with learning rate decay and with weight initialization

As shown in Table 1 (group tables), different parameters and techniques (shown in
the 2" to the 7™ column) give different results (shown in the 8" to the 11" column) and
significantly affect them. It is also worth noting that the Adam optimizer and 100 train-
ing episodes were wused throughout the research. The model named
model NVDA25 01 21 was used as a reference model, and the comparison below will
be with models in which we have applied techniques for initializing the weight by lay-
ers, taking into account the percentage change in performance (as a whole, taking into
account the average profit per episode during training, the average reward per episode
during training, the total profit during testing and the total reward during testing). The
techniques used for decreasing the learning rate are Exponential Decay, Cosine Decay,
Polynomial Decay and Inverse Time Decay. Each learning rate decay technique has its
own advantages, from the point of view of application to our agent. Thus, Inverse Time
Decay allows for gradual decay (the agent learns more slowly as episodes pass) and
prevents overconfidence in the beginning of learning. Polynomial Decay allows for
greater control over the decay, to obtain a more elegant and adaptive decay of the learn-
ing rate. Cosine Decay is useful when we are working with a longer training period and
a fast-initial path would be useful. Whereas, Exponential Decay is useful when we have
arapidly converging environment, so stability of the agent's policies is necessary. From
the table itself, we conclude that representatives of the He and Glorot initializations (in
the form of Uniform and Normal) are used in the layers of the NN. He initialization is
useful for the hidden layers of the NN, since they use ReLu activation. The ReLu acti-
vation itself is called with the parameter activation when defining the layer. The ReLu
activation gives a result of 0 for negative inputs, which halves the number of neurons.
This is where the He initialization comes into play, which scales the variance of the
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weights, keeping its value at a healthy level, preventing the disappearance or explosion
of the nuance (a measure of the change in all weights relative to the change in errors).
On the other hand, the output layer uses a SoftMax activation function, which often
gives too high or too low a variance, which can ultimately lead to an overly confident
or underachieving probability distribution. For this purpose, Glorot uses an equation,
in which the number of input and output units is taken into consideration, allowing for
a stable shade. The choice of the versions of He and Glorot initializations (uniform or
normal) comes down to the preferences of the developer or engineer themselves or the
preferences for choosing the architecture of the NN itself. From the results obtained,
we can draw the following conclusions: 1. The most stable is model DAY25 02 19,
because of the small differences between the average training results and the total test-
ing results. 2. The most unstable (having the highest total reward in testing) is
model CMI25 20 17, due to a huge difference between the average reward during
training and the total reward at the end of testing. 3. The highest average reward during
training has model ABT25 02 15. 4. The most profitable model during training/test-
ing is model NVDA25 01 21/model BEN25 02 16. 5. The models with initializa-
tion showed overall worse performance compared to the reference model (the drop
ranged between 16.7% and 88.6%). 6. The worse performance of the models with
weight initialization is due to the large drop in performance during training. 7. The
models model CMI25 20 17 and model CAT25 02 19 showed the smallest overall
drop (-16.7%, respectively -24.0%). 8. The above models showed better performance
during testing, model CMI25 20 17 showed better total profit by 18.2% and better
total reward by 35.4% during testing. On the other hand, model CAT25 02 19 showed
better total profit by 8.8% and better total reward by 21.6%. 9. The better performance
of these models during testing indicates better generalization compared to the reference
model, while sacrificing the quality of the training performance. 10. Despite the great
diversity of the research, not all possible combinations of parameters and techniques
have been exhausted.

Discussion of the Results - FinSmartRL Demonstration. The demonstration of the
FinSmartRL application is done through a statically entered shortcut of the action, in
our case - the company Nvidia (its shortcut is NVDA, with the agent parameters from
Table 1). For the experiments setup, single stock evaluation has been done. This ap-
proach would have a natural extension, allowing to test the model’s capabilities on
stock data from multiple sectors and enabling stronger statistical claims.

After the implementation of the model (via a shortcut variable and a call to the func-
tion for creating “labels”) the training and testing were conducted for the stock of the
company Nvidia. The results show that the model delivered an average profit of
2.5556355855244575 across the 100 episodes and an average reward of
12.703385884761813 during the training. Fig. 2 shows the movement of the cumulative
profit across episodes. The cumulative profit reached its peak around the 50th episode,
reaching a value of 59.82624602317812.
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Fig. 3 shows the movement of the cumulative reward across episodes. The cumula-
tive reward reached its peak in the 100th episode when it amounted to
112.57073807716378.

Total Reward: 104.930027 — Total Profit: 1.382356
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Fig. 4 Graph of actions taken

From the graph of actions taken (Fig.4), we conclude at which moments the model
decided to buy (green dots) or sell (red dots) a stock. Taking into account the total profit
and reward, the demonstration showed solid results, if we follow the model's actions
(total profit of 38.2356% and high total reward) over the testing period of just over 14
months. The system has simulated a day trading strategy focused on short-horizon de-
cisions instead of long-term investing. Given this context, comparing with a buy-and-
hold baseline would have meant nothing, since the objective, risk exposure and evalu-
ation horizons differ fundamentally. Our primary objective is to achieve adaptability to
daily fluctuations and optimize sequential decision making. We have done a compari-
son of data for different companies. The behavior during testing with Nvidia's test data
(Fig. 4), and it could be stated that, according to Nvidia's relationship with other com-
panies, we have overfitting to the dynamics of data movement, as opposed to generating
auniversally applicable strategy. This alone indicates that the model needs to be trained
with data from companies whose trends are not in Nvidia's sector.

3 Natural Language Processing (NLP)

NLP in the context of stock trading plays a key role, considering that it is used to con-
vert vast amounts of unstructured text data (such as news, earnings reports, analyst
comments, social media posts) into structured information for better decision-making.
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One of the most common applications of NLP in the world of finance is sentiment
analysis [14], which aims to classify text as positive, neutral, or negative based on its
content. Methods for analyzing stock sentiment are numerous, starting with Naive
Bayes classifiers and support vector machines, and ending with advanced transformer-
based models (such as BERT and RoBertA). Thus, a news story containing data on
large earnings in the past quarter can signal positive sentiment, which would further
mean a signal to buy the stock for an automated trading system. These sentiment as-
sessments should be expressed in numerical form and incorporated into predictive mod-
els. In order to adapt ready-made language models to financial data, pseudo fine-tune
and fine-tune approaches are often used. Pseudo-fine-tuning involves “feeding” a
ready-made language model with domain-specific data in order to adjust its vocabulary
and embedding space, without changing the model weights. This technique is useful
for certain tasks, for which we do not need intensive re-training of the model. On the
other hand, fine-tuning involves continuing the training process of the ready-made
model, using a data set that is both domain-specific and already analyzed sentiment
(preferably by a human). In doing so, the model weights are adjusted and its adaptation
to financial terminology, jargon, abbreviations and contextual meaning is enabled. An-
other important segment is text generation, which uses models such as GPT to generate
a coherent and relevant financial response to a given request (prompt). In our case, it
can be used to simulate the impact of news, generate scenario-based predictions or cre-
ate a synthetic financial report for training and testing a model.

The integration of NLP brings with it a number of challenges, such as dealing with
domain-specific jargon, handling sarcasm, noisy text (in the case of social media con-
tent), and real-time processing. In addition, careful selection of the data set and fine-
tuning of parameters is critical to avoid overfitting and ensure that the extracted senti-
ment realistically corresponds to market behavior.

3.1 Objective and Organization of the NLP research

The objective of the research on the application of NLP for stock trading on the stock
exchange is divided into two sub-objectives and they are: Finding an appropriate con-
figuration for analyzing news for a given stock using FinBERT; Using the total senti-
ment, average sentiment and sentiment category obtained from the sentiment analysis,
as parameters for generating a textual explanation of whether to buy, hold or sell a stock
of a given company. For this purpose, 4 “notebooks” were created: NoFineTune,
Pseudo-Fine-Tuned-Sentiment-Analysis, Real-Fine-Tune-Sentiment-Analysis and
Text-Generation. Within the NoFineTune an evaluation of the finished FinBERT model
according to its ability to accurately predict the sentiment of over 5800 headlines that
have already been evaluated was done. Pseudo-Fine-Tuned-Sentiment-Analysis is used
to perform pseudo fine-tuning, i.e. the news downloaded from the News API was ana-
lyzed by the finished FinBERT, followed by an automated evaluation in relation to the
analysis of the Financial-RoBertA-large-sentiment model, fine-tuning according to
those values and re-evaluation. In the Real-Fine-Tune-Sentiment-Analysis, a real fine-
tuning was performed, whereby the finished FinBERT model was re-trained on the
content of the file, after which it was used to analyze the news that were also analyzed
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by Financial-RoBertA-large-sentiment. Finally, Text-Generation was used to generate
a textual explanation for the next step, which has to be taken by the user, in the direction
of whether to buy, hold or sell shares of a given company.

3.2 NLP Model and Data Used

In order to obtain text generation and prepare the parameters for its generation, three
models were used (two of which for sentiment analysis and for text generation) and
three data sources (a file with manually analyzed news, a file with sentiment category,
average sentiment and aggregate sentiment and news downloaded from the News API).
The models used are available on the Hugging Face platform and they are: 1. FInBERT
by ProsusAl; 2. Financial RoOBERTa Large Sentiment by soleimanian; 3. WiroAI-Fi-
nance-Qwen-1.5B by WiroAl. The FinBERT model for news analysis was used, taking
into account that it is smaller and can be run on “more modest” configurations, com-
pared to Financial RoOBERTa Large Sentiment. This model is trained on a significantly
larger corpus of data, which also includes news from the world of finance, and is there-
fore used for pseudo-fine-tuning and automatic evaluation. The last model, WiroAl-
Finance-Qwen-1.5B [15], is one of the rare language models from the financial domain
that is available through Hugging Face. This allows to use a model specific to the fi-
nancial domain, not general models, such as GPT, DeepSeek, Gemini or Grog, meaning
that the resulting text has greater precision, greater credibility and content.

The data used was divided into three parts: 5842 news items from Kaggle, manually
analyzed and a negative, neutral or positive sentiment was assigned to each news item.
The second part contains the total sentiment for the given set of news items, the average
sentiment and the sentiment category based on the average sentiment, which will be
used further for text generation and the third part contains news headlines downloaded
using the News APL. In this way, the finished news items are useful for testing the initial
capability of FInBERT and the success of the fine-tuning process. Within the pseudo-
fine-tuning and fine-tuning files, we have variables that will store a list of 100 news
headlines from the last month for a given action. Namely, the number of news headlines
is 100 and the period is one month. The research was done with the finalized FinBERT
model from Hugging Face (using functions from the Transformers library) [14].

Pseudo-fine tuning of FinBERT. Considering the fact that most of the logic is re-
peated, pseudo-fine-tuning and fine-tuning were researched in terms of the differences
in the approaches, through the prism of the defined functions, in relation to the initial
testing of the “pure” FinBERT. A characteristic of pseudo-fine-tuning is that it does not
rely on human-generated data (in our case, sentiment categories) to train the model.
This approach is also known as semi-supervised learning. Pseudo-fine-tuning of Fin-
BERT was done with the news retrieved from the News API. The Adam optimizer was
used to optimize the model according to the learning rate (2e-5) and the weight decay
rate (0.01) and the Cross-Entropy to calculate the average loss. Unlike the evaluation
in the initial phase of the previous approach, here we have an evaluation of the predicted
categories from RoBERTa (as true) and from the finished FinBERT (as predicted).
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FinBERT Fine-Tuning. In order to properly perform and evaluate the further fine-
tuning, the data are divided into sets for training and testing. The division is performed
according to the 80/20 principle, where 80% will fall on the training set and 20% will
fall on the testing set. Fine-tuning of the FiInBERT model, in order to better respond to
its task, i.e., news analysis was performed with Adam's optimizer, Cross Entropy as a
loss function and a variable number of episodes. With this evaluation function, the qual-
ity of fine-tuning was evaluated, using the fine-tuned model for the same four measures.

Text generation. The essence of text generation begins by generating the variable
which will serve to give the language model the context we want from it. First, the
model must be informed what is known about the stock market sentiment for the given
company and then asked for a recommendation whether the investor should buy, hold
or sell a share of the given company. After that, a “pipeline” is generated for the given
model, during which text is generated no longer than 500 words, without returning the
previously sent request. To end this part of the function, we define conversation-like
behavior, defining that the system (in our case the WiroAl-Finance-Qwen-1.5B model)
should behave as a financial expert and respond to our request, contained in the third
dataset. Within the second part, we call the corresponding text response to our request,
followed by its purification and modification, in order to obtain a better, clearer output.

3.3  Results from the application of NLP

The NLP component builds directly on transformer-based architectures that have
been widely applied in financial sentiment analysis. In particular, FinBERT and RoB-
ERTa were employed to classify financial news and social media texts, enabling us to
generate buy/hold/sell recommendations informed by market sentiment. Our findings
are consistent with prior work demonstrating that transformer models capture domain-
specific linguistic nuances in financial text. This situates our contribution within ongo-
ing research that leverages pre-trained language models to enrich financial decision-
making systems. The results of the application of NLP from two aspects show that the
first aspect examines the four measures of success of the different configurations, when
assessing the sentiment of the news from NewsAPI and the news from the from first
dataset. The second aspect presents the process of obtaining the total sentiment, the
average sentiment and the sentiment category for the shares of a given company and
using the obtained data to generate a textual explanation for taking the next step, i.e.
buying, selling and holding the shares of the given company.

3.4 NLP Model: Presentation of the Measures and Discussion of the Results

Table 2. Sentiment analysis configuration research measures

Configura- Valida- Accuracy Precision Recall F1

tion tion Loss | dataset/ news dataset/ news dataset/ dataset/ news
news

FinBERT / 0,1761/0,21 0,2809/0,2513 0,1761/ 0,21 0,2006/0,2262
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Pseudo fine- | 0.9210 0.15/0,68 0,1177/0,7652 0,15 /0,68 0,1304 /0,6399
tune Fin-
BERT
(3/2¢%)
Fine-tune 0,2190 0,8024 /0,63 0,8065/0,6587 0,8024/ 0,63 0,8039/0,6353
FinBERT
(3/2¢%)
Fine-tune 0,3144 0,8255/0,7273 0,811/0,7321 0,8255/0,727 | 0,8125/
FinBERT 3 0,7258
(2/2¢%)
Fine-tune 0,1780 0,7981 /0,63 0,7889/0,6311 0,7981/0,63 | 0,7926/
FinBERT 0,6150
(4/2¢%)

In order to select a favorable configuration of FInBERT so that it can successfully an-
alyze news, a study was conducted, comparing the application of the ready-made Fin-
BERT model, pseudo-fine-tuning and tuning of the same model. In doing so, the impact
of applying a different number of training episodes (the number to the left of the slash
in the parentheses in Table 2.) at a constant learning rate of 2e-5, i.e., 0.00002, was
tested. The measures validation loss, accuracy, precision, recall and F1 are used for the
comparison. For each measure, with the exception of validation loss, their success is
monitored when working with news from the first dataset and news from the News API
(in the table marked with news). According to Table 2, it can be concluded: The ready-
made FinBERT model gives poor results both when working with data from the CSV
file and when working with news from the News API, which justifies further adjustment
with pseudo-fine-tuning and fine-tuning; Pseudo-fine-tuning is a useful option if hu-
man-analyzed data is not available, although it comes at the cost of poor performance
initially; The 2-episode configuration offers the best balance between performance and
efficiency during training, which indicates good generalization when working with un-
known data; Further increasing the number of episodes in our case does not bring sig-
nificant improvements; The decrease in validation loss does not imply better perfor-
mance with unknown data.

Demonstration of sentiment analysis and text generation. The demonstration of sen-
timent analysis and text generation was examined by examining file excerpts and the
results they generate. Considering that the best configuration has already been chosen,
sentiment analysis with both models was performed, after which total sentiment, aver-
age sentiment and sentiment category are calculated according to fine-tuned FinBERT.
According to the fine-tuned FinBERT, the average sentiment of the news for META
(based on news headlines in the timeframe from 16.05.2025 to 26.05.2025) is 1.1717,
while the total sentiment is 116, which makes it neutral. Considering the values for
average and total sentiment, the conclusion is that not all the news was downloaded.
For text generation, the following output was received: Given the overall sentiment
label of 'neutral' for the stock with ticker symbol META and the mean sentiment score
of 1.1717, the stock does not exhibit strong support or resistance in recent market con-
ditions. This suggests that the stock may not be attractive to buy at the current price.
Considering the overall sentiment is neutral, the stock could be viewed as sideways or
sideways in the short-term market. Therefore, an investor may choose to hold this stock
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for the long-term, given its moderate support from the sentiment data. Taking into ac-
count the textual result obtained above, the user should hold on to the META shares
they own (if they own any), in the hope that "better days" will come for buying or
selling.

4 Conclusions and Further Research

In this research, the application of machine learning in the process of trading stocks on
the stock exchange was investigated through two separate approaches, deep Q-learning
and NLP. In the first approach, a deep Q-learning-based agent showed promising re-
sults, considering that it achieved an impressive profit of 38.2356% over a period of 14
months, which would mean an annual profit of 32.14% and thereby exceeding the cur-
rent inflation rate in the United States, which for April 2025 was 2.4%. On the other
hand, the application of technologies within the framework of NLP for sentiment anal-
ysis of financial news was investigated. Through the application of FinBERT, a series
of experiments were performed with different configurations for fine-tuning (the con-
figuration with 2 episodes and a learning rate of 2e-5 lead to the best results). It demon-
strates a high value for F1 for already analyzed news (0.8125) and the most slightly
decreased value for news downloaded from the News API (0.7258). The results them-
selves show that even without significant opportunities (in terms of quantity for already
analyzed news and collected news with the News API), the application of sentiment
analysis and text generation can serve for efficient and effective knowledge extraction
from unstructured text and interpretation of the extracted knowledge, offering an addi-
tional layer of understanding of stock market trends.

Although, within the framework of this research, the application of deep Q-learning
and NLP were considered separately, the results show that the future of intelligent stock
trading systems lies in their integration into a single system. By combining them (in a
near future, when pulling news from News API or other sources for free will cover a
larger timeframe, to match the one of the data pulled with Yahoo Finance API), the best
of both techniques could be used: the adaptability of the agent based on deep Q-learning
and the real-time analysis, as the foundation of the application of NLP, would develop
systems that can be significantly more intelligent than existing ones, resulting in sys-
tems that have the ability to react based on historical data, but can also predict stock
market trends based on the latest news, reports or posts on social networks.

This will mean leveraging the fine-tuned sentiment analysis model, to evaluate the
sentiment of historical news articles and generate a daily sentiment score (rather than
an aggregate score over a certain timeframe, like the above mentioned 10 days), provid-
ing a powerful new lens for understanding market movement by quantifying the public
perception and media tone. Ultimately, the generated daily sentiment score will enable
more sophisticated trend analysis and improve the process of data-driven decision-mak-
ing. The above mentioned integration would allow the agent based on deep Q-learning
to learn policies that balance technical indicators with market sentiment, providing a
unified framework for future work. Taking this into account, this research has laid a
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serious foundation for further research and development of hybrid agents in the domain
of stock trading proposals.

Disclosure of Interests. The authors have no competing interests to declare that are relevant to
the content of this article.

References

10.

11.

12.

13.
14.

15.

. Awad AL, Elkaffas SM, Fakhr MW. Stock Market Prediction Using Deep Reinforcement

Learning. Applied System Innovation. 2023; 6(6):106. https://doi.org/10.3390/asi6060106

. G. Anjaneyulu, P. C. Shaker Reddy and P. Praveen, "A Hybrid Deep Reinforcement Learn-

ing Framework for Stock Market Prediction," 2024 4th International Conference on Mobile
Networks and Wireless Communications (ICMNWC), Tumkuru, India, 2024, pp. 1-5, doi:
10.1109/ICMNWC63764.2024.10872342.

. Puh, K. and Bagi¢ Babac, M. (2023), "Predicting stock market using natural language pro-

cessing", American Journal of Business, Vol.38 No.2, pp. 41-61. https://doi.org/10.1108/
AJB-08-2022-0124

. Shi, Y., etal., Stock trading rule discovery with double deep Q-network, Applied Soft Com-

puting,Vol 107,2021, 107320,ISSN 1568-4946, https://doi.org/10.1016/j.as0c.2021. 107320

. Saberironaghi M, Ren J, Saberironaghi A. Stock Market Prediction Using Machine Learning

and Deep Learning Techniques: A Review. AppliedMath. 2025; 5(3):76. https://doi.org/
10.3390/appliedmath5030076

Li, X., et al., Stock Market Prediction Using Reinforcement Learning With Sentiment Anal-
ysis, International Journal on Cybernetics & Informatics (IJCI) Vol.12, No.1, 2023

. Kalva, Sudhakar & Naganjaneyulu, s. (2023). Stock Market Investment Strategy Using

Deep-Q-Learning Network. 10.1007/978-3-031-36402-0_45.

Papageorgiou G, Gkaimanis D, Tjortjis C. Enhancing Stock Market Forecasts with Double
Deep Q-Network in Volatile Stock Market Environments. Electronics. 2024; 13(9):1629.
https://doi.org/10.3390/electronics 13091629

Veljanovska, K., Soft Computing for Adaptive Traffic Control, 12" International conference
on Applied Internet and Information Technologies (AIIT2022), Zrenjanin, Serbia
Veljanovska, K,Gacovski, Z., Deskovski, S., Intelligent System for Freeway Ramp Metering
Control, IEEE 6th International Conference Intelligent Systems Proceedings, Sofia, 2012
Sutton, R.S., and Barto, A.G., Reinforcement Learning - An Introduction second edition.
MIT Press, Cambridge, Massachusetts, 2008

Yang, Z., Zhang, Y., Lin, D., A Theoretical Analysis of Deep Q-Learning, arXiv preprint,
Washington D.C., 2019, No.1901.00137, https://arxiv.org/abs/1901.00137

Bishop, C.M, Neural Networks for Pattern Recognition. Clarendon Press, Oxford, 1995
Araci, D., FInBERT: Financial Sentiment Analysis with Pre-trained Language Models, Hug-
ging Face, 2019, https://huggingface.co/ProsusAl/finbert

WiroAl Team, WiroAl-Finance-Qwen-1.5B, Hugging Face, 2024, https://hugging-
face.co/WiroAl/WiroAl-Finance-Qwen-1.5B

47



ICT Innovations 2025 Conference Web Proceedings

An exploratory paper into MoE and their
application to AVs

Vladimir Djepovski' and Petre Lameski'

University of Ss. Cyril & Methodius,

Faculty of Computer Science and Engineering, Skopje
vladimir.djepovski@gmail.com
petre.lameski@finki.ukim.mk
https://www.finki.ukim.mk/en

Abstract. In this paper, we explored the principles behind the Mixture
of Experts (MoE) architecture, but more importantly, its application
to autonomous driving (AD) in general and autonomous vehicles (AVs)
in particular. We identified the reasons why this architecture is so im-
portant, what makes it special but also what its current pain points and
drawbacks are, especially in the context of AVs. While modestly exploited
by academia in the field of AD/AV, we proved as expected that it is not
completely neglected either and that it is mostly studied from a per-
spective of the Perception and Planning subtasks of an AV, all the while
making continuous progress and coming up with some very interesting
applications of MoE and LLMs affecting the very way we may interact
with our vehicles in a not so distant future.

Keywords: Mixture of Experts - Autonomous Vehicles - Autnomous
Driving.

1 Introduction

The main goal of this paper is to investigate to what extent Mixture of Experts
(MoE) is used and applied to Autonomous Vehicles (AV). In doing so, we are
simply skimming the surface of what the MoE architecture represents. In other
words, we are not dealing with the details behind its very essence. In the context
of autonomous driving technology, the same approach is even more pronounced
due to the commercialized aspect of AVs.

MOoE as an architecture is not new, but has regained in popularity as a result
of recent events, specifically the launch of the DeepSeek R1 LLM, which relies
heavily on the MoE architectural design principles, thus achieving formidable
computational efficiency, enabling the model to handle complex tasks without
significant computational overhead or the need for a very high-end and SOTA
(state of the art) hardware.

We believe that MoE makes sense, especially in resource-constrained systems
such as AVs. Our expectation is that indeed, MoE is employed in autonomous
driving (AD) technology, albeit it’s applicability in AVs might not be sufficiently
exploited by academia, partially due to the commercial nature of AVs.
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In order to present a meaningful overview, this paper continues with Section
2 where the topic of levels of autonomy in AVs is briefly addressed before contin-
uing with Section 3 where we attempt to present an idea about the architectural
design of an AV’s autopilot and the main components that go into it. We are
fully aware of the speculative nature of the information presented in this section.
It is our own rendering of the available information to what is arguably highly
commercial and thus not so public and open in nature.

We then move on to Section 4 and briefly explore the topic of MoE and what
it implies, without going into too much technical detail, before finally moving
on to Section 5 where we address the main topic of this paper i.e. the specific
application of MoE to AVs and how it is presently approached by academia.

2 Levels of autonomy

What does it actually mean for a vehicle to be autonomous? The Society of
Automotive Engineers (SAE) defines 6 distinct levels of automation in their
SAE J3016 standard, which technically is equivalent to the ISO/SAE DPAS
22736 standard (a joint publication between the ISO and SAE bodies). A free
version of the J3016 standard available for download is one from UNECE [30].
However, the SAFE J3016 Levels of Driving Automation summary chart provides
enough detail and clarification [29].

The levels of autonomy as per the SAE J3016 are: Level 0 to Level 5 [29],
where Level 0 implies no automation at all (basically all cars manufactured until
the mid 90s) and Level 5 is the highest degree of automation.

Table 1 summarizes all the different levels of autonomy in a vehicle as per
the SAE J3016 [29].

There are plenty of resources exploring the topic [39], [37], [38]. While most
agree achieving Level 5 is still ahead of us (albeit at a steady pace), there are
those questioning how achieving mainstream Level 3 will affect the rest of the
automotive supply chain [35], specifically the effect over the growth and devel-
opment of the silicon industry [36]. Arguably though, it is safe to say that most
people will not accept any new developments towards autonomous vehicles until
the technology is as safe as that implemented in aviation [39].

Still, an even more important question posed by some experts is: do we really
need Level 5 at all!? [34] if Level 4 implies the technology inside a vehicle will
inherently decide if the conditions are deemed safe or otherwise.

3 Architectural overview of the autopilot in AVs

From a very broad and high-level perspective, the autopilot in an AV is actually
very straightforward [3] (Figure 1).

We could argue the autopilot is composed of (arguably at least) 3 subsys-
tems - a l-motion planner, a 2-vehicle controller and a 3-actuator controller
component.
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Autonomy Description What it really implies

There’s absolutely no kind of autonomy

Level 0 No autonomy present in the vehicle.

Some tech-enabled feature such as adaptive
Level 1 Driver assistance cruise control or anti-lock braking system
where only one is active at any given moment.

The vehicle can simultaneously control
several functions such as e.g. steering and
accelerating/braking but no self-driving
is possible.

Level 2 Partial autonomy

A technological leap over Level 2. A vehicle

can handle most common scenarios but expects
Level 3 Conditional autonomy human intervention where

deemed impossible

to handle.

Vehicles do not require human intervention

in most cases and can fully autopilot the

vehicle. Due to the current common legislative
the technology is limited to certain zones

e.g. where the speed of the vehicle is restricted

to up to 30kmph - otherwise known as geofencing

Level 4 High autonomy

No geofencing, no restrictions. In fact, as this
Level 5 Full autonomy technological milestone is achieved, there
might not be any steering wheels in vehicles.

Table 1. SAE levels of vehicle autonomy

Sensing & Mapping > Autopilot

.

L.

Environment Vehicle

~

Fig. 1. Generalized architectural overview of an AV’s control

The vehicle gets a feel for the environment from its sensors. We could also
argue the environment affects the vehicle through the sensors which feed the
motion planner, which in turn provides input to the vehicle controller. All sub-
systems play their role, but arguably it is the vehicle controller that decides how
the vehicle should act within the environment and the context it is placed in,
thus providing it as input to the actuator subsystem which drives the vehicle
forward or backwards, steers it left or right and so on.

In reality of course, it is not that simple and if we start expanding even
further on each subsystem thus adding more context and functionality, the entire
diagram quickly gets more complex.
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For example, the effects of the Environment on the vehicle are omnidirec-
tional. The Sensing & mapping subsystem is actually an array of different types
of sensors - from lidars to radars, from simple cameras to complex vision sys-
tems, ultrasonic sensors, GPS trackers and so on - each providing different types
of output.

The vehicle does not experience the environment the same way humans do.
To improve the reliability and enhance the accuracy, these outputs are then
synthesized or fused [20] before further processed for either 1-perception or 2-
localization purposes [12]. There could be some additional sensors involved that
increase the awareness of the vehicle, such e.g. a microphone array that senses
sirens from emergency vehicles - an approach that has been developed and em-
ployed by Waymo [32].

The perception part of the sensor network has probably the biggest impact on
the performance of the AV [32], although the impact of the localization cannot
be downplayed. An AV is equipped with multiple of these sensors [17] both in
the front and the back but also on top of a vehicle and its sides. The part of the
sensor network responsible for perception generates point cloud data i.e. a 3D
representation of the world around the vehicle. Even camera sensors are being
replaced with depth or RGBD cameras that are capable of generating point cloud
data on top of a plain RGB image. The main point to keep in mind is that each
sensor plays a role - especially in different and varying environmental conditions
where one sensor outperforms the other [21].

Similar arguments apply for the localization part of the sensor network.
Equipping the vehicle with GPS trackers only is not enough because they are
generally lagging and depend on satellite coverage and exposure. Hence, the ad-
dition of IMUs or Inertial Measurement Units which provide immediate output
such as e.g. orientation, current acceleration or deceleration of a vehicle.

If we take all of the above arguments and apply them to the generalization
we made in Figure 1, we may expand the depiction of the Sensing & Mapping
and Autopilot subsystems in Figure 2. Of course, there are other subsystems
at play, such as inter-vehicular communication and message exchange systems
which are basically used to exchange messages between vehicles in traffic (e.g.
weather conditions, possible road blocks, etc.) [17], [32], [10], [26] and [1].

For the purposes of this paper and the statements made in it, we will remain
on what is depicted in Figure 2.

Hence in summary, the Sensor & Mapping feeds the Autopilot with sen-
sory input to get an accurate representation of the surrounding environment
(Perception), while the rest is used to position the AV within that same envi-
ronment (Localization) and some may be used to increase the AV’s situational
Awareness. From these subsystems, processed data is mostly fed to the Motion
Planning while some may be fed directly to the Vehicle Control in case of an
e.g. emergency stop.

Figure 2 is a subjective rendering of the interpreted referenced material, in
particular the component represented as the Context Provider.
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Fig. 2. An expanded view of the sensory input and the autopilot of an AV

If we look at any vehicle and consider the most basic functions it executes:
l-accelerate (speed up), 2-decelerate (slow down), 3-steer left or 4-steer right,
we may argue it is the Context Provider that provides the contexrt and whether
the vehicle needs to take an immediate action (an abrupt stop?), slow down and
make way (for an emergency vehicle?) or initiate a planned route to be taken.

In that regard, most of the subsequent research suggests a lot of emphasis
has been given to the Perception, Localization and Motion Planning components.
We argue that even though Perception is recognized as one the most (if not the
most!?) important pillars of an AV, we cannot underestimate the significance of
the remaining components and sub-systems.

4 An overview of MoE

The arguments made in the following section will not be an exhaustive elabora-
tion on the topic of MoE but rather a gentle one so that the tone of the rest of
the paper is established. For an excellent review on MoE and its main points,
there are excellent online sources available, which capture the basics in a less
formal tone [25].

We may argue that MoE is much like context switching if we apply a human
brain analogy. Instead of one huge dedicated DNN (Deep Neural Network), the
architecture of the derived network is to be broken into many smaller ones (often
referred to as experts), each tailored to handle a very specific subject domain
(subtasks within the context of a bigger problem) and on top of them all, one
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that provides the context and decides which of the specialized neural networks

does further processing (often referred to a gating network or router [2], which
also learns over time which expert NN should be activated for a given input).
This is often cited as conditional computation [23], [10].

To best depict what it is that MoE is to replace and improve, let us briefly
look at the decoder-only transformer architecture in Figure 3 which is one of the
basic building blocks of any LLM [11] [41]. In this representation, each input is
tokenized, and each token is represented as a vector of embeddings), then each
vector goes through several decoder blocks - and in each decoder block through
a FENN (Feed Forward Neural Network).

Input
Tokenization
(a list of tokens representing the input)
Token embeddings
(embeddings vector per token) v
4 Layer
EB normalization
Positional embeddings ,’; Masked
(embeddings vector per token position) 0 self-attention
/ b4
f Ty
4 ¥ 1/
Decoder
¥
Layer
s normalization
Decoder ¢
v FFNN
Decoder b
K v
Ty
1/
v
Output
\d

Fig. 3. A simplified view of the decoder architecture

This block or rather its neural network representation is very dense in the
sense that each node is connected to all the rest of the nodes because inside the
FFNN, each input is activated (Figure 4). In this example, each word, number
symbol and punctuation sign represents one token and each token is considered
to be represented by an embeddings vector with a dimension of 4. From this
representation of the FFNN we may realize how this dense network could easily
get complicated really fast.
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‘what does 1 plus 1 equal to?
tokens = [What, does, 1, plus, 1, equal, to, ?]
4 x8

AEEN,
HOO0

QOOOOOOOOOOOOOOO

P00
rer

4 x8
tokens = [1, plus, 1, is, equal, to, 2, .]
1 plus 1is equal to 2.

Fig. 4. A dense FFNN block

To go around this problem and activate only those nodes which are required,
that dense FFNN block is replaced by several other - ’smaller’ FFNNs which
represent the so called experts! (Figure 5). The router is also a dedicated FFNN
who’s purpose is to: 1-calculate the probability relevance of an expert and 2-
activate the top K experts which will form the output.

Common gating mechanisms usually are: binary or sparse and continuous,
stochastic or deterministic [23], [12]. However, some authors have pointed to the
notion that these commonly used gating mechanisms do not work any better
than simply randomly routing inputs to experts and have come up with THOR
(or Transformer witH StOchastic ExpeRts) - a mechanism where experts are
randomly being activated for each of the inputs during both training and infer-
ence which according to the authors, outperform known transformer-based and
MOoE models [31].

The general consensus among researchers identified with this paper is that
scaling up dense models (with more input parameters) does improve the perfor-
mance of the model but at the expense of huge energy demands to power those
models. Not only this is not technologically sustainable, but has also raised (and
rightfully so!) environmental and societal concerns [2], [19], [45]. Furthermore,
practically every source listed in this paper has pointed to migrating from dense
to sparse models and MoE has a pivotal role to play.

In ’traditional’ deep learning models and DNNs (dense models), the entire
network is activated for each input sample it receives, resulting in (at least!)
double the training costs for each subsequent increase in the model size and the
size of the training set - a trend that is almost impossible to maintain [23]! On the
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Fig. 5. A decoder with a MoE layer

contrary, in MoE enabled architectures, only a selected number of expert NNs
are activated (sometimes even one!). This is what is known as sparse activation.
In the training phase, each expert NN is individually trained but also jointly
trained with the gating network, to ensure seamless co-operation. Over time this
results in establishing balance between processing, training, performance and
energy demands, making MoE an efficient tool in the AI domain.

As with most other concepts in AI, MoE is not a new paradigm and has
been proposed by academia as early as the beginning of the early 90’s of the
last century [2], [4], [13], [24], [40]. Today, it is mostly used in NLP (Natural
Language Processing) and LLMs (Large Language Models) but also in vision
models (V-MoE or Vision MoE) by utilizing ViTs (Vision Transformers) [9],
[14], [12], [44], where the dense feed-forward neural network (FFNN) in the ViT
encoder is replaced with sparse MoE layers allowing for scaling up the vision
models without affecting the overall efficiency and performance of a system with
fewer resources. This is exactly why MoE (and its application) is of particular
interest and importance to AVs, especially in the Perception sub-systems.
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Therefore, if MoE as a paradigm is at least 3 decades old, why is it that only
recently it is gaining so much attention?

According to the literature review, despite the promise it holds, it is not so
straightforward to implement MoE in practice [23], [10]. Two of the most cited
challenges are the choice of a routing strategy and training deficiencies, where
the first often affects the latter.

The most common routing strategy employed in early MoE based models was
to route the input tokens to the experts identified as the best match, according to
their routing scores and hidden representations. This has since been recognized as
leading towards token clustering where most of the input tokens center around
the same expert centroids which in turn leads to representation collapse [15].
Employing an inadequate routing strategy not only leads to over-specializing
or over-training some experts, but the opposite as well i.e. under-specializing
or under-training others [12]. Some researchers have pointed out that merely
activating one expert at a time limits a model’s upper bound performance while
activating too many of them is not affordable during training and inference runs.
Furthermore, when the number of activated experts is too high, there might not
even be any further performance improvement at all [9], [13], [43]!

The phenomenon of training instabilities has also been long observed and
recognized [4] in that dense and sparse models behave differently across sample
batches of different sizes where the learning rate also varies [2] and easily diverges
[4].

Some authors have even identified that the network bandwidth leads to poor
performance of models built around MoE. If we view the model as a network
where the model’s router and the individual model experts as all interconnected,
that interconnectivity is the bottleneck i.e. it is slower than its individual com-
ponents [23].

In order to address all of these issues and produce MoE based models whose
architectures are easy to understand and which make efficient use of all avail-
able HW resources without immediately defaulting to scaling up, researchers
have come up with different proposals: from converging experts into clusters and
moving from MoE to MoEC ( Mizture-of-Expert Clusters) where each cluster gets
an equal chance of more diverse training samples [43] to a more heterogeneous
expert choice approach where the experts select the top-K tokens as opposed to
the other way around, resulting in each token-to-expert route having an equal
chance of being selected. This ultimately leads to near performance load bal-
ancing [12]. Something similar has also been proposed by [4], advocating for a
two-stage training process, where in the first stage learning is employed to get to
a lightweight routing model and strategy that is decoupled from the backbone
model. Then in the second stage, the distilled router is used to determine the
token-to-expert assignment and freeze it.

While some researchers have opted for expert selection by hierarchical routing
in what they refer to as a SAM or a (Sparsely Activated Model) where essentially
a switch router selects a device within the larger model context from where
a mizture router in turn selects the expert(s) within the selected device [13],
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others have recognized the benefits of both mainstream approaches (i.e. dense
vs. sparse) and are advocating for an Efficient Ensemble of Experts (E®) [14].

DNNs (essentially dense models) are proven to show performance gains from
further calibration even when under varying datasets, aggregating individual
sub-model predictions, but in doing so at a cost of significant increase in com-
putational cost. Sparse MoEs on the other hand, decouple training and growth
by employing conditional computation.

5 The application of MoE in AVs

All autonomous systems in general (e.g. self-driving cars or AVs, robots) bene-
fit from utilizing MoE on an architectural level because this enables a modular
decision-making process and thus an adaptive control strategy [5]. In robotics in
particular, a MoE-based controller may improve the adaptability of the robot
to e.g. different terrains. Some researches have come up with an efficient adap-
tion of MoE and combined multiple experts, addressing the terrain segmentation
problem in robotics enabling autonomous and safe navigation in highly unstruc-
tured outdoor environments [27]. This arguably, equally applies to AVs as well
as vehicles do not always drive over paved and marked roads.

Specifically to AVs however, a MoE-based architecture improves the percep-
tion capabilities of a vehicle and help adapt it to distinctively different driving
scenarios [5]. The key problem however is whether such an architecture could
effectively be applied to resource-constrained systems and in real time?

Unsurprisingly, pedestrian detection is identified as one of the key (pain)points
of any kind of practical implementation of Al in AVs or any other autonomous
system where people as pedestrians are key actors [3]. The authors of the cited pa-
per have applied a novel, multi-level approach based around MoE to significantly
improve pedestrian detection and classification by combining information from
multiple cues and features. They also point to the fact that most current appli-
cations to this problem involve a 2-step approach: feature extraction and pattern
recognition and emphasize that depth and motion are also key factors to consider
that add and improve the entire process, thus discriminating from pedestrians
and non- pedestrians. Their multilevel MoE framework is pose-specific and i.e.
utilizes individual expert classifiers on pose, modality and feature levels, thus
breaking down the problem of pedestrian classification into smaller yet better
manageable problems. The individual experts classifiers in their framework are
independent from each other, do not have to use the exact same training dataset
and are thus less prone to over-fitting. Furthermore, if they are trained against
different datasets and independently of each other, the resulting training times
are much shorter.

The importance of accurately predicting human motion with low inference
times, as being of extreme importance in real-time applications such as AVs has
also been recognized by [6]. Their approach is somewhat different than [8]. Rec-
ognizing findings from prior research, in that traditional applications based on
Recurrent Neural Networks (RNNs) do not cope well with processing sequential
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information at low inference times, have turned their own attention to Spatial-
Temporal Transformers and have integrated a MoE in the attention layer of the
ST Transformer model, in what the authors believe is a novel approach that
effectively predicts human motion while still within the realm of real time [6].
The approach the authors take, aims at optimizing the model’s inference speed
by selecting the most relevant components of the model during prediction, and
allows for up-scaling without escalating computational demands.

As already outlined, perception modules or sub-systems play a crucial role in
AVs because it is through these modules that AVs ’get a feel for the environment’
and object detection is a critical task of any perception module [18]. To make
it even more challenging, any detection task needs to happen in real time. But
there is a trade-off to be made between high accuracy and low latency and
existing systems and architectures tend to lean more towards one or the other
but seldom both. Achieving both is the Holy Grail in perception module design
and development. As the authors [18] have put it “an accurate but slow system
fails to react in time, while a fast but inaccurate system makes unsafe decisions”.
The authors’ contribution to this is EMC2 - or an Edge-based Mizture-of-Experts
Collaborative Computing architecture that aims at striking a balance between
accuracy and latency in AVs perception. Instead of a monolithic architectural
model, the researches opted for a modular design, leveraging MoE to activate
the most suitable/specialized expert depending on the characteristics and the
context from the multimodal input layer which preprocesses data from all kinds
of sensors.

Tracking a vehicle’s steering angle is another important machine vision based
problem in ADAS (Automated Driving and Advanced Driver Assistance Systems)
with the task of accurately predicting the steering angle of a vehicle under all
environmental and driving conditions using images captured by the vehicle’s
on-board camera(s) [15], [16]. At the same time, the accuracy of such systems
should carefully be balanced with efficiency.

SOTA (State-of-the-Art) vision-based algorithms accomplish the task of pre-
dicting a vehicle’s steering angle using end-to-end deep learning networks. The
contribution of [15] to the already established body of knowledge is a nowvel fil-
tering algorithm which is scene-based and employs the front camera of a vehicle
and a LSTM (Long Short Term Memory) network of MoE - capable of robustly
predicting and tracking a vehicle’s steering angle under what the authors argue
are - varying and challenging driving conditions. The initial idea as presented
by [15] was further elaborated, extended and validated by [16].

Motion planners as previously stated in Section 3, are yet another key com-
ponent of the AV’s technology stack where as it currently stands, most of the
decision making is executed [33]. At the same time, the authors point to the
shortcomings of the motion planners, referring to them as the weakest link and
the reason why AVs are currently still constrained and limited to specific oper-
ational domains (e.g. zone fencing in Level 4 autonomy).

A motion planner’s task is to aid an AV in safely navigating all, but espe-
cially public roads [33] with high frequency of other actors such as e.g. vehicles

58



ICT Innovations 2025 Conference Web Proceedings

12 Vladimir Djepovski and Petre Lameski

and pedestrians alike. Many of the established conservative methods to trajec-
tory planning are based on specific or handcrafted rules while ML-based systems
offer better generalization and scale rather well proportionally as the available
training data scales up and are thus are more capable at learning more complex
system behaviors [33]. Generalization put aside, these ML-based models on the
other hand, when scaled up, render many of the incorporated design elements re-
dundant as pointed out by [28] and are computationally inefficient and incapable
of coping with unfamiliar driving scenarios [33].

One approach as suggested by [33] is their SafePathNet which represents an
architectural design based on a DNN (Deep Neural network) which scales with
data and essentially models and predicts at the same time a vehicle’s possible
trajectories as well as future locations of other actors/agents in a given scene.
It then employs a MoE approach to select the best possible trajectory from
a given distribution of learned i.e. predicted trajectories. A different approach
as suggested by [28] is their StateTransformer-2 (STR2), ultimately based on
similar principles, but specifically benefiting from a ViT encoder ( Vision Trans-
former) and a MoE causal transformer backbone thus representing a scalable
and a decoder-only motion planner capable of modeling various driving rewards
by various experts at each layer. The authors point out that most bottlenecks in
systems such as motion planners happen as a result of trying to over-generalize
situations and environments which otherwise are very complex, unpredictable
and inconsistent such as the example we all can relate to, that in principle:
“human drivers might cross solid white lines while overtaking slow traffic ahead”
even if they’re not supposed to according to any kind of a rule-based mechanism.

Certain flaws in both approaches exist and the authors are very transparent
in exposing them. For example, as is in the case of the SafePathNet architecture,
it is not guaranteed that all predicted trajectories from a learned distribution
will be collision free. However, given that a collision is present and the so called
time-to-collision is high enough, the model is capable of finding an alternate -
collision-free trajectory in a subsequent re-planning cycle [33]. In the case of [28],
even though the planning performance of the STR2 is ranked by the authors as
superior, its inference performance is a different story and ultimately leads to
slower inference as the model scales up.

An interesting application of MoE in AVs is in Visual Odometry or more
specifically Visual-inertial Odometry (VO) i.e. determining the position and ori-
entation of a vehicle [22] in unknown or unseen environments. We have already
concluded that Localization and therefore VO as a subset of Localization much
like Perception, is one more of the main components of an AV’s technology stack.
Most of the practical applications of VO are monocular or stereo-centric whereas
SOTA AVs are equipped with multiple cameras, practically covering 360° field
of view (FOV). As the authors further elaborate, it is already established that
MoE-based techniques have successfully been deployed in various ML/CV tasks,
ranging from: 1-image classification, 2-object detection to 3- segmentation and
4-human pose estimation but that probably their novel MIXO (Mlxture of eX-
perts Odometry) approach is the first of its kind applied to a VO task in AVs,
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combining odometry outputs from multiple sources (when available) to provide
an optimal positional “vantage point” of the vehicle in any given driving scenario.

However, the precision that MIXO provides, comes at the cost of efficiency
the authors warn i.e. getting the best possible odometry results from multiple
sensors requires significantly more computational power thus putting the real-
time efficiency of such a system in jeopardy. Another downside of the MIXO
approach according to the authors [22] is that it essentially is a data-driven
approach, and as with every data-driven approach, it depends on a large dataset.
In fact, the bigger the dataset the better. Furthermore, all training is done in
supervised mode which is known not to generalize well.

Last but not least, the use of VLMs ( Vision Language Models) in autonomous
driving applications, which through Q&A interactions, perform (or aid to) sub-
tasks such as planning, prediction, perception and/or decision-making in a uni-
fied end-to-end model [7]. According to the authors of the study, such applica-
tions are not uncommon and already exist to some extent in AVs and in au-
tonomous driving in general with the potential to become the new norm when
it comes to how the Al agent in a car interacts with the driver.

The primary two components of any VLM are: 1-a vision encoder and 2-a
LLM for any text generation, which implies that deploying them in practice
would be computationally expensive. Furthermore, the majority of the known
VLMs the authors of the afore-referenced paper argue, are being trained on sin-
gle images (from monocular sources) but a modern vehicle today, with any sort
of AI implemented in it, comes equipped as already suggested - with multiple
cameras and this needs to be taken into a consideration in modern VLMs as well.
This is where MiniDrive steps in, which according to [7] does not try to be a uni-
fied, transformer-based model but rather one which is derived from an “efficient
backbone model” such as the UniRepLKNet and FE- MoE (Feature Engineering
MoE) plus a DI-Adapter (Dynamic Instruction Adapter) which process wisual
features in order to obtain wvisual tokens which then serve as input to the LLM,
which in turn generates natural language responses.

While the MiniDrive model addresses most of the challenges for an effective
deployment of VLMs in AVs (robotics too!), such as demonstrating performance
while still maintaining a real-time response, it certainly is not without any draw-
backs, one of them being hallucination issues as well as the lack of generalization
which the authors believe comes as a result of the limitations in the training set
and have called for more open efforts and public datasets to address the anoma-
lies in their model but we also would argue, for the sake of advancement of
science and technology in generall

6 Conclusion

The topic of Mizture of Experts (MoE) has been well researched in the past few
decades. It is still actively researched, as suggested by the sheer number of peer-
reviewed papers on the subject. However, the same cannot be argued about the
application of MoE to the domain of AVs (or autonomous driving, in general).
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Scouring the available literature in an attempt to identify reliable sources on
this very topic yielded comparatively less results than the more broader topic of
MoE. A similar argument applies to many of the points and topics presented in
Section 3. But as already argued, this was to be expected due to the commercial
aspect of AVs.

In conclusion, the review of the literature confirms that the MoE architectural
design is successfully being applied to AVs. This research suggests that MoE is
mostly used for subtasks within the domain of an AV’s Perception module (most
notably the papers on Multilevel MoE [8], MoE with ST Transformer [6], EMC2
[18]) but also the Motion Planning module (e.g. SafePathNet [33], STR2 [2§]
and LSTM network of MoE [15], [16], albeit the latter is more inline with a
subsequent AV module i.e. the Vehicle Control module, where the steering angle
of a vehicle is determined from its visual sensor feeds).

MoE has also been successfully implemented in another important compo-
nent of an AV’s technology stack - Localization (MIXO [22]). However, a pleasant
novelty that took the authors by surprise was the application of MoE in combi-
nation with LLMs in autonomous driving and robotic applications (MiniDrive
[7]). Tt is these types of innovative solutions that emphasize the importance and
the impact of academic research with the potential to push progress forward.
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Abstract. In this paper, we present a novel methodology for speaker
diarization utilizing a Machine Learning approach. Unlike conventional
methods that rely on manually crafted spectral features for speaker
embeddings, our method employs a pipeline of algorithms to enhance
speaker segmentation and clustering. Initially, we develop a batching al-
gorithm to serialize the dataset, followed by the implementation of a
multi-class classification model to estimate the number of speakers in an
audio file, which informs the subsequent segmentation stage. We then in-
troduce a voice activity detection (VAD) module to distinguish between
human speech and silence. To refine this process, a Gaussian Mixture
Model (GMM) ensures that only segments identified as human speech by
the VAD are processed further. Finally, we apply a clustering algorithm
to group speech segments by speaker, based on similarity criteria. Ex-
perimental results show a significant improvement in accuracy compared
to other well-known diarization techniques. The code implementation is
given at the following link *.

Keywords: Speaker Diarization - Machine Learning - Speaker Segmen-
tation - Voice Activity Detection - Gaussian Mixture Model

1 Introduction

Speaker diarization-the task of determining "who spoke when", is a key chal-
lenge in audio processing [1]. It aims to segment and label speech from multiple
speakers, especially in overlapping and acoustically diverse environments.

The field has evolved from manual labeling and basic acoustic features to
statistical models like HMMs and GMMs [9], with MFCCs becoming a stan-
dard feature set. Later, machine learning methods such as SVMs and i-vectors
enhanced speaker modeling [5], followed by techniques like beamforming and
clustering to handle overlapping speech [4][10].

! https://github.com/mDimitar /BC-GMM-Spearker-Diarization
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In recent years, deep learning approaches using CNNs, RNNs, and end-to-
end models have significantly improved diarization accuracy. Tools like Ope-
nATD’s Whisper and the Pyannote toolkit offer state-of-the-art pre-trained models
for voice activity detection and speaker embedding, achieving high performance
across domains.

Despite these advances, challenges persist-particularly with overlapping speech
and generalization to diverse audio conditions. Addressing these, we propose a
diarization system combining a binary classifier, GMM, and clustering to im-
prove segmentation, manage speaker variability, and organize speaker identities
more effectively.

The main contributions of this paper are as follows:

— A novel speaker diarization methodology that demonstrably outperforms
existing state-of-the-art techniques. The proposed approach is made publicly
available to facilitate reproducibility and further research.

— A curated evaluation dataset derived from publicly accessible audio sources,
intended to support standardized benchmarking and comparative analysis
of speaker diarization algorithms.

While the components used in our pipeline are established techniques, our
primary contribution lies in their systematic integration within a modular frame-
work optimized for efficiency and interpretability. We introduce a speaker count
estimation stage that directly parameterizes the downstream clustering algo-
rithm, streamlining the diarization process. This work aims to establish a strong,
reproducible baseline using classical machine learning, demonstrating that signif-
icant performance can be achieved without relying on computationally expensive
deep learning architectures.

2 Related Work

In addition to the methods discussed, recent advancements have explored end-to-
end neural diarization (EEND), where the entire diarization process is modeled
as a sequence labeling task, allowing for simultaneous speaker segmentation and
attribution. Other approaches rely on deep learning-based speaker embeddings,
such as d-vectors and x-vectors, which are subsequently processed using dimen-
sionality reduction techniques like PCA and clustered with algorithms such as
k-means or spectral clustering to delineate speaker turns.

Speaker Segmentation using Convolutional Neural Networks Speaker
segmentation performance can be improved by combining Convolutional Neural
Networks (CNNs) with acoustic features such as Mel-Frequency Cepstral Coeffi-
cients (MFCCs) and spectrograms, as demonstrated in [2]. These methods work
well in complex settings, such as call centers, where it is important to detect
when speakers change. Using these features helps CNNs better identify speaker
boundaries, even with little prior information. This approach has influenced our
work and is a key part of our speaker diarization system.
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Recurrent Neural Networks Recurrent Neural Networks (RNNs) have also
been widely used for speaker diarization because of their strength in handling
sequential data|3, 6]. RNNs can retain information over time, making them well-
suited for audio tasks where understanding context is important. Previous re-
search has shown that RNNs help improve speaker diarization by preserving the
temporal structure of speech. They perform well in continuous conversations by
accurately detecting speaker changes. In our work, we build on these approaches
by using RNNs to improve the system’s ability to track speaker boundaries in
real time, even in difficult acoustic conditions.

Spectral Clustering This method, presented in [13], addresses the challenge
of overlapping speech segments, a persistent issue in speaker diarization. By
leveraging spectral clustering, the approach improves the separation of speaker
segments, even in complex audio environments where multiple speakers may
overlap. Given an overlap detector and a speaker embeddings extractor, the pro-
posed method performs spectral clustering of segments informed by the output
of the overlap detector. This is achieved by transforming the discrete clustering
problem into a convex optimization problem which is solved by eigen decompo-
sition.

3 Methodology

In this section, we present the speaker diarization methodology designed to tackle
the intricate challenge of identifying and segmenting distinct speakers in audio
recordings. Our approach combines foundational signal processing techniques
with structured modeling to achieve accurate and organized diarization out-
comes.

We begin with a curated dataset consisting of approximately 12,000 audio
files, sampled from publicly available corpora such as LibriSpeech, AMI Corpus,
and VoxCeleb.The dataset encompasses a diverse range of speaking styles and
acoustic conditions. Crucially, this collection was curated to include segments of
both non-overlapping and overlapping speech, ensuring the model is evaluated
against realistic conversational dynamics. To manage the complexity and size
of this dataset, we implement a batching algorithm that serializes the data into
uniform structures suitable for downstream analysis. This preprocessing step en-
sures consistency in feature representation and facilitates efficient model training
and evaluation.

Feature extraction is then performed using Mel-frequency Cepstral Coefhi-
cients (MFCCs), which capture the most salient spectral characteristics of hu-
man speech. These features serve as the input to a Random Forest classification
model. The model is trained as a multi-class classifier where each class corre-
sponds to the number of distinct speakers present in an audio file, establishing
the basis for subsequent diarization steps.

Following this, a voice activity detection (VAD) module is employed to filter
out silent and non-speech intervals from the audio stream. By isolating only
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the relevant speech segments, VAD improves the overall efficiency and precision
of the diarization process, ensuring that downstream models operate on clean,
speaker-relevant data.

The next stage involves training a model to perform speech segmentation
based on the output of the VAD and classification stages. This model identifies
the temporal boundaries of speaker changes and prepares the segments for final
assignment. To further structure the data, a clustering algorithm is applied. This
step groups acoustically similar segments, ensuring that those originating from
the same speaker are aggregated together based on learned similarity criteria.

Collectively, this multi-stage pipeline, from data preparation to final clus-
tering, provides a systematic and effective approach for speaker diarization. By
integrating feature extraction, classification, segmentation, and clustering, our
methodology enables robust speaker attribution and structured audio represen-
tation, paving the way for accurate diarization in both controlled and dynamic
audio environments.

Methodology

El Dataset of ~12k

audio files
Train a binary classi- Do voice activity
- ’\../
fier for speech/non- — O detection on an input
speech segments audio file to detect the
number of speakers
Train a model for the .
_ Clustering
speech segmentation

process

Fig. 1. Pipeline of the proposed methodology combining Random Forest, GMM, and
Agglomerative Clustering.

Finally, we provide a pipeline where the output of one model (Random For-
est Classifier for predicting the number of speakers) feeds into the next stage
(segmentation using Gaussian Mixture Model) and final stage (clustering us-
ing Agglomerative Clustering Algorithm), effectively navigating the challenges
of audio segmentation and speaker identification, underscoring its potential to
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yield significant progress in this field. This multi-step approach ensures that each
phase builds upon the previous one’s output, enhancing overall accuracy and ro-
bustness. By combining classification, segmentation, and clustering techniques,
the methodology is well-equipped to handle diverse audio scenarios, including
overlapping speech and variable acoustic conditions. Ultimately, this integrated
pipeline provides a scalable framework that can be adapted and extended to vari-
ous real-world diarization applications. Future work could explore the integration
of deep learning models to further improve segmentation precision. Additionally,
ongoing evaluation on larger and more complex datasets will help validate and
refine the effectiveness of this approach. Furthermore, optimizing computational
efficiency will be critical for real-time applications. Collaborations with domain
experts may also facilitate the development of tailored solutions for specific use
cases.
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Speaker Diarization Pipeline

-

' ™\
Stage 3: Data Batching Stage 7: Agglomerative Clustering
Padding Truncation Speaker Identification
Sequence length nommalkzation ) Average linkage chistering
~

\ | \

Technical Specifications

Audio Processing: Perfermance:
» Sampling Rate: 16 kHz + Speaker Range: 1-10 speakers
= MFCC Features: 40 coefficienis = Accuracy: 70.35%
= Frame Rate: 50 Hz * Precision: 70.73%
- Segment Length: 3 seconds =~ Recall: 70.35%
= F1-Score: 70.36%
Machine Learning:
= Random Forest: 200 estimators VAD Formula:
« GMM: Diagonal covariance STE_threshold = 0.1 x (P97.5(X_ste} + 9 x P2.5(X_ste))
= Clustering: Average linkage where P represants the percentile function
= Feature Scaling: StandardScaler + L2 norm
Dataset:

» Controlled environment
+ Balanced speaker distribution
+ Multiple audio formats supported

Fig. 2. Pipeline of the proposed methodology combining Random Forest, GMM, and
Agglomerative Clustering.

3.1 Binary Classification Model

In order to train the binary classification model integral to our speaker diariza-
tion framework, a curated and balanced dataset is essential. This dataset encom-
passes a variety of audio recordings that feature speaker counts ranging from one
to ten. It is generated by sourcing audio samples from multiple origins, including
public domain datasets, recordings of conversations from meetings, and scripted
dialogues. This approach ensures that the dataset captures a wide array of speak-
ing styles and acoustic environments, thus enhancing its diversity. Each audio
sample undergoes careful annotation to accurately represent the number of dis-
tinct speakers, thereby ensuring precision in the dataset. Such a comprehensive
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dataset serves as a critical backbone for the model’s training process, equipping
it to generalize effectively in real-world applications of speaker diarization.

The batching process plays a crucial role in the effective training of models
for binary speaker classification. It begins with the careful extraction of Mel-
frequency Cepstral Coefficients (MFCCs) from audio files, which encapsulate
essential features of human speech. To maintain consistency throughout the
dataset, the audio features are adjusted to a predefined sequence length, ne-
cessitating the padding of shorter samples and truncation of longer ones. This
uniformity is vital for effective model training and evaluation.

Once the features are processed, the audio files are organized into batches.
Each batch contains a specified number of samples, forming a cohesive unit that
facilitates parallel processing and optimizes resource usage during training. This
structured approach not only addresses challenges related to audio variability but
also allows the model to focus on discerning patterns and relationships within
the data.

Such systematic organization streamlines data handling and enhances the
robustness and accuracy of the speaker counting model. By implementing this
batching strategy, the training process can adeptly manage the complexities
of real-world audio data, advancing the development of sophisticated speaker
classification technologies.

The core of our speaker diarization model is built around sophisticated Ran-
dom Forest Classifier, a powerful machine learning technique that embodies the
essence of decision tree ensembles. At its heart, the Random Forest thrives on
the concept of collective intelligence. Just as a diverse group of individuals may
make better decisions than a single person, a forest of decision trees, each trained
on different subsets of the data, converges to form a more accurate and resilient
prediction system. This ensemble approach creates an architecture where the
diversity of trees, trained on distinct random samples of audio features, allows
the model to capture the intricate patterns in speaker data with remarkable
precision.

We find Random Forest suited for this task due to its ability to navigate
the complexity of multidimensional data without overfitting. Each decision tree
in the forest works independently, exploring different combinations of input
features-effectively creating a "forest of decisions." This allows the model to cap-
ture the fine distinctions in the features of different speakers’ voices, ensuring
that subtle variations in speech patterns are accounted for in the classification
process. The randomness in the selection of features at each split in the tree
provides a safeguard against bias, ensuring that no single feature dominates the
learning process. Instead, the forest collectively learns an intricate representa-
tion of the input data, where each tree contributes to an overall understanding
that is richer and more holistic.

The process of speaker diarization itself, the ability to distinguish between
different speakers in an audio stream, poses significant challenges due to the nat-
ural variability in human voices. Random Forest, in this context, plays the role
of a wise decision-maker, sifting through the complexity of these vocal features.
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Voices, much like any naturally occurring phenomena, are not fixed. They fluctu-
ate, contain noise, and possess myriad individual traits that can be challenging to
interpret. Yet, Random Forest leverages this inherent variability, transforming it
into an advantage. By aggregating the decisions of multiple trees, each of which
learns from different angles, it crafts a well-rounded and insightful representation
of the speaker data.

Moreover, this architecture is designed to generalize across different kinds of
audio inputs, allowing the model to uncover hidden structures within the tempo-
ral dynamics of speech. When an audio segment is passed through this Random
Forest, the model intuitively deciphers and distinguishes between speakers by
considering the collective wisdom of the forest. As each decision tree processes
the features-pitch, timbre, frequency patterns, and crafts a unique decision path
that contributes to the forest’s collective decision.

In essence, Random Forest’s profound ability to understand the nuances of
speech is its greatest strength. It does not rely on a single interpretation or path
but on a democratic vote of many decisions. This characteristic makes it an ideal
model for handling the inherent ambiguity and complexity of speaker diariza-
tion. The ultimate result is a model capable of accurately estimating the number
of distinct speakers present within an audio segment. This output serves as a
gateway, guiding the next steps in the diarization process, where these initial
insights into speaker separation lay the foundation for further refinement and
understanding. Thus, Random Forest acts as more than just a classifier, it be-
comes a bridge between raw, complex audio data and a structured, interpretable
outcome, setting the stage for deeper exploration into the world of audio and
speech processing.

3.2 Diarization Model

The first stage of the diarization model involves transforming the raw audio
signal into a structured numerical format. This is accomplished by extracting
Mel-frequency Cepstral Coefficients (MFCCs), which are a standard feature rep-
resentation in speech processing. The MFCC extraction process is designed to
capture the most perceptually meaningful frequencies of the human vocal range,
effectively reducing the dimensionality of the raw audio by discarding irrele-
vant background noise and non-speech information. The resulting feature vec-
tors retain the essential characteristics of a speaker’s voice, providing a robust
foundation for the subsequent segmentation and clustering tasks.

Real-world audio recordings naturally vary in duration, resulting in MFCC
feature sequences of inconsistent lengths. Because machine learning models re-
quire inputs with fixed, uniform dimensions for effective batch processing, a stan-
dardization step is necessary. To achieve this, all MFCC sequences are brought
to a consistent, predefined length through either padding (adding zero-values to
shorter sequences) or truncating (cropping longer sequences). This critical pre-
processing step ensures that every input to the model is structurally identical,
enabling the algorithm to reliably learn patterns across the entire dataset.
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The central component of the diarization model is the Gaussian Mixture
Model (GMM), a probabilistic algorithm used for clustering audio segments
based on their acoustic features. The GMM represents the unique vocal char-
acteristics of each speaker as a distinct Gaussian distribution within a larger mix-
ture. During the training phase, the model employs the expectation-maximization
(EM) algorithm to iteratively refine the parameters of these distributions, align-
ing each one with a specific speaker cluster found in the audio data. This process
enables the model to probabilistically assign any given speech segment to the
most likely speaker, thereby creating a statistical map of the conversation.

To improve the model’s accuracy, non-speech elements such as silence and
background noise must be filtered from the audio. This is achieved using a Voice
Activity Detection (VAD) module [7], which preprocesses the audio stream to
isolate segments containing human speech. Our system utilizes an energy-based
VAD, where the threshold for distinguishing speech from non-speech is calculated
using the short-term energy of the signal, as defined in Eq.1:

STEthreshold =0.1x (P97.5(Xste) +9 x P2.5(Xste)) (1)

where P represents the percentile function.

After the GMM is trained on the filtered speech segments, it performs the
prediction task. For each new audio segment, the model computes the likelihood
that it belongs to each of the Gaussian components, where each component rep-
resents a different speaker. This process generates a probability distribution for
each segment across all potential speaker identities. These probabilistic assign-
ments provide the foundational data for the subsequent clustering stage, which
groups the segments into coherent speaker timelines.

The final stage of the pipeline organizes the audio segments into coherent
speaker timelines using Agglomerative Clustering. This hierarchical clustering
method operates in a bottom-up fashion, initially treating each speech segment
as an individual cluster. The algorithm then iteratively merges the most acousti-
cally similar clusters, using the probabilistic outputs from the GMM as a similar-
ity metric. This merging process continues until the number of clusters matches
the number of speakers estimated in the initial classification stage, resulting in
a complete segmentation of the audio.

Upon completion of the segmentation, the results are stored in a structured
format. This output file serves as a temporal map of the conversation, specifying
the precise start and end times for each identified speech segment, along with
the final speaker label assigned by the clustering algorithm.

In summary, the diarization model integrates a sequence of feature extrac-
tion, probabilistic modeling, and clustering techniques. This multi-stage process
is designed to achieve the primary goal of accurately assigning each speech seg-
ment to the appropriate individual, transforming a complex audio stream into a
structured and interpretable output.
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4 Evaluation and Results

The evaluation of our proposed speaker diarization framework was conducted
in two stages: first, assessing the performance of the binary classification model
used for speaker count estimation; and second, benchmarking the full diarization
pipeline against several established models in the field.

4.1 Binary Classification Performance

The evaluation metrics for the binary classification model are summarized in
Table 1. The model achieved an accuracy of 0.7035, indicating a moderate level
of correctness in its predictions across the dataset. The precision score of 0.7073
reflects the model’s ability to correctly identify true positive instances among all
positive predictions, suggesting a reliable detection of speakers.

The recall score, also at 0.7035, highlights the model’s capacity to identify
all relevant instances within the audio recordings, showcasing its effectiveness
in recognizing actual speakers present in the audio segments. The F1 score,
calculated at 0.7036, represents a balanced measure of precision and recall, re-
inforcing the model’s competency in achieving a harmonious trade-off between
the two metrics.

While these metrics indicate satisfactory performance, they also point to po-
tential areas for improvement. The reliance on a balanced dataset may limit the
model’s adaptability to varied real-world scenarios, particularly those involving
uneven speaker distributions or complex audio environments. Addressing these
limitations could enhance the model’s robustness and accuracy in practical ap-
plications.

Table 1. Evaluation Metrics for the Binary Classification Model

Metric |Value
Accuracy|0.7035
Precision|0.7073

Recall [0.7035
F1 Score|0.7036

4.2 Diarization System Comparison

To further evaluate the overall effectiveness of our diarization framework, we
benchmarked its performance against three well-established models: VBx, iVector-
based diarization, and xVector with Probabilistic Linear Discriminant Analysis
(PLDA). These models were selected due to their representative roles in the

74



ICT Innovations 2025 Conference Web Proceedings

Speaker Diarization in Speech Audio Using ML Techniques 11

evolution of diarization techniques, ranging from classical to contemporary deep
embedding-based methods.

The VBx model, known for its Bayesian clustering of speaker embeddings,
demonstrated limited effectiveness in our test environment. It achieved an accu-
racy of 0.5287, with a F1-score of 0.3676, precision of 0.4323, and recall of 0.3587.
These results indicate its difficulty in generalizing to diverse speaker distribu-
tions, particularly under acoustic variability or ambiguous segment boundaries.
While VBx is often valued for its probabilistic interpretability, our findings sug-
gest it may underperform in scenarios that deviate from its training assumptions.

The iVector approach, a classical method in speaker diarization, offered im-
provements over VBx by achieving an accuracy of 0.5854. The macro precision,
recall, and Fl-score were 0.2348, 0.3071, and 0.2602, respectively. Despite its
historical significance in speaker representation, its linear projection-based ar-
chitecture limits its expressiveness in modeling complex, high-dimensional data.

The xVector+PLDA model, incorporating deep speaker embeddings and dis-
criminative scoring, yielded an accuracy of 0.5512, macro precision of 0.5421,
recall of 0.5856, and an Fl-score of 0.5555. While it benefited from modern
neural architectures and robust embeddings, it still fell short of surpassing our
proposed system, emphasizing that embedding quality alone is insufficient with-
out precise segmentation and clustering.

In contrast, our hybrid pipeline-comprising a Random Forest classifier for
speaker count estimation, Gaussian Mixture Models for segmentation, and Ag-
glomerative Clustering for final grouping-outperformed all baseline models across
every metric. With an accuracy of 0.7035 and a balanced F1-score of 0.7036, our
system demonstrated a clear advantage not only over VBx and iVector models
but also over the more advanced xVector+PLDA architecture. These compara-
tive results are presented in Table 2.

Table 2. Comparison of Diarization Model Performance

Model Accuracy|Precision (Macro)|Recall (Macro)|F1-Score (Macro)
VBx 0.5287 0.3676 0.4323 0.3587
iVector 0.5854 0.2348 0.3071 0.2602
xVector + PLDA| 0.5122 0.4063 0.2762 0.2946
Our approach 0.7035 0.7073 0.7035 0.7036

These findings reinforce the efficacy of our integrated approach, where tradi-
tional machine learning techniques are leveraged within a structured diarization
pipeline. By combining robust feature engineering with probabilistic modeling
and hierarchical clustering, our architecture achieves a superior balance between
computational efficiency, accuracy, and generalizability-thus setting a new base-
line for diarization performance in structured and variable acoustic environ-
ments.
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5 Conclusion

In this work, we introduced a novel speaker diarization framework that inte-
grates a Random Forest classifier for speaker count estimation, Gaussian Mix-
ture Models (GMMs) for temporal segmentation, and Agglomerative Clustering
for organizing speaker segments. Unlike many conventional approaches, our sys-
tem effectively combines classical machine learning techniques with structured
audio preprocessing to deliver accurate and interpretable diarization results.

A key contribution of our methodology lies in the modular pipeline design,
where each stage is carefully optimized for both performance and computa-
tional efficiency. The approach used for estimating speaker count, coupled with
the probabilistic modeling of GMMs and a structured clustering strategy, en-
ables robust diarization even in moderately complex audio environments that
include overlapping speech. Our evaluation results demonstrate that this sys-
tem consistently outperforms established baselines such as VBx, iVector, and
xVector+PLDA, validating the strength and real-world applicability of our ar-
chitecture.

The true advantage of our framework, however, lies in its architectural philos-
ophy, which prioritizes interpretability, efficiency, and modularity over the com-
plexity of other modern methods. In an era trending toward resource-intensive,
"black box" models, our approach offers a transparent and lightweight alterna-
tive. Each component is individually understandable, allowing for easier adap-
tation and making the system exceptionally well-suited for deployment in real-
world environments where computational resources may be constrained. By pro-
viding this robust and accessible solution, our work proves that strategic, clas-
sical design delivers a powerful and practical advantage for speaker diarization
tasks.
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Abstract. This study explores the impact of blockchain on startups,
focusing on its influence on business models, operations, and financial
strategies. It examines the benefits and challenges of blockchain adoption
and analyzes real-world examples of success and failure. In addition, it
provides information on the blockchain landscape in Macedonia. The
study offers valuable guidance for start-ups, investors, and policy makers
who are navigating this evolving ecosystem.

Keywords: blockchain, finance, start-up, Macedonia.

1 Introduction

Blockchain’s influence spans across multiple sectors, but the most affected are
finance, supply chain, and asset management. In finance, startups are pioneer-
ing decentralized finance (DeFi) solutions, democratizing access to capital and
challenging traditional financial intermediaries. In supply chain management,
blockchain improves traceability and transparency, addressing issues such as
fraud and inefficiency. The tokenization of assets has enabled new markets for
fractional ownership.

Traditional business models, operational processes, and market dynamics are
being reshaped by blockchain with the usage of decentralized, secure, and trans-
parent digital solutions. Startups, known for their agility and innovation, have
been at the forefront of adopting blockchain to disrupt established industries,
reduce costs, and build trust with stakeholders.

However, adoption of blockchains is not without challenges. Startups face reg-
ulatory uncertainty and scalability issues. The complexity of integrating blockchain
into existing systems is an issue. Security vulnerabilities in smart contracts and
decentralized applications also pose huge risks. Despite these risks, blockchain’s
potential to drive innovation, improve efficiency, and create new value proposi-
tions remains significant.

This study explores how blockchain technology is transforming startups, fo-
cusing on its impact on business models, operations, and financial strategies.

79


https://finki.ukim.mk/

ICT Innovations 2025 Conference Web Proceedings

2 N. Todorovikj and S. Janeska Sarkanjac

The introduction provides an overview of blockchain’s transformative im-
pact on key sectors such as finance, supply chain, and asset management, in-
troduces core concepts like decentralized finance (DeFi), decentralized applica-
tions (dApps), smart contracts, DAOs, launchpads, and whitepapers, and sets
the foundation for the study by outlining how blockchain reshapes startup in-
novation, business models, and investment strategies while also acknowledging
the risks and challenges that come with its adoption. Chapter 2 examines how
blockchain technology reshapes market dynamics by reducing entry barriers,
increasing transparency and global accessibility, enabling new business models
and faster innovation, while also highlighting key challenges such as regulatory
uncertainty, technical complexity, and talent shortages that startups must over-
come. In Chapter 3, it is explained how blockchain-based launchpads support
early-stage startup investments by providing decentralized platforms that con-
nect startups with a global pool of investors, streamline fundraising through
smart contracts, and increase transparency, while also highlighting the chal-
lenges related to regulation and the importance of thorough project vetting.
Chapter 4 outlines innovative business models enabled by blockchain—such
as token economies, NFTs, DAOs, and Blockchain-as-a-Service—which rede-
fine value creation by promoting decentralization, peer-to-peer interaction, and
transparent governance. Chapter 5 outlines the key architectural, managerial,
and developmental differences between decentralized applications (dApps) and
traditional applications, emphasizing how decentralization affects control, cost,
user experience, and governance throughout the application lifecycle. Chapter 6
highlights successful blockchain implementations across industries—such as Bi-
nance, OpenSea, IBM, Walmart, and De Beers—demonstrating how blockchain
enhances transparency, trust, and efficiency through innovation and strategic
collaboration. Despite blockchain’s transparency and decentralization, chapter 7
illustrates its vulnerability to scams and hacks—including ICO frauds, phishing
attacks, and high-profile breaches—emphasizing the need for security, regulation,
and user awareness. Chapter 8 explores the growing interest and involvement in
blockchain within North Macedonia, showcasing local initiatives, earning meth-
ods, and challenges, while emphasizing the untapped potential for innovation
and global impact. At the end, the conclusion reflects on blockchain’s transfor-
mative potential for startups and enterprises, acknowledging both its disruptive
advantages and ongoing challenges, and underscores the importance of regula-
tion, collaboration, and continuous improvement for sustainable success.

1.1 Blockchain

Blockchain is a decentralized digital system that enables decentralized, secure,
transparent, and immutable data across a network of computers. The decentral-
ized nature of the blockchain ensures that no single entity has full control of
the system. At its core, blockchain consists of a chain of blocks, each contain-
ing a set of transactions or data. These blocks are cryptographically linked in
chronological order, forming a continuous ”chain” of information. Once a block
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is added to the chain, altering or deleting its content becomes nearly impossi-
ble without changing all subsequent blocks, a task that would require majority
consensus from the network. This immutability is one of the key features that
make blockchain highly secure and trustworthy for sensitive transactions. [1] [2]

1.2 Decentralized Finance (DeFi)

Decentralized Finance (DeFi) uses blockchain technology to create a transparent
and decentralized financial system. Decentralized Finances offer services such as
lending, borrowing, trading, and investing. DeFi aims to provide an alternative
to traditional financial systems, which are often centralized and controlled by
governments, banks, and other financial institutions. The key features of DeFi
are accessibility for anyone with an internet connection, lower fees by eliminat-
ing intermediaries, transparency through publicly recorded transactions on the
blockchain, user autonomy over funds, and high programmability, enabling rapid
innovation of new financial products.

Besides the numerous advantages, DeFi brings significant risks and chal-
lenges. Vulnerabilities in smart contracts can lead to hacking and can cause loss
of funds, the lack of regulatory control is another disadvantage. Furthermore,
price volatility of cryptocurrencies, issues of liquidity also pose barriers to adop-
tion. [3]

1.3 Decentralized applications(dApps)

Decentralized applications(d Apps) are software applications that run on blockchain
networks instead of a centralized server. Key features of dApps include decen-
tralization, open-source code, autonomy through smart contracts, token-based
economies, transparency, and enhanced security through advanced cryptogra-
phy. Despite their advantages, dApps face challenges such as scalability issues,
slower transaction speeds during high demand, risk of the smart contracts’ vul-
nerability, and less user-friendly interfaces compared to traditional apps. [4]

1.4 Smart Contracts

Smart contracts are self-executing pieces of code that automate transactions and
enforce predefined conditions without intermediaries. They are executed when
called and when the specified conditions are met, running on blockchain networks
like Ethereum. Written in programming languages such as Solidity, Rust, and
Python, smart contracts are immutable, transparent, and publicly accessible
once deployed. Their key features include automatic execution, trust, and the
elimination of intermediaries, making them ideal for decentralized applications.
However, their immutability can also pose risks if errors exist in the code, as
they cannot be easily modified once deployed. [5][29]
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1.5 Decentralized Autonomous Organizations (DAOs)

Decentralized Autonomous Organizations (DAQOs) are blockchain-based organi-

zations that operate without centralized control. They enable distributed decision-
making through member voting. Membership and voting rights are tied to own-

ership of governance tokens. The decisions made by the voting mechanism are

implemented automatically via smart contracts. DAOs emphasize transparency,

as all voting outcomes are recorded on the blockchain, and autonomy, as they

eliminate the need for traditional hierarchical management. One of the challenges

DAOs are facing is becoming a centralized organization when someone owns a

lot of governance tokens. Different ways to weight a vote are used to prevent a

single entity to gain control of the organization. [6][24][27]

1.6 Launchpads

Launchpads are platforms which help projects raise funds, and allow investors
to invest in blockchain projects in early stages. The process involves 3 steps:
project selection, raising funds and token distribution. [7]

1.7 Whitepaper

Whitepaper is a document that describes a project in detail. It is crucial for in-
vestors, as it provides insight into the idea, implementation, and economic model
of the project, helping them make informed decisions about whether to invest.
The whitepaper is a document that Launchpads takes into consideration during
the process of project selection. The general structure of a whitepaper includes:
project overview, technical details, market analysis and economic strategy. [8]

2 The impact of blockchain technology on market
dynamics

Blockchain technology has significantly transformed market dynamics by low-
ering entry barriers for startups and smaller businesses[9]. Traditionally, new
companies had to rely on intermediaries such as banks, legal advisors, and plat-
form providers to conduct transactions, verify identities, or manage contracts.
These intermediaries not only added cost but also introduced delays and friction
into operations. With blockchain, many of these functions can be automated
or decentralized, which directly reduces fees and operational overhead. This re-
duction in dependency on third parties levels the playing field, allowing smaller
players to compete in markets previously dominated by large corporations. The
result is a more competitive environment that encourages innovation and fresh
ideas.

One of blockchain’s most powerful contributions to business is the increase
in transparency and trust. Transactions recorded on a blockchain are stored on a
public, immutable ledger that is visible to all participants. This allows businesses,
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especially startups that may lack a long-standing reputation, to demonstrate
integrity and reliability through verifiable data. In sectors where trust is a critical
barrier to customer adoption—such as finance, healthcare, or supply chain—this
transparency becomes a key competitive advantage. Customers and partners can
independently verify claims, reducing the need for blind trust and increasing
confidence in new market entrants.

Moreover, blockchain paves the way for novel business models that were
not feasible with traditional systems. The introduction of smart contracts—self-
executing agreements coded onto the blockchain—allows startups to automate
processes that once required expensive legal or administrative oversight. This
automation can drastically cut costs and open new revenue channels. Startups
can now explore opportunities in decentralized finance (DeF1i), develop decen-
tralized applications (DApps), or build platforms based on non-fungible tokens
(NFTs). These innovations not only differentiate them from legacy businesses
but also place them at the forefront of entirely new digital economies.

Another key advantage of blockchain is its inherently global nature, which
makes it easier for startups to enter international markets. Traditional cross-
border transactions often involve high currency conversion costs, compliance
with multiple legal systems, and delays in payment processing. Blockchain-based
solutions, particularly those using cryptocurrencies, eliminate many of these ob-
stacles. Payments become faster and more cost-effective, while smart contracts
simplify international agreements by reducing the need for complex legal nego-
tiation. For startups looking to scale quickly across borders, blockchain provides
an efficient, unified framework.

The technology also accelerates the pace of innovation by reducing devel-
opment costs and simplifying access to capital. Blockchain projects can often
raise funding through decentralized methods such as token sales or Initial Coin
Offerings (ICOs), connecting directly with a global investor base. This easier ac-
cess to resources and a faster feedback loop for testing and deploying solutions
means that products can be brought to market more rapidly. As more players
enter the space with new ideas, this accelerates the overall speed of technological
advancement across industries.

However, despite these numerous benefits, blockchain also presents significant
challenges for startups. Navigating regulatory uncertainty remains one of the
biggest hurdles. The legal frameworks surrounding blockchain are still evolving,
and companies often operate in a grey area that can expose them to risk. Addi-
tionally, many blockchain-based applications suffer from a lack of user-friendly
interfaces, which can limit adoption among non-technical users. Finding skilled
developers who understand the intricacies of blockchain architecture and smart
contract development is another barrier, as demand for such talent far exceeds
supply. These challenges require careful strategy, investment, and adaptability
from startups aiming to thrive in the blockchain space.
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3 The Role of Blockchain-Based Launchpads and
Fundraising Methods Compared to Traditional
Approaches

Blockchain-based launchpads[10] have emerged as transformative platforms that
facilitate early-stage startup financing by connecting projects directly with in-
vestors through the issuance of digital tokens. These decentralized interme-
diaries utilize smart contracts to automate and streamline fundraising, elim-
inating traditional financial middlemen such as banks or venture capitalists.
This model accelerates access to capital, increases liquidity, and enhances trans-
parency through the inherent traceability of blockchain transactions.

A major advantage of blockchain launchpads is their ability to democra-
tize investment opportunities. Unlike conventional fundraising methods, which
often restrict access to institutional investors and require startups to surren-
der equity or control, blockchain launchpads allow a broad and global range
of investors—both individual and institutional—to participate without diluting
ownership. This inclusive approach, combined with the global reach and de-
centralized nature of blockchain, offers startups faster and more flexible scaling
options.

However, this innovative model is not without risks. The decentralized and
often lightly regulated environment can expose investors to fraudulent schemes,
particularly because many startups are at nascent stages with uncertain via-
bility. To mitigate these risks, reputable launchpads enforce stringent vetting
processes. Startups typically submit comprehensive documentation—including
whitepapers, business plans, and technical evaluations—while launchpad teams
scrutinize project feasibility and the credentials of founding teams. This filter-
ing process helps build trust and protect investor interests, ensuring that only
credible projects gain access to funding.

In comparison to traditional financing methods such as venture capital and
bank loans, blockchain fundraising[11] mechanisms—primarily Initial Coin Of-
ferings (ICOs)[?] and Initial Dex Offerings (IDOs)—present several distinctive
differences. Traditional fundraising demands rigorous administrative compliance,
including detailed business plans, financial audits, and often ceding partial own-
ership or control. Conversely, ICOs and IDOs emphasize transparent documen-
tation like whitepapers and team verifications, with fewer bureaucratic hurdles,
though requirements vary by platform.

Financial grants also differ between these models. Traditional grants are often
geographically restricted and recouped through taxes or job creation commit-
ments, while blockchain projects can access geographically unrestricted grants,
repaid via platform usage fees (e.g., gas fees). Additionally, blockchain fundrais-
ing eliminates intermediaries, reducing pre-investment costs and simplifying the
capital-raising process.

Another key distinction lies in investor access: traditional methods tend to
be constrained by local regulations and geography, whereas blockchain methods
facilitate global participation. Post-investment, conventional investors often im-
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pose strict financial or ownership terms, while blockchain projects can customize
terms using smart contracts, offering greater flexibility yet maintaining investor
protections.

Despite these advantages, blockchain fundraising carries heightened risks
from regulatory ambiguity and fraud potential. Traditional routes, though slower
and more costly, typically offer safer, more regulated environments. As blockchain
technology and regulatory frameworks mature, these new fundraising avenues
are expected to evolve, addressing current limitations and further disrupting the
investment landscape.

Overall, blockchain launchpads and ICO/IDO fundraising represent inno-
vative, efficient, and more inclusive alternatives to traditional startup financ-
ing. They provide critical early-stage capital access and empower startups with
greater autonomy and global investor reach. While challenges persist—particularly
around regulation, security, and project evaluation—the growing adoption of
blockchain-based mechanisms signals a significant shift in entrepreneurial fi-
nance, promising enhanced transparency, accessibility, and efficiency in startup
capital formation.[23]

4 New business models emerging from Blockchain

Blockchain technology enables startups to create innovative services and prod-
ucts, leading to new business models that redefine value creation. Some notable
models include:

1. Token Economies: Using tokens as access keys to services or as loyalty
rewards for users.

2. Peer-to-Peer Transactions: Enabling direct transactions between users,
eliminating intermediaries and reducing costs.

3. Transparent Supply Chains: Taking advantage of blockchain’s immutabil-
ity to track products at every stage, ensuring trust and identifying inefficien-
cies.

4. NFTs (Non-Fungible Tokens): Representing ownership of unique digital
or physical assets, such as art, music, or real estate, enabling new markets
for digital ownership.

5. Blockchain-as-a-Service (BaaS): Offering blockchain-based solutions like
smart contracts and data management to corporations without requiring
them to build their own platforms.

6. Decentralized Autonomous Organizations (DAOs): Enabling community-

driven decision-making and management through decentralized protocols,
enhancing transparency and democratizing governance.[24][27]

5 Management and Development of Decentralized
Applications (dApps) vs. Traditional Applications

Decentralized applications (dApps) differ fundamentally from traditional ap-
plications in both management and development due to their underlying ar-
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chitectures and governance models. Recognizing these differences is essential for
developers, investors, and users engaging with emerging blockchain technologies.

5.1 Architectural and Management Differences

At the core, dApps operate on decentralized blockchain networks without a
central controlling authority, while traditional applications follow a centralized
client-server architecture. This decentralization enables dApps to offer immutable
data storage and resistance to censorship by distributing data across a blockchain.
In contrast, traditional applications rely on centralized databases controlled by
specific organizations, which allow for more flexible data management.

These architectural distinctions extend to data handling and user experience.
dApps maintain data on immutable ledgers, significantly limiting unauthorized
changes but complicating updates. Traditional applications benefit from flexible
centralized databases that enable quicker data modification and retrieval. The
user interface of dApps often demands familiarity with blockchain concepts,
posing usability challenges, whereas traditional apps tend to feature intuitive
designs familiar to most users.

Maintenance and resource considerations further distinguish the two. dApps
incur higher operational costs due to blockchain transaction fees (gas) and a
smaller pool of blockchain developers. Traditional applications enjoy lower oper-
ational costs supported by a larger developer community. Monetization strategies
also diverge: dApps typically implement token-based internal economies to in-
centivize user engagement, whereas traditional apps often rely on subscriptions,
advertising, or direct payments.

Control and governance represent another key difference. dApps use decen-
tralized, token-holder voting mechanisms to govern the application, fostering
transparency but often slowing decision-making and updates. Traditional apps
benefit from centralized management, which allows rapid iterations and more
direct responses to user needs or security concerns.

5.2 Development Process Comparison

Despite these contrasts in management, the development lifecycle of dApps and
traditional applications share common phases such as idea conception, market
validation, technology selection, and team assembly. Both types begin with iden-
tifying a problem or opportunity and validating it through market research.

However, developing dApps poses unique challenges. Building a competent
development team can be more difficult due to the niche expertise required,
although token-based compensation sometimes aligns incentives with project
success. Legal considerations also differ: dApps often choose blockchain-friendly
jurisdictions, while traditional apps tend to comply with regulations based on
their primary market locations.

Marketing strategies vary considerably. Traditional applications typically em-
ploy established advertising methods such as social media campaigns and paid
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ads. In contrast, dApps rely heavily on community-driven marketing efforts
through decentralized networks, forums, and social channels to foster engage-
ment and trust.

Fundraising methods illustrate a further distinction. Traditional startups of-
ten secure funding via venture capital, bank loans, or crowdfunding, while dApps
leverage blockchain-specific mechanisms like Initial Coin Offerings (ICOs), Ini-
tial Dex Offerings (IDOs), or direct token sales. These blockchain fundraising
approaches enable global investor access without intermediaries.

Testing procedures also differ in emphasis. dApps require extensive smart
contract auditing and testing on blockchain testnets to ensure security and pre-
vent exploits, while traditional apps focus on usability, performance, and bug
resolution within controlled environments.

The launch process for dApps involves deploying immutable code to the
blockchain and fostering active community participation in governance and on-
going development. Traditional apps typically launch on centralized platforms
such as app stores or web portals, with the development team maintaining con-
trol over updates and support.

Maintenance and upgrades highlight the governance trade-offs between the
two models. Updating dApps demands community consensus, which can slow
the process but enhances transparency and decentralization. Traditional apps
enjoy faster update cycles due to centralized control, enabling rapid bug fixes
and feature enhancements.

By examining these distinctions in architecture, governance, development,
and deployment, the unique challenges and opportunities presented by decen-
tralized applications become clear. These differences influence how teams ap-
proach building and maintaining applications in both blockchain and traditional
environments, shaping the future of software development across industries.

6 Examples of Successful Blockchain Implementations

Blockchain technology has been successfully implemented across various indus-
tries, offering transparency, efficiency, and trust. Some notable examples of com-
panies leveraging blockchain’s advantages are:

— Binance: one of the largest cryptocurrency exchanges, has revolutionized
the financial sector by offering services like token launches, staking, and au-
tomated trading. It introduced Binance Pay, enabling peer-to-peer payments
and POS transactions, and partnered with Mastercard and Visa for crypto
debit cards. Despite regulatory challenges, Binance’s innovative approach
and strong marketing have made it a leader in the crypto space. [12]

— OpenSea: is a leading marketplace for non-fungible tokens (NFTs), en-
abling users to buy, sell, and trade digital art and collectibles. Its support
for multiple blockchain networks, user-friendly interface, and strong commu-
nity engagement have made it a dominant player in the NFT space. [13]
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— IBM: has integrated blockchain into its enterprise solutions through the
IBM Blockchain Platform, built on Hyperledger Fabric. It has partnered
with companies like Walmart to improve supply chain transparency and
efficiency, particularly in the food and pharmaceutical industries.[14]

— Walmart: uses blockchain to track its food supply chain, ensuring trans-
parency and safety. By collaborating with IBM, Walmart can quickly trace
the origin of products, reducing the risk of contamination and enhancing
consumer trust. [15]

— De Beers Group: De Beers developed Tracr, a blockchain-based platform
to track the journey of diamonds from mine to market. This ensures ethical
sourcing and builds consumer confidence by providing transparency about a
diamond’s origin. [16]

Successful blockchain implementations share common characteristics: identi-
fying market needs, building expert teams, networking and collaboration, rein-
vestment and innovation.

These examples demonstrate how blockchain can transform industries by
enhancing transparency, efficiency, and trust, while also highlighting the impor-
tance of innovation and collaboration in achieving success.

7 Scams and Fraud formed on Blockchain Technology

While blockchain offers transparency, decentralization, and efficiency, it is not
immune to scams and fraudulent activities.
Common Types of Blockchain Scams [17]:

— ICO Scams: fake projects raise funds through Initial Coin Offerings (ICOs)
and disappear after collecting investment.

— Pump and Dump Schemes: scammers create worthless tokens known
as meme coins, artificially inflate their value, and then sell their holdings,
leaving investors with worthless assets.

— Phishing Attacks: fraudsters create fake websites or apps mimicking legit-
imate platforms to steal users’ private keys and funds.

— Fake Recovery Services: after the scam is finished, another round is of-
fering a recovery service, so the users get tricked again.

Examples of some notable blockchain scams and hacks:

— The DAO Hack (2016): The DAO is a decentralized autonomous orga-
nization on Etherium. The idea of the project was to allow token holders
to vote on funds allocation, and later get dividends as profits. The project
raised 150 million U.S. dollars, but due to a vulnerability in the smart con-
tract a hacker was able to steal 3.6 million ETH tokens. The vulnerability
was that for a while the state of the wallet of the user was not updated when
he pulls his funds, so the hacker was able to make lots of recursive calls and
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get funds that he did not own. Due to this situation the Etherium organiza-
tion is split in two parts Etherium, who reset the network data to the state
before the attack and Etherium Classic who kept the policy of immutability.
[18]

Poly Network hack (2021): The Poly Network project’s idea was to en-
able decentralized cross-chain transfers using smart contracts. However, a
hacker exploited a vulnerability in the smart contract validation process, di-
verting approximately 610 million U.S. dollars to their wallet. Poly Network
stopped operations to prevent further damages, they also appealed to the
hacker, who eventually returned the funds, claiming to be an ”ethical hacker”
exposing security flaws. Although the vulnerability was fixed, the incident
raised concerns about trust and security in blockchain systems, highlighting
the risks of smart contract exploits. [19]

Centra tech: founded by Raymond Trapani and Sohrab Sharma, was a
fraudulent cryptocurrency project that copied TenX’s (Company from Sin-
gapore) idea to create a crypto debit card. The duo fabricated a fake CEO,
Michael Edwards, and falsely claimed partnerships with Visa and Master-
card to attract investors. The team reinvested the funds gained in marketing
by paying famous people like DJ Khaled and Floyd Mayweather, to make
fake commercials about a card that never existed. At the moment of arrest-
ing the founders more then 490 million U.S. dollars were seized. The first
developers that worked on this project were developers from Macedonia, who
ended up working without compensation. After the investigation Raymond
was released without a single day in jail due to cooperation, while Sohrab
was sentenced because he started another scam. [20]

Blockchain in Macedonia

Blockchain technology is a growing topic of discussion in North Macedonia, with
interest varying across professions and age groups. While professionals often dis-
cuss innovations and successful blockchain projects, older or non-expert individu-
als tend to focus on cryptocurrency values and trading. Several blockchain-based
earning opportunities are gaining traction:

Trading Cryptocurrencies and Tokens: buying low and selling high
remains the most popular method, though skepticism persists due to past
scams.

Market Analysis and Financial Advice: experts share insights on social
media, offering free advice to attract clients and then charging for personal-
ized consultations. However, not all advisors are genuine experts.

Project Development: companies like Nord Cipher and Codelt in North
Macedonia specialize in blockchain-based project development, often collab-
orating with clients to bring ideas to life.

Consulting Services: freelancers or consultants contribute to blockchain
projects, sometimes accepting payment in tokens, hoping their value will
increase over time.
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— Innovators: Visionaries who identify market gaps and create blockchain-
based solutions. While no Macedonian project has achieved global success
yet, there are some initiatives.

Notable Macedonian Blockchain Projects

— Battle for Giostone: is a blockchain-based game developed by a Mace-
donian team, where players earn tokens by competing. Despite raising 1.3
million U.S. dollars, the project eventually went bankrupt, but it remains an
encouraging example of local innovation. [21]

— AlphaNeuralAl: is a platform for selling AT models and datasets, powered
by blockchain. Initially developed by a Macedonian team, the project has
secured funding and partnerships, though collaboration with the local team
has since ended. [22]

These examples highlight the potential for blockchain innovation in Macedo-
nia, despite challenges and setbacks.

9 Conclusion

Blockchain technology, as an innovative and transformative force, offers new op-
portunities for startups and companies but also brings significant challenges.
With its characteristics such as transparency, decentralization, data immutabil-
ity, and the ability to conduct transactions without intermediaries, blockchain is
redefining the digital economy. These features enhance user trust, enable global
investment, and introduce new management models. However, the technology is
not without its flaws: regulatory uncertainty, complex user interfaces, scalability
issues, energy efficiency, and limited interoperability with real-world data remain
barriers to widespread adoption.

To address these issues, blockchains are constantly improving their platforms.
Recent significant updates include the usage of Zero-Knowledge proofs (ZK) and
STARKS that allow transactions or computations to be verified without reveal-
ing sensitive information, improving privacy and efficiency.[25][26] Furthermore
Layer-2 (L2) and Layer-3 (L3) rollups enable grouping many transactions off
the main chain and submitting a single proof back. ZK, STARKSs, Layer-2 and
Layer-3 enable off-chain processing while maintaining on-chain security, help-
ing blockchains handle more complex applications, while lowering gas fees and
increasing speed. Additionally, oracles enable smart contracts to interact with
real-world data, bridging the gap between off-chain information—such as market
prices, weather data, or shipment tracking—and on-chain execution[28]. By using
decentralized oracles, blockchains can access reliable external information while
maintaining trustless and secure operations. In order to improve the platform,
Ethereum uses Ethereum Improvement Proposals (EIPs), which are standard-
ized upgrades to enhance network functionality and user experience.

Startups, thanks to their flexibility and ability to experiment, have a unique
opportunity to leverage blockchain’s advantages and develop innovative solu-
tions. On the other hand, established companies can integrate the technology to
improve their processes or create new products.
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For the successful future of blockchain projects, it is necessary to improve

the regulatory framework, develop simpler and more intuitive interfaces, increase
the efficiency and scalability of the technology, and create solutions that inte-
grate with existing systems. The key to the success of any project, regardless
of the technology, lies in a solid idea, a dedicated team, hard work, rapid adap-
tation, networking and collaboration, effective marketing, and reinvestment in
continuous improvement.
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Abstract. As Industry 5.0 emerges with an emphasis on human-centricity,
sustainability, and ethical innovation, the role of enterprise IT must evolve
beyond infrastructure maintenance and system integration. This paper
introduces the VPAI framework—a model for strategic IT enablement
structured around four capabilities: Visibility, Predictability, Adaptability, and
Integration. These dimensions support IT departments in aligning digital
transformation with transparency, foresight, resilience, and interoperability.
The framework is operationalized through a layered architecture that
integrates explainability, governance, and sustainability into enterprise
systems. Using a design science research approach, the model was refined
through expert interviews and scenario-based application in manufacturing
and healthcare. Findings suggest that VPAI addresses gaps in existing IT
governance models by embedding ethical oversight and human-Al
collaboration into enterprise IT. The research contributes a theoretically
grounded and practically oriented framework for repositioning IT as a
strategic enabler in Industry 5.0.

Keywords: IT Enablement, Industry 5.0, VPAI Framework, Ethical Al,
Digital Transformation, Sustainable IT Governance

1 Introduction

The rapid acceleration of artificial intelligence (Al), data-driven systems, and digital
connectivity has redefined the industrial landscape. Industry 4.0 advanced
automation and operational efficiency, but largely through a technology-centric lens.
Industry 5.0 complements this by emphasizing human-centric innovation,
sustainability, and socio-technical resilience [1].

In this context, the role of enterprise IT must be reimagined. Traditionally a
support function managing infrastructure, security, and compliance, IT is now
expected to act as a strategic orchestrator of responsible digital transformation. This
involves not only enabling intelligent systems but ensuring they are explainable,
ethically governed, and aligned with human values [2].

Yet existing IT governance models remain ill-suited for these priorities.
Frameworks typically emphasize maturity, service alignment, or efficiency, while
neglecting transparency, adaptability, and integration across enterprise ecosystems.
Few provide actionable guidance on enabling human—AlI collaboration, embedding
ethical oversight, or supporting sustainable architectures [3].

This paper introduces the VPAI Framework, a model structured around four
strategic capabilities—Visibility, Predictability, Adaptability, and Integration. Unlike
traditional transformation models, VPAI incorporates human—machine collaboration,
transparency, and flexible governance as core design principles. The framework is
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supported by a layered architecture spanning infrastructure, data, governance, and
user-facing systems. Developed using a design science methodology and validated
through expert input and scenario mapping, VPAI offers a practitioner-oriented
approach to aligning IT with the goals of Industry 5.0.

2 Background and Related Work

The ongoing transition toward Industry 5.0 signals a realignment of industrial
priorities. While earlier efforts emphasized automation and digital integration,
Industry 5.0 introduces a shift toward human well-being, sustainability, and
socio-technical resilience [4]. It promotes inclusive collaboration between humans
and intelligent systems, encouraging enterprises to move beyond productivity toward
purpose-driven digital ecosystems.

Traditionally focused on maintenance and risk management, IT is now
expected to shape the ethical, social, and technical foundations of Al-enabled
enterprises [5]. However, governance models such as COBIT and ITIL remain
insufficient for this mandate, as they were not designed to manage human—Al
interaction, algorithmic accountability, or sustainability-by-design [6].

Recent work in Al ethics and human—AlI collaboration highlights the need for
adaptive system design, emphasizing transparency, explainability, and stakeholder
inclusion [7]. Literature on resilience and sustainable IT likewise calls for
architectures capable of absorbing disruption, enabling ethical oversight, and
aligning with human-centered goals [8].

Despite this growing consensus, few integrated models show how IT
departments can operationalize values such as human-centricity and adaptability
across enterprise infrastructure, Al services, and governance mechanisms. This
paper addresses that gap by introducing the VPAI Framework—a model that equips
IT departments with four interdependent capabilities: Visibility, Predictability,
Adaptability, and Integration.

2.1 Comparison with Existing Frameworks

While established IT governance models such as COBIT and ITIL provide robust
guidance on service management, compliance, and process standardization, they are
not designed to address the socio-technical priorities of Industry 5.0. COBIT
emphasizes control and assurance mechanisms, while ITIL focuses on aligning IT
services with business needs. Both frameworks remain largely silent on issues such
as human—AlI collaboration, ethical oversight, and sustainable architectures [6].

Recent responsible-Al governance models offer complementary contributions,
particularly in defining ethical principles, algorithmic accountability, and
explainability mechanisms [7, 10]. However, these approaches typically concentrate
on Al systems in isolation, without extending to enterprise-wide IT strategy,
infrastructure, or cross-departmental integration.

The VPAI framework differentiates itself by integrating these concerns into a
single, actionable model. Unlike COBIT or ITIL, VPAI directly incorporates values
such as transparency, resilience, and socio-technical inclusivity. At the same time, it
moves beyond principle-based Al ethics by embedding these values into
architectural and operational dimensions—Visibility, Predictability, Adaptability,
and Integration—through which IT departments can guide human-centric digital
transformation.
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3 Research Methodology

This research adopts a design science research (DSR) approach to develop, refine,
and preliminarily validate the proposed VPAI framework. DSR is widely used in
information systems and enterprise architecture research where the objective is to
create actionable solutions grounded in theory and practice. It is especially
well-suited for producing innovative frameworks that can address emerging
challenges in complex, real-world contexts [9].

The methodology follows a structured process comprising five phases: (1)
problem identification, (2) framework design, (3) architectural modeling, (4)
preliminary validation, and (5) refinement based on feedback. This iterative cycle
allows for both theoretical grounding and empirical testing, even at an early
conceptual stage.

In the problem identification phase, an extensive review of recent literature was
conducted to surface limitations in current IT governance models, particularly their
lack of focus on human-centered Al, ethical oversight, and sustainability. The review
was supplemented by informal interviews with professionals in IT management and
digital transformation roles across manufacturing and logistics sectors in Europe.
These conversations confirmed the gap: while Industry 5.0 is increasingly discussed
in policy and academic circles, few organizations have practical tools to align IT
strategy with its values.

The framework design phase involved synthesizing these insights into the
VPAI model—comprising Visibility, Predictability, Adaptability, and Integration as
core enablers of strategic IT alignment in human-centric enterprises. Each construct
was defined with reference to recent academic and industry literature on
transparency, foresight, resilience, and interoperability, and refined through expert
consultation.

In the architecture modeling phase, a high-level system architecture was
designed to operationalize the VPAI framework across technical and organizational
domains. The architecture incorporates layered components such as user interfaces,
Al services, data pipelines, governance modules, and sustainable infrastructure
elements. It emphasizes modularity, explainability, and ethical monitoring, ensuring
alignment with both functional requirements and Industry 5.0 values.

For preliminary validation, two methods were employed. First, the framework
and architecture were presented to a panel of five domain experts for structured
feedback. Second, the framework was retroactively mapped to two real-world case
contexts to assess its fit, completeness, and practical relevance. While these forms of
validation do not constitute full empirical testing, they provide early indicators of the
model’s potential utility and areas for improvement.

Finally, insights from the validation phase informed minor refinements to the
model. These included clarifying the role of ethical governance in the Predictability
dimension, and adjusting the architecture to include cross-functional governance
touchpoints. The process also highlighted the need for future research focused on
operational tooling, maturity modeling, and implementation pathways.

4 Theoretical Foundations
The conceptual foundation of this research draws on three streams: industrial

transformation, the evolving role of IT, and responsible Al. Together they inform the
design of the VPAI framework as a response to Industry 5.0 priorities.

95



ICT Innovations 2025 Conference Web Proceedings

Industry 5.0 emphasizes that technological innovation must align with human
and societal values, shifting from efficiency toward ethical responsibility, resilience,
and inclusion [10]. This requires enterprise systems to support not only performance,
but also transparency, trust, and adaptability.

IT departments are increasingly expected to facilitate socio-technical
collaboration, manage ethical risks, and contribute to innovation strategies [11]. This
necessitates moving beyond static governance toward dynamic structures that embed
oversight, human agency, and interdisciplinary participation. Studies in human—Al
interaction show that effective collaboration depends on system transparency, user
control, and contextual adaptability [12]. Complementary developments such as
explainable AI and anticipatory governance further highlight the need for
decision-making systems that are both intelligent and accountable [13].

Sustainability is also becoming central to IT strategy. Green IT practices and
circular design are now key elements of risk and compliance [14]. Industry 5.0
amplifies this by calling for energy-efficient, resilient, and adaptable digital
infrastructures.

Despite advances in these domains, few integrated models unify human—Al
collaboration, ethical oversight, and sustainable design into one operational strategy.
The VPAI framework addresses this gap by offering four strategic
dimensions— Visibility, Predictability, Adaptability, and Integration—through which
IT can actively shape Industry 5.0 transformation.

5 The VPAI Framework

To respond to the demands of Industry 5.0, this paper introduces the VPAI
Framework, a novel model that positions enterprise IT as a strategic enabler of
human-centered, ethically aligned, and future-resilient digital systems. The
framework is structured around four interconnected capabilities—Visibility,
Predictability, Adaptability, and Integration—each representing a critical dimension
of how IT can proactively support value creation in human-Al ecosystems.

These dimensions are not merely technical. They are strategic constructs
designed to align IT governance, architecture, and operational processes with the
broader goals of Industry 5.0, such as ethical AI deployment, inclusive
decision-making, transparent digital systems, and sustainable transformation. The
VPAI framework serves as a guiding model for CIOs, enterprise architects, and
transformation leaders seeking to embed these priorities within their digital
strategies.

51 Visibility

Visibility refers to the IT organization’s ability to provide transparent, accessible,
and real-time insights across enterprise systems, Al models, and decision workflows.
In Industry 5.0 environments, visibility is more than just monitoring dashboards—it
includes system explainability, ethical traceability, and stakeholder access to
meaningful data interpretations. Al systems deployed in production must offer users
clear explanations of how decisions are made, on what basis, and with what level of
confidence or bias exposure.

This capability also encompasses data lineage, auditability, and semantic
consistency across platforms. IT must ensure that data sources, transformations, and
models can be traced and understood not only by developers but also by business
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users and compliance officers [15]. When visibility is lacking, trust in intelligent
systems erodes, and ethical risks go unnoticed until they materialize.

Proof-of-concept illustration. In a healthcare diagnostics application, physicians
using an Al-supported triage tool receive not only the recommended diagnosis but
also the contributing factors (e.g., key symptoms, patient history, probability scores).
This capability enables them to cross-check results, maintain professional judgment,
and explain outcomes to patients, thereby strengthening trust.

5.2 Predictability

Predictability reflects the ability of IT systems to support foresight, risk anticipation,
and scenario planning. While traditional IT metrics focus on system stability and
uptime, Industry 5.0 demands deeper predictive capabilities—particularly in the
deployment of Al models that affect users, products, or supply chains. Predictability
in this context includes forecasting not only technical failures or demand
fluctuations, but also the downstream consequences of algorithmic decisions on
human actors and ecological systems.

Advanced analytics, simulation environments, and Al governance mechanisms
all contribute to this dimension. More importantly, predictability also requires
ethically informed risk modeling, where Al decisions are evaluated not just for
performance but also for social and regulatory implications [16]. IT plays a pivotal
role in embedding these practices into platforms and product lifecycles.

Proof-of-concept illustration. In a logistics company, predictive analytics models
simulate disruptions in supply chains caused by weather events. By modeling
alternative transport routes and estimating impact on delivery times, IT systems help
managers pre-emptively reroute shipments, reducing both cost and customer
dissatisfaction.

5.3 Adaptability

Adaptability represents IT’s ability to support responsive, flexible, and
human-centered innovation. In dynamic environments, rigid system architectures
and centralized decision-making structures often hinder progress. Adaptable IT
systems are those that can accommodate change—new models, new workflows, new
users—without introducing systemic risk or bottlenecks.

This capability includes modular architecture, DevOps practices, low-code
environments, and composable platforms. However, it is not just about speed or
agility—it is also about resilience. IT must enable systems that can respond to
disruptions, whether they stem from cyberattacks, geopolitical changes, or
climate-related events, while maintaining core functionality and user trust [17].

Adaptability also requires organizational change support. IT departments must
partner with HR, legal, and strategy teams to align technological flexibility with
workforce capability, ensuring that digital change is not only feasible but embraced.

Proof-of-concept illustration. During a cyberattack in a manufacturing plant,
modular IT services allow the company to isolate the compromised subsystem while
maintaining essential production processes. Within hours, the IT team deploys a
fallback configuration from a secure container registry, ensuring business continuity
and minimizing downtime.
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54 Integration

Integration is the final and foundational pillar of the VPAI framework. It refers to the
ability of IT to ensure seamless, interoperable, and inclusive connectivity across
systems, departments, and stakeholders. As digital ecosystems become increasingly
complex—with Al agents, human users, regulatory interfaces, and partner systems
all interacting—IT must orchestrate this complexity into coherent and secure
workflows.

This involves standardizing interfaces, aligning data models, and enabling
cross-functional collaboration. Integration also implies socio-technical alignment: IT
systems must not only be interoperable technically, but also legible and usable by a
variety of stakeholders across levels of digital literacy and organizational authority
[18].

In Industry 5.0 contexts, integration must account for ethical data sharing,
consent management, and the rights of users to access, correct, or challenge
automated decisions. It is through this lens that integration becomes not only a
technical priority, but a democratic one.

Proof-of-concept illustration. In a regional hospital network, patient scheduling,
diagnostic imaging, and insurance approval systems initially operated in silos. By
implementing standardized APIs and shared data semantics, IT enabled staff to
access consolidated patient information, reducing duplication, improving workflow
efficiency, and ensuring compliance with patient consent requirements.

Together, the four dimensions of VPAI form a cohesive framework for strategic IT
enablement. They are not sequential steps, but mutually reinforcing capabilities that
allow IT departments to transform from reactive service units into proactive enablers
of human-centered digital ecosystems. In the next section, we translate these
dimensions into a high-level architecture capable of supporting their practical
implementation.

Table 1. Summary of the VPAI Framework Dimensions and Their Strategic Roles

Dimension Core Role Example Enablers Industry 5.0 Alignment

. Explainable Al .
Visibility Transparency & trust d:sl;ljgi d: Human-centricity
Predictability Risk & foresight Al audit trails Ethical Al
Adaptability Flexibility & resilience | Modular architecture |Resilience

. Cross-system Semantic data Socio-technical
Integration . .
alignment pipelines harmony

6 High-Level Architecture

To move from conceptual design to implementation, the VPAI framework must be
supported by an architecture that enables its four dimensions—Visibility,
Predictability, Adaptability, and Integration—to operate coherently across technical
and organizational layers. This section introduces a high-level architecture that
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reflects Industry 5.0 priorities: modularity, human-centered design, ethical oversight,
and operational resilience.

User Interaction Layer
(Dashboards, Explainability, Feedback)

1

Al Services & Analytics Layer
(ML Pipelines, Risk Analytics, Auditing)

i

Data Layer

(Semantics, Lineage, Interoperability)

1

Governance & Oversight Layer
(Ethics, Compliance, Consent, Auditing)

1

Infrastructure & Sustainability Layer
(Compute, Orchestration, Energy/Efficiency)

LR L L R R £
Feedback & Oversight

Fig. 1. High-level system architecture supporting the VPAI framework across technical and
organizational layers (authors’ own illustration).

The architecture follows a layered model, with each layer addressing a specific
domain of enterprise IT functionality while reinforcing the VPAI capabilities. The
structure is designed to accommodate diverse stakeholders—from data scientists and
IT administrators to business users and compliance officers—ensuring transparency,
traceability, and inclusivity across all digital workflows.

6.1 User Interaction Layer

At the top of the architecture is the user interaction layer, which provides interfaces
for human users to interact with data, Al systems, and governance tools. These
interfaces include dashboards, explainability panels, ethical feedback mechanisms,
and real-time alerts. This layer directly supports Visibility and Predictability by
translating technical outputs into understandable formats for non-technical users
[19].

Importantly, it allows users to interrogate Al decisions, explore system
behavior, and submit override or dispute requests—essential features for building
trust in autonomous or semi-autonomous systems. Multi-language support and
accessibility design principles ensure broad usability across diverse user groups.

6.2 Al Services and Analytics Layer

This layer hosts Al models, analytics engines, and machine learning pipelines that
power decision support, forecasting, optimization, and anomaly detection. To fulfill
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the requirements of Predictability and Adaptability, the architecture supports
modular deployment, version control, and explainable Al modules [20]. Al services
are managed as reusable components, allowing IT teams to roll out updates or retrain
models without full system reconfiguration.

The layer also integrates tools for performance monitoring, fairness auditing,
and lifecycle management of Al systems. These functions ensure that Al models are
not only performant, but also ethically aligned and compliant with governance
requirements.

6.3 Data Layer

Beneath the Al layer sits the data infrastructure. This includes ingestion pipelines,
data lakes, metadata management, and semantic models. The data layer is critical to
supporting Visibility and Integration, as it ensures that data is trustworthy,
discoverable, and interoperable across systems [21]. It also handles lineage tracking
and provenance mapping—key enablers for explainability and accountability in Al
decision-making.

This layer supports a hybrid architecture that can leverage both cloud and edge
data sources, allowing for context-specific adaptation in manufacturing, logistics, or
smart environments.

6.4 Governance and Oversight Layer

This cross-cutting layer integrates ethical principles, compliance rules, and risk
policies directly into system design and operation. It provides embedded oversight
via tools such as consent management, data ethics dashboards, audit trails, and
policy-based access controls. These tools ensure that systems uphold ethical
standards in real time, not just during development phases [22].

This layer is essential to making Predictability actionable—not just in terms of
forecasting outcomes, but in predicting and mitigating ethical, legal, or social risk.

6.5 Infrastructure and Sustainability Layer

At the foundation is the infrastructure layer, composed of compute resources,
container orchestration, and network security systems. This layer ensures that the
system is scalable, secure, and energy-efficient, aligning with Industry 5.0’s call for
environmental responsibility. Features include automated load balancing,
energy-aware scheduling, and modular service deployment [23].

By supporting resilient and sustainable operations, this layer enables
Adaptability under pressure—from cyber incidents to climate disruptions.

Taken together, these architectural layers offer a holistic approach to
operationalizing the VPAI framework. The design is deliberately modular to support
incremental adoption and agile experimentation. Each VPAI dimension is directly
traceable to architectural capabilities, ensuring that strategic intent is reflected in
technical implementation.

7 Validation and Preliminary Findings
To evaluate the relevance, clarity, and applicability of the VPAI framework and its

corresponding architecture, two early-stage validation methods were employed:
expert feedback and scenario-based application. These approaches do not constitute
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full empirical testing but offer preliminary insight into the framework’s perceived
value and feasibility in real enterprise settings.

7.1 Expert Evaluation

The VPAI framework and architecture were presented to a group of five
practitioners drawn from manufacturing, logistics, and digital transformation
domains. Participants included two IT managers from large-scale manufacturing
firms, one digital transformation coordinator in healthcare, and two enterprise
system consultants with cross-industry experience. They were selected through
professional networks based on their direct involvement in IT governance or
Al-adjacent implementations.

Structured interviews lasting between 45—-60 minutes were conducted using a
semi-structured protocol (see Appendix A for interview guide). Participants were
asked to evaluate the framework against four criteria: relevance, completeness,
clarity, and alignment with Industry 5.0 goals.

All participants recognized the VPAI framework as addressing a critical gap in
current IT transformation models, particularly its integration of human-centricity and
ethical oversight. The Visibility and Integration dimensions were seen as
immediately actionable, especially in environments where Al decisions impact
frontline workers. Experts also highlighted the need for measurement mechanisms,
particularly in Predictability and Adaptability, where real-world deployment would
require monitoring tools for explainability, resilience, and risk management.

One expert from a digital manufacturing firm emphasized that the governance
layer of the architecture was “the most forward-looking part,” citing its potential to
“normalize ethical oversight as part of IT’s core function.” Another expert noted that
while the framework was conceptually strong, adoption would depend on leadership
commitment and IT culture readiness.

7.2 Scenario-Based Application

To test practical alignment, the VPAI framework was retrospectively applied to two
anonymized case scenarios: one from an automotive manufacturing plant and
another from a regional public healthcare network deploying Al for diagnostics and
scheduling.

In the automotive case, the framework highlighted gaps in explainability and
override mechanisms within Al-assisted quality control systems. While the
infrastructure was technically advanced, the absence of formal ethical governance
meant that bias detection and user trust had not been systematically addressed.
Visibility and Predictability dimensions pointed directly to these concerns.

In the healthcare case, Integration emerged as the critical issue. Al systems for
triage and scheduling were operating on disconnected platforms, creating workflow
friction for medical staff. The VPAI framework identified the need for interoperable
interfaces and shared data semantics, which had been neglected in the rush to deploy
Al features quickly. The architecture’s data and user interaction layers were
conceptually aligned with this need.

To enrich these mappings, a simple dimension scoring exercise was conducted,
assigning each VPAI capability a maturity score from 1 (low) to 5 (high) based on
available documentation:
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Table 2. VPAI dimension scoring across two case scenarios

Case Visibility Predictability Adaptability Integration
Automotive 2 2 3 4
Healthcare 3 3 2 1

This exercise illustrated the diagnostic potential of the framework, while also
revealing the absence of quantitative benchmarks in most organizations.

7.3 Thematic Insights

Across both validation efforts, three recurring themes emerged:

e  Cultural transformation is as important as technical design: IT departments
must rethink their mandate and authority to fully adopt VPAI principles.

e  Ethics requires infrastructure: Experts appreciated that the framework
treated ethics not as policy alone but as something embedded in system
architecture.

e Human-centered metrics are underdeveloped: Measurement frameworks for
transparency, trust, and resilience are still immature in most organizations.

These insights confirm that the VPAI framework offers a relevant and
forward-looking model. However, they also point to the need for complementary
implementation tools such as governance playbooks, capability maturity models, and
sector-specific deployment guides.

8 Discussion

The preliminary validation of the VPAI framework confirms its conceptual
alignment with the priorities of Industry 5.0. It also reveals both opportunities and
challenges in repositioning IT from a control-focused function to a strategic enabler
of ethical, human-centered, and sustainable digital transformation. This section
reflects on the implications of the framework, drawing attention to its strengths, its
potential organizational impact, and areas requiring further development.

8.1 Strategic Contributions of the VPAI Framework

The VPAI framework introduces a structured lens through which IT departments can
align their strategies with the broader enterprise mandate of Industry 5.0. By
explicitly emphasizing visibility, predictability, adaptability, and integration, it
extends beyond traditional transformation frameworks, which tend to focus on
infrastructure modernization or service delivery metrics.

Unlike generic IT governance models, VPAI embeds human-centricity and
ethical accountability into its design, providing both vocabulary and structure for
enabling Al systems that are not only efficient but also understandable, inclusive,
and resilient. The high-level architecture complements this vision by offering a
technical foundation for implementation, showing how abstract values can be
realized through data pipelines, explainable interfaces, and embedded governance
tools.
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This combination of conceptual clarity and architectural alignment gives VPAI
practical relevance for IT leaders navigating the tension between digital acceleration
and responsible innovation [24].

8.2

Organizational Readiness and Resistance

Despite its value proposition, the VPAI framework also faces barriers to adoption.
The most immediate challenge is organizational readiness. Many IT departments
still operate under legacy incentive structures that prioritize cost containment,
technical performance, and risk aversion. Transitioning to a more participatory,
cross-functional, and transparent IT function requires both cultural change and
strategic sponsorship.

Expert feedback emphasized that successful adoption would depend not just on
technical toolkits, but also on leadership mindset. CIOs must advocate for IT’s role
in ethically aligned innovation while securing buy-in from legal, HR, and operations
teams. Without this alignment, VPAI risks being perceived as an aspirational model
rather than an actionable strategy [25].

8.3

Methodological and Measurement Gaps

Validation highlighted the immaturity of measurement frameworks for the kinds of
capabilities VPAI promotes. While visibility and integration can be tracked through
system logs or interoperability scores, assessing predictability in ethical terms—or
adaptability in socio-technical resilience—remains an open research challenge.

This underscores the need for complementary instruments, such as:

Maturity models that assess an organization’s VPAI readiness.
Metrics for Al trustworthiness, user empowerment, and digital
sustainability.

Standardized dashboards for ethical oversight and resilience tracking.

Developing these instruments will be critical to making VPAI operational at scale.

8.4 Adoption and Scalability Challenges

In addition to methodological gaps, several practical barriers to scaling VPAI
emerged:

Cultural inertia: In organizations with rigid hierarchies, IT departments
may struggle to expand their role beyond infrastructure, slowing adoption
of VPAI principles.

Resource constraints: Implementing layered architectures with
explainability and ethical monitoring can be costly, particularly for SMEs
with limited IT budgets.

Integration with legacy systems: Many enterprises still rely on monolithic
or outdated systems that resist modularization, limiting adaptability.
Regulatory diversity: Organizations operating across multiple jurisdictions
face fragmented compliance landscapes, complicating the deployment of
standardized governance tools.

Addressing these barriers requires gradual adoption strategies. For instance, VPAI
could first be applied in pilot domains—such as supply chain transparency or
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healthcare scheduling—before scaling across the enterprise. This incremental
approach reduces risk and builds organizational confidence.

8.5 Toward Actionable IT Transformation

The findings suggest that the VPAI framework is most valuable not as a one-time
design tool, but as a continuous orientation model. It can guide enterprise IT teams
through iterative transformation cycles—balancing technological ambition with
human alignment, and helping organizations respond flexibly to external shocks,
regulatory changes, and internal capability shifts.

To reach its full potential, VPAI must be supported by interdisciplinary
implementation, where IT collaborates with data science, compliance, user research,
and sustainability roles. As Industry 5.0 evolves, frameworks such as VPAI will be
central not only to operational efficiency, but also to maintaining legitimacy and
societal trust in digital enterprise systems [26].

9 Conclusion and Future Work

This paper introduced the VPAI framework as a model for IT enablement in the
context of Industry 5.0, a paradigm that emphasizes human well-being, ethical
alignment, and sustainable innovation. Designed around four strategic
dimensions—Visibility, Predictability, Adaptability, and Integration—the framework
positions IT departments to move beyond infrastructure management and toward
guiding value-aligned digital transformation.

Supported by a layered architecture, the framework translates strategic
principles into technological design. Preliminary validation through expert
interviews and scenario-based application showed that VPAI is both conceptually
relevant and adaptable across domains such as manufacturing and healthcare. A
simple scoring exercise further illustrated its diagnostic potential, while also
revealing the lack of quantitative benchmarks in most organizations.

At the same time, the research highlighted areas requiring further development.
Adoption depends not only on technical deployment but also on cultural readiness,
leadership commitment, and the integration of ethical oversight into daily
operations. Challenges such as legacy system constraints, resource limitations, and
fragmented regulatory environments underline the importance of incremental
adoption strategies.

Future research will focus on three main directions. First, the development of a
maturity model to assess organizational readiness across the VPAI dimensions.
Second, the creation of operational toolkits, including design templates, governance
dashboards, and integration playbooks to support implementation. Third, broader
empirical validation through case studies, longitudinal studies, and co-creation with
industry partners.

By embedding transparency, foresight, adaptability, and integration into IT
strategy, the VPAI framework provides a structured approach for aligning enterprise
technology with the societal goals of Industry 5.0.
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Appendix
Interview Protocol

The following semi-structured interview protocol was used during the expert
validation phase of the VPAI framework. The protocol was designed to elicit
practitioner perspectives on the framework’s relevance, clarity, and applicability in
Industry 5.0 contexts.

1 Introduction
e Brief overview of research objectives and confidentiality agreement.
e Explanation of the VPAI framework and its four dimensions.
e Presentation of the high-level architecture (Fig. 1).

2 General Perceptions
1. How relevant do you consider the VPAI framework for guiding IT
transformation in your industry?
2. To what extent does the framework address current gaps in IT governance
and strategy?

3 Framework Dimensions
For each dimension (Visibility, Predictability, Adaptability, Integration):
1. Is the description of this dimension clear and understandable?
2. Do you see practical applicability in your organizational context?
3. What challenges or barriers would you anticipate in implementing this
dimension?

4 Architecture
1. How clear is the layered architecture in linking strategic principles to
technical systems?
2. Which architectural elements do you find most useful or actionable?
3. Are there components missing that you believe should be incorporated?

5 Adoption & Implementation
1. What cultural, organizational, or technical barriers might limit adoption of
the VPAI framework?
2. Which types of tools, metrics, or maturity models would support
operationalization?

6 Closing
e  Opportunity for additional comments.
e Request for consent to use anonymized quotes in reporting findings.
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Abstract. Ensuring evidence integrity and maintaining a secure chain-of-
custody are critical in forensic investigations. While modern Laboratory Infor-
mation Management Systems (LIMS) streamline internal lab processes, they of-
ten lack integration with crime scene operations, resulting in fragmented work-
flows and potential evidentiary risks. This study proposes a conceptual digital
framework that bridges this gap by integrating crime scene evidence acquisition
with forensic LIMS platforms. The unified system ensures seamless and tracea-
ble information flow between field investigators and forensic analysts, enhanc-
ing procedural continuity from the scene to the courtroom. Key functionalities
include secure role-based access, comprehensive audit trails, and complete evi-
dence tracking—from initial collection to laboratory analysis. The platform
supports both manual and automated reporting and complies with non-
functional requirements such as high availability, encryption, multi-user per-
formance, interoperability, scalability, and ISO standards. By implementing
such an integrated digital solution, forensic institutions can significantly im-
prove accuracy, efficiency, and transparency across all investigative phases, re-
duce the risk of human error or data loss, and strengthen accountability. This
approach advances the digital transformation of forensic processes, ensuring
robust evidentiary handling and supporting the judicial system with reliable,
tamper-proof forensic data.

Keywords: Forensic Evidence Management, LIMS Integration, Chain-of-
Custody.

1 Introduction

Criminal investigations hinge on meticulous evidence handling [3]. At the heart of
every forensic inquiry lies the integrity of physical and digital evidence, which must
be collected, documented, and preserved according to strict procedural protocols. The
crime scene must be processed carefully to preserve transient clues, with each item
documented, packaged, and logged to maintain admissibility in court. An evidence
log and chain-of-custody documentation must accompany submitted evidence to en-
sure traceability and authenticity. Traditionally, these processes have been heavily
manual and paper-based, making them vulnerable to procedural delays, mislabeling,
or human error.

Simultaneously, forensic laboratories are experiencing surging caseloads and in-
creasing pressure for rapid and reliable analytical results. With the advent of interna-
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tional accreditation standards—such as ISO/IEC 17025 for laboratory competence—
modern forensic laboratories are migrating toward Laboratory Information Manage-
ment Systems (LIMS) that automate workflows, enhance accountability, and integrate
reporting functions across units [1][4]. Yet, despite this digital progress in laboratory
environments, crime scene operations and forensic lab functions often remain isolated
from one another, with minimal data interoperability.

To bridge this systemic gap, a unified digital system is necessary—one that ensures
an unbroken, end-to-end electronic trail of evidence from the field to the laboratory
bench and ultimately to the courtroom. By integrating scene-level data capture (such
as geolocation, timestamps, and chain-of-custody logs) with laboratory analysis mod-
ules and reporting tools, the system enforces consistency, reduces redundant data
entry, and enables oversight at every procedural step [2]. Furthermore, such a system
can improve evidence admissibility by reducing the possibility of documentation
errors or unauthorized access. This paper synthesizes forensic informatics require-
ments from authoritative literature and forensic science standards to propose a digital
architecture and system specification for an integrated case and evidence management
platform with embedded LIMS capabilities.

2 Methodology

Our approach involved conducting a comprehensive review of established forensic
workflows and international standards, using both user-provided references and sup-
plementary authoritative sources. We extracted operational requirements and method-
ological insights from a combination of forensic case studies, LIMS architecture re-
ports, and forensic science management literature. Core references included a forensic
LIMS handbook chapter [1], case studies illustrating the operational structure of ad-
vanced DNA laboratory systems [2], and practical guidelines for crime-scene man-
agement and evidence handling [3][5]. In addition, FBI reports on national LIMS
implementation [11] offered valuable insight into large-scale deployment and security
considerations.

We focused on identifying essential functional components such as evidence intake
and registration, custody transfer logs, analytical procedure assignment, validation
checkpoints, and final reporting modules. Equally important were non-functional
system constraints, including continuous uptime, data security, user authentication,
and scalability. Using this structured analysis, we conceptualized a digital system
architecture described in the next section and defined a set of requirements that cap-
ture both the technical and procedural needs of integrated forensic environments. As
this paper is grounded in design science methodology, no new empirical data were
gathered; rather, we synthesize and consolidate practices documented across multiple
forensic informatics sources.
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3 System Architecture

The proposed forensic system adopts a three-tier, service-oriented architecture to
ensure full continuity of evidence data from crime scene to courtroom. It is explicitly
designed for both horizontal and vertical interoperability across agencies and investi-
gative layers. Horizontal interoperability means multiple crime-scene units, evidence
storage facilities, and forensic laboratories at the same level can share case data seam-
lessly. For example, regional CSI teams can upload standardized evidence metadata
(barcodes, geolocation, timestamps) to a common platform, and neighboring labs can
instantly retrieve and process this information without duplication. Real-time syn-
chronization via standardized APIs (e.g. RESTful web services with JSON/XML) and
common data schemas (such as NIEM) enables different domain labs (DNA, ballis-
tics, digital forensics) to query shared case data. In practice, initiatives like the U.S.
Forensic Information Data Exchange (FIDEX) have adopted the NIEM standard to
link law-enforcement records with laboratory case data. Horizontally interoperable
design means that an evidence item entered by one precinct becomes immediately
visible to other jurisdictions’ labs, effectively eliminating silos.

Vertical interoperability aligns the entire chain of custody from the field through
the laboratory and into the judicial system. At the scene, field officers document and
log evidence directly into the forensic case management system using authorized data
entry terminals or secured access points. This same digital record progresses upward
through laboratory analysis modules and is ultimately delivered as structured reports
to prosecutors or courts. Each actor in the chain—field officer, lab analyst, and judi-
cial authority—interacts with harmonized data formats and linked case records. This
vertical integration ensures procedural consistency and real-time data flow, enabling
transparency, traceability, and strategic oversight at every level of the forensic pro-
cess. During crime scene processing, a CSI officer collects a latent fingerprint and
uploads it directly into the forensic case and evidence management system. Upon
entry, the fingerprint is automatically assigned a unique barcode, enabling traceability
and standardized handling across all subsequent phases. The data becomes vertically
accessible to both forensic laboratories and the central evidence storage facilities
through secure synchronization with the Laboratory Information Management System
(LIMS). The fingerprint is then analyzed within the appropriate laboratory module,
with the results digitally appended to the case file. Finally, a complete forensic re-
port—preserving full chain-of-custody integrity—is electronically transmitted to the
prosecutor’s case-management system. Throughout this vertical chain, each user layer
(field agent, lab analyst, prosecutor) works with compatible data formats and linked
database records. Strategic oversight is supported at every tier: managers or accredita-
tion bodies can retrieve aggregated metrics (e.g. scene activity logs, lab turnaround
times) from the database to inform policy. In sum, the architecture creates a cohesive
digital continuum — evidence metadata flows unbroken “up” and “down” the forensic
pipeline, and high-level decisions are based on real-time ground-level data.

The system architecture is organized using a three-tier model consisting of the
presentation, application, and data layers. The presentation layer features thin-client
web interfaces that allow crime scene investigation (CSI) personnel, laboratory tech-

109



ICT Innovations 2025 Conference Web Proceedings

4 S. Oklevski, I. Chorbev, M.Loleski

nicians, and forensic managers to securely access the system from designated work-
stations. The user interface is responsive and structured to support standardized data
entry during both field operations and laboratory processing. For instance, a CSI of-
ficer can scan a barcode on each item of evidence and then input descriptions, photo-
graphs, and location information through a digital form. The interface ensures that all
required fields are completed correctly before the data is submitted to the central
server. Role-based dashboards limit access to relevant functionalities based on the
user’s responsibilities—for example, analysts can view their assigned tests while in-
vestigators monitor the progress of cases. Additionally, every user action, such as
login, edits, and form submissions, is logged to maintain full traceability and forensic
accountability. The application layer, or middleware, is built around a centralized
application server that may be implemented either as a monolithic system or, prefera-
bly, as a microservices-based architecture. This layer contains the core business logic
and workflow mechanisms required to manage operations such as case and evidence
intake, chain-of-custody logging, assignment of analyses, instrument integration, and
reporting. The middleware ensures proper sequencing of operations—such as requir-
ing the completion of a test before initiating a subsequent task—and manages authen-
tication and authorization processes, often via LDAP or OAuth2 protocols connected
to national identity services. It provides a secure API environment through REST or
SOAP interfaces. Laboratory instruments can automatically upload result files (e.g.,
CSV, XML, or image formats), which the system then parses and links to the correct
evidence record. Interfacing with external systems such as police records or forensic
registries is also supported through these API endpoints, enabling case submissions or
retrieval of status updates. To manage component interactions, an Enterprise Service
Bus or message-queue architecture is used, supporting asynchronous event pro-
cessing, such as sending alerts to lab managers upon completion of all tests in a case.
The use of a layered microservices architecture ensures loose coupling, modularity,
and maintainability. An API gateway consolidates external access into a single con-
trolled entry point, while the middleware orchestrates internal tasks and rigorously
enforces chain-of-custody workflows through clearly defined services. The data layer
consists of a centralized relational database that stores all case-related and evidentiary
data. The core schema includes structured tables for cases, evidence items, custody
events, analysis results, users and roles, agencies, and supporting elements. Each evi-
dence item record is uniquely identified—commonly by barcode—and is linked via
foreign keys to its associated case and storage location. Every transfer or status update
is logged in the custody events table, recording the identity of the handler, the time,
and the location to ensure a complete and verifiable chain of custody. Referential
integrity is strictly enforced: an evidence item cannot exist without an associated case,
and every custody event must reference a valid user and location. Standardized data
input is supported by controlled vocabularies and lookup tables for classifications
such as evidence types and test codes. The database enforces data integrity through
unique indexes and constraints that prevent errors, such as duplicate barcodes or inva-
lid date ranges. All data at rest is encrypted, and the system employs routine backups
and transaction logs to guard against data loss. To meet accreditation requirements,
changes to custody or analysis records are timestamped, attributed to a specific user,
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and may require a digital signature. Audit logs are maintained in append-only tables
and are protected against unauthorized modification, ensuring traceability. Across all
layers of the system, rigorous access control is implemented. All communications
between system components—including client interfaces and backend services—are
secured using TLS/HTTPS encryption protocols to safeguard data in transit. Within
the database, sensitive information, such as identities of victims or suspects, is en-
crypted or hashed to maintain confidentiality. Access to specific functionalities and
datasets is governed by finely grained role-based permissions; for example, only au-
thorized analysts may input certified test results, and only designated officers are
permitted to register new evidence. Security measures such as session expiration, two-
factor authentication, and periodic vulnerability assessments are standard features.
Digital integrity is further protected by hashing key elements—such as uploaded re-
ports or binary evidence files—using algorithms like SHA-256, allowing their authen-
ticity to be verified later. All of these practices align with international forensic stand-
ards such as ISO/IEC 27037, which emphasize the importance of preserving digital
evidence throughout its lifecycle. The system’s audit capabilities are designed to
make any unauthorized changes immediately detectable, thereby safeguarding the
evidentiary chain and ensuring compliance with forensic and legal accountability

requirements.

Front End
Database
(Cashe)

Web Services
M1
Database

SQLNOSQL

APP Server VM1

CDN (Cashe) ] 4—[ Cloud Storage ]—{ Storage Hbate Warehousing

[Data Analytics| | BI Analytics

[ User Browser }f[ DNS H Load Balancer }b

Web Services
M2

il

Fig. 1 Web Application Architecture and Diagram (https://www.peerbits.com/blog/web-
application-architecture.html)

To strengthen practical applicability, the architecture includes provisions for pilot
implementation scenarios and simulated workflows that test system response times,
scalability under peak caseloads, and compatibility with legacy databases and
applications. Prototype modules can be deployed in controlled forensic laboratory
environments to evaluate user adoption, interface usability, and integration with
existing chain-of-custody procedures. Furthermore, the design allows adaptation to
diverse legal frameworks by enabling configurable chain-of-custody templates and
jurisdiction-specific data privacy controls, ensuring compliance with differing
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national laws. Finally, a comparative benchmarking strategy is incorporated to align
the proposed architecture with existing forensic case management platforms, using
feature-based checklists and performance indicators to identify areas of added value.

3.1 Evidence Workflow Data Flow

The system models the forensic workflow as an end-to-end process ensuring evi-
dence traceability, accountability, and operational continuity. At the crime scene, the
CSI officer collects evidence following standard operating procedures and documents
each item using appropriate forms and digital tools. Detailed information is captured,
including photographs, descriptions, GPS coordinates, and metadata such as the col-
lector’s identity and time of collection. Each item is labeled with a unique barcode
identifier. Upon returning to the CSI unit, the data is entered into the forensic case and
evidence management system and synchronized with the central server. The evidence
is first placed in the local evidence storage system pending further processing. Before
reaching the forensic laboratories, it passes through the central evidence storage fa-
cility, where its transfer is logged, and the chain-of-custody record is formally initiat-
ed to ensure traceability throughout the entire investigative process. Once the evi-
dence arrives at the forensic laboratory, it undergoes intake where staff scan or enter
the barcoded identifiers. The Laboratory Information Management System (LIMS)
checks each item against the registered case, logs its time and location, and flags any
discrepancies. The case then proceeds to an administrative phase, where the head of
the laboratory formally approves the initiation of forensic work. Following this, a
responsible expert is officially assigned to the case. After the assignment, the desig-
nated expert collects the appropriate evidence from the central evidence storage facili-
ty in accordance with internal protocols. With the evidence in hand, the case proceeds
to the analysis stage, where forensic examinations are conducted, and all relevant data
is entered into the LIMS. Where available, integrated instruments automatically up-
load analytical results to the system, which are then reviewed and validated by the
expert. Instrument parameters and operator credentials are logged for traceability. If
necessary, the system can also initiate subsequent actions such as reassignment or
escalation. Once analyses are complete, lab managers review the results and compile
standardized forensic reports. These reports incorporate test findings, chain-of-
custody details, and are electronically time-stamped and signed where required. In-
vestigators access these reports securely through a designated portal.

Finally, the system facilitates judicial submission by securely transmitting finalized
reports and associated digital evidence to prosecutorial or court systems via API inte-
gration. Each transmission is logged to maintain continuity and integrity. Real-time
status updates are available, allowing stakeholders to monitor case progress and evi-
dence location throughout the forensic workflow.
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Fig. 2 Forensic Evidence Workflow: Sequence of Operations from Field Collection to Judicial
Submission

Each step in the process preserves metadata continuity: for instance, when evidence
moves “from scene to laboratory,” its barcoded ID ensures all collected metadata
(origin, photos, witness notes) remain linked to subsequent lab results. In modeling
terms, this workflow could also be shown with an activity or swimlane diagram to
highlight parallel tasks (e.g. multiple tests running concurrently) and responsibilities.
Integration with External Systems: Future-Proof Interoperability

A core architectural objective of the forensic case management system is to support
seamless integration with external platforms across the criminal justice ecosystem.
Designed for interoperability from the outset, the system exposes secure, standards-
compliant APIs that enable automated data exchange with law enforcement, judicial,
and forensic registry systems. These capabilities not only eliminate redundant data
entry but also ensure procedural continuity and contextual richness throughout the
forensic lifecycle.
Key integration pathways include:

— Law Enforcement Records Systems: Upon creation of a new case, the system
can automatically retrieve relevant incident data (e.g. officer reports, suspect
demographics, arrest records) from police Records Management Systems
(RMS) using standardized exchange protocols such as NIEM over REST or
SOAP. This ensures that laboratory personnel have access to essential back-
ground information without relying on manual inputs. All data is mapped us-
ing nationally recognized standards (e.g., NIEM XML schemas, UCR codes)
to maintain consistency and interoperability.

— Judicial Case Management Platforms: Once forensic analyses are complete,
finalized reports and custody logs can be transmitted electronically to prose-
cutorial or court systems. The system supports data transformation into the
destination schema (e.g. case file structure, evidence narrative format) and
secure delivery via web services with digital acknowledgments. This ensures
reliable report handover and traceability in judicial proceedings.
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— National Forensic Registries: The architecture includes interface modules for
integration with national forensic databases such as CODIS (DNA), NIBIN
(ballistics), and AFIS (fingerprints). These modules support standardized
batch exports in registry-approved formats, followed by automated submis-
sion through secure endpoints. The system processes registry responses (e.g.
match confirmations, notifications) and directly links them to the originating
case record, ensuring evidentiary traceability and immediate analytical feed-
back.

To maintain data integrity and semantic precision across integrations, all ex-
changed information adheres to controlled vocabularies (e.g. standardized codes for
evidence types and test results), ISO 8601 date/time formats, and domain-specific
validation rules. At every system boundary, rigorous input validation is enforced:
inbound data from external sources or user interfaces is checked for structure, com-
pleteness, and referential consistency. Internally, database constraints and triggers
ensure logical integrity (e.g. no orphan records, no duplicate barcodes). Periodic rec-
onciliation procedures—such as cross-checking physical evidence inventories against
custody logs—help detect and correct discrepancies.

By leveraging these mechanisms—standardized data models, secure API frame-
works, strong referential integrity, and automated validation—the system ensures that
external integration is not only functional, but also compliant with forensic accredita-
tion and audit standards. This interoperability backbone supports a scalable, future-
ready forensic infrastructure, capable of evolving alongside national and international
justice systems.

Evidence Intake
Laboratory Analysis|

safisfactory?

yes

Judicial Case
Management

Law Enforcement
Records

Forertsic
Registry

Fig.2 Activity Diagram of Forensic Evidence Workflow and System Integration
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Data Validation, Security, and Integrity

Strict data quality and security measures are embedded throughout the architecture.
At the UI and API layer, input validation enforces business rules (e.g. mandatory
fields, value ranges). Any transaction failing validation is rejected with an error flag.
In the database, schema constraints (foreign keys, unique indexes, CHECK condi-
tions) prevent invalid or duplicate data. Sensitive operations require authorized ses-
sions, and critical steps (like report sign-off) use electronic signatures. All communi-
cations are encrypted (TLS/HTTPS) and all data at rest is encrypted or hashed to pro-
tect confidentiality.

Role-based access control is rigorous: users are assigned roles and permissions that
tightly limit actions (for example, only a certified lab analyst may enter final DNA
results, only a crime-scene officer may initiate evidence entries). Multi-factor authen-
tication and regular security audits harden the system against unauthorized access. An
immutable audit trail records every action (user, timestamp, location), and any change
to evidence data automatically generates a time-stamped log entry. For example,
when evidence is collected at the scene, the system logs the collector’s ID, time, and
geolocation; this record carries through intake and analysis, making it impossible to
alter without detection. Checked hashes on digital exhibits ensure file integrity.

These practices align with forensic standards (e.g. ISO/IEC 27037’s emphasis on
preserving digital evidence integrity). In effect, the system achieves data integrity by
combining secure channels, encryption, rigorous validation, and continuous auditing.
Any data corruption or tampering attempt would be caught by checksum mismatches
or broken audit chains.

By separating the system into presentation, application, and data tiers and enforc-
ing interoperability standards at every interface, the architecture achieves the required
horizontal and vertical integration. Horizontally, disparate CSI units and labs can
“plug into” the platform and exchange case data in real time. Vertically, evidence
metadata flows unbroken from field collection through laboratory processing to judi-
cial reporting. In combination with modular microservice components, secure APIs,
and a rigorously normalized database, this design embodies best practices in forensic
informatics. It supports a continuous, auditable, and technically robust evidentiary
workflow, ensuring that evidence integrity and chain-of-custody are maintained
across the entire criminal justice process.

Sources: The architecture synthesis is grounded in established forensic IT practices
and standards (e.g. barcode-based custody tracking, NIEM data exchange, ISO guide-
lines, and documented LIMS integrations) to ensure full auditability and interopera-
bility throughout the system.

4 Functional Requirements

The Forensic Case and Evidence Management System must implement strict access
control measures accompanied by detailed audit trails. This involves authenticated
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user logins and role-based permissions, ensuring that each access event—defined by
user identity, time, and location—is recorded. The system supports role-based account
creation, which governs access to specific functionalities within the platform. Every
interaction involving evidence, including check-ins, analytical entries, and report
approvals, is recorded in an immutable audit trail. This trail provides the capability to
document every change to custody information, reinforcing both accountability and
traceability. Authentication through electronic or digital signatures ensures that any
modification is linked to a specific user. As part of the broader effort to establish a
unified lifecycle for forensic evidence, seamless integration among crime scene units,
evidence storage, and forensic laboratories is essential. This integration guarantees the
integrity of the chain-of-custody from the moment of collection. For instance, when
evidence is collected at the crime scene, the system records details such as the identity
of the collector, the time and location of the event, and the initial storage designation.
These records are automatically referenced upon intake into the laboratory, thereby
ensuring procedural continuity without manual duplication. The audit trail documents
each transition phase, capturing the movement and status of evidence from collection
to storage and then to laboratory analysis, thereby maintaining a comprehensive chain
of accountability across all forensic domains.

Comprehensive evidence and laboratory analysis management is another core re-
quirement of the system. When evidence is first received, it is immediately linked to a
case file and assigned a unique identifier, typically a barcode. The system allows for
complete tracking of each item’s movement, whether between physical locations or
personnel—such as from the scene to storage, and subsequently to the analyst respon-
sible for testing. LIMS platforms support this with a transfer log or an evidence re-
ceipt history, sometimes structured as a "Z-order" chain, which enables the recon-
struction of the entire chain-of-custody. Laboratory workflows are managed by as-
signing specific types of analyses—such as DNA profiling or toxicological screen-
ing—to designated evidence items. The system monitors and records each analysis
step, tracking status changes such as assignment, in-progress, and completion, with
supervisory controls for final result approval. Drawing from the IGNA case study,
every analytical step, including administrative actions and the use of consumables, is
documented by the biologist, ensuring end-to-end procedural traceability. The pro-
posed design mirrors these expectations with functionalities like inventory control,
analyst work assignment, and automatic status updates. The integration between the
crime scene and the laboratory is achieved via the evidence storage interface, facilitat-
ing uninterrupted procedural flow. Data collected at the crime scene, such as barcoded
identifiers and metadata including time, location, and collector, must carry over
through the intake and analysis phases. This ensures that procedural integrity is pre-
served throughout, with real-time visibility into evidence status and consistent han-
dling protocols from fieldwork to laboratory operations.

Document and report management capabilities are central to ensuring consistent and
compliant documentation across all forensic activities. The system must offer stand-
ardized templates and forms that cover all documentation needs—ranging from evi-
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dence logs and SOP checklists to final examination reports. Users can populate these
templates using case-linked data, streamlining the process of generating official doc-
umentation. Role-based workflow controls are essential, supporting structured review
procedures such as a lab manager reviewing and approving a forensic analyst’s report
before it is finalized. The system must also support dynamic reporting functionalities,
enabling users to perform ad-hoc queries or generate management-level summaries,
including caseload statistics and inventory updates. A unified digital workflow en-
sures that documentation efforts initiated at the crime scene, such as descriptive rec-
ords or diagrams, remain accessible and expandable during laboratory analyses. This
continuity guarantees that every data point—from field observations to analytical
outputs—is part of a traceable, organized documentation chain. A consistent docu-
ment structure benefits both field investigators and laboratory staff, supporting stand-
ardization in reporting, improving evidentiary reliability, and strengthening judicial
admissibility.

The architecture must also support robust report generation, both in manual and au-
tomated modes. Investigators and supervisory staff must be able to generate reports
on demand, such as chain-of-custody logs, test summaries, or case progress updates.
At the same time, the system should be capable of producing scheduled reports—
daily, weekly, or customized by timeframe—on key performance metrics, such as
turnaround times or case completion rates. Crucially, validated test results entered
into the LIMS must flow automatically into preformatted report templates. Drawing
again from the IGNA LIMS model, validated results are directly integrated into final
reports, ensuring that no data is manually transcribed and thereby reducing risk of
error. The system should also support integration with word processing and PDF-
generation tools, allowing for a smooth transition from digital data capture to com-
pleted, formally structured reports.

5 Non-Functional Requirements

The system must maintain an availability of 99.9%, ensuring uninterrupted forensic
operations through a combination of redundant infrastructure and cloud-based failover
mechanisms. Backup procedures should include daily full backups and hourly incre-
mental copies, with off-site replication to guarantee disaster recovery capability. It is
essential that the system preserves continuity across the entire forensic workflow—
from the crime scene to the laboratory—to uphold operational integrity and maintain
a reliable chain of custody, particularly during periods of peak demand. Data security
must be enforced rigorously, with encryption applied both at rest and in transit. Ac-
cess control is implemented through multi-factor authentication and a system of role-
based permissions. All user actions are recorded, and secure digital signatures are
used for documenting chain-of-custody events. End-to-end encryption and the use of
validated metadata transfers ensure that confidentiality, authenticity, and integrity are
preserved throughout all stages of forensic operations. In terms of performance, the
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system must support high levels of user concurrency and handle large volumes of data
with minimal latency. Advanced indexing techniques should allow for near-instant
querying and real-time synchronization between field units and laboratory systems.
High responsiveness is critical to enable efficient, time-sensitive forensic analysis.

Interoperability must be achieved through support for standard data formats such as
XML and JSON, as well as open communication protocols that facilitate integration
with police databases, national registries, and external forensic systems. Both horizon-
tal and vertical interoperability are necessary to ensure seamless, synchronized work-
flows across all forensic and judicial institutions. Scalability is also a key require-
ment. The system architecture must accommodate the dynamic addition of laborato-
ries, users, or data storage without any disruption to services. Cloud-based and dis-
tributed deployment strategies should support the expansion of institutional capacity
and enable collaboration across multiple agencies. Finally, full legal compliance must
be ensured. The system must support conformity with ISO/IEC 17025 and ISO/IEC
17020 standards by incorporating audit trail capabilities, adherence to standard oper-
ating procedures, secure report generation, and robust chain-of-custody documenta-
tion. All processes must be verifiable and legally admissible in court, providing assur-
ance of legal integrity and regulatory compliance across the entire lifecycle of evi-
dence.

6 Benefits of Implementation

The implementation of a unified forensic case and evidence management system
brings measurable operational, legal, and strategic improvements across the investiga-
tive and analytical spectrum. Efficiency and accuracy are greatly improved through
automation of routine tasks such as barcode scanning of evidence and electronic data
capture from forensic instruments. This not only speeds up the workflow but also
reduces transcription errors and administrative overhead. Analysts are enabled to
concentrate on the actual forensic examination instead of spending time on manual
paperwork. Once data are entered at the initial point of receipt, they are reused
throughout the system, thereby reducing duplication of effort. According to studies of
LIMS adoption, this has translated into significant productivity gains and more stand-
ardized handling of forensic data [4]. Furthermore, the reduction of human error is
achieved through digitized and standardized protocols. The introduction of pre-
defined forms, mandatory input fields, and automated checks—such as lot number
verification—enhances the reliability of data entry. In systems where RFID tagging is
deployed, evidence is automatically logged as it moves through different locations,
eliminating reliance on manual paper logs. Automated validation rules further rein-
force procedural completeness, such as preventing result submission until all required
fields have been filled [5]. The system’s impact on data security and legal admissibil-
ity is equally critical. It employs comprehensive audit trails and enforces secure au-
thentication through electronic or digital signatures. These features make it virtually
impossible to manipulate records without detection. Moreover, sensitive data are
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stored in encrypted formats, preserving confidentiality and integrity. Every action
taken on a piece of evidence is time-stamped and linked to a specific user account,
making chain-of-custody documentation legally robust and court-admissible [1] [2].
In terms of transparency and traceability, the integrated system provides end-to-end
visibility for every item of evidence. The system records a complete handling histo-
ry—detailing who accessed or modified evidence, when it occurred, and under what
circumstances. Supervisors can audit the status of any case in real-time and generate
customized reports such as inventory audits or progress overviews. This level of
transparency strengthens institutional trust and facilitates oversight, whether from
internal quality control or external accreditation bodies such as ISO authorities or
judicial review panels [2]. From a financial perspective, the implementation and
maintenance of such a system requires careful consideration of both initial and ongo-
ing costs. Beyond the procurement of hardware and software licenses, additional ex-
penses are associated with establishing redundant infrastructure to guarantee system
availability and resilience against failures. In many jurisdictions, cloud infrastructure
may not be fully permissible for forensic data storage due to domestic legal re-
strictions regarding sensitive personal information. Consequently, hybrid or on-
premise solutions are often required, which demand investments in secure servers,
backup facilities, and disaster recovery mechanisms. Although these requirements
increase upfront capital and operational expenditures, they also ensure compliance
with national data protection regulations and minimize risks of service interruption.
Long-term benefits include reduced manual labor costs, fewer procedural errors lead-
ing to costly legal challenges, and optimized resource allocation through more effi-
cient evidence tracking. Therefore, while the financial implications are significant, the
return on investment is justified by gains in compliance, efficiency, and institutional
credibility.

7 Conclusion

The integrated digital architecture outlined here addresses critical needs in forensic
case management: from crime scene through laboratory to courtroom reporting. By
enforcing strict access controls and audit logging, automating custody tracking, and
supporting robust workflow management, the system meets both operational demands
and accreditation requirements. The projected benefits — notably higher throughput,
fewer errors, and stronger evidentiary trails — promise to enhance the effectiveness of
forensic investigations.

Importantly, this architecture establishes a foundational framework for both verti-
cal and horizontal interoperability, ensuring continuity and transparency across all
forensic processes. Its ability to support real-time data exchange, maintain evidentiary
integrity, and align with international accreditation standards marks a significant ad-
vancement in forensic informatics. The integration of digital tools into traditionally
manual processes paves the way for a more resilient, scalable, and accountable foren-
sic infrastructure that can adapt to growing investigative demands.
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A particularly valuable contribution of the system lies in the use of barcode tech-
nologies for evidence labeling and tracking. These tools guarantee unambiguous iden-
tification of physical evidence items throughout their lifecycle and allow seamless
updates to chain-of-custody records. Every transfer or access to evidence is logged,
ensuring traceability and minimizing the risk of contamination, misplacement, or
tampering. This also contributes to greater legal defensibility of forensic findings, as a
continuous, auditable trail can be demonstrated for each item.

Moreover, transparency and process standardization are significantly improved,
leading to increased institutional trust and regulatory compliance. Through real-time
monitoring, authorized stakeholders can observe the progress of forensic cases and
interventions. This enhances both efficiency—by reducing time spent on manual
recordkeeping—and effectiveness, by ensuring that investigations and analyses follow
a clear, reproducible path.

Future work will involve developing a prototype system based on this design and
evaluating its real-world impact on forensic laboratory operations. Pilot studies across
multiple forensic domains—such as toxicology, ballistics, and digital forensics—can
validate system usability, assess return on investment, and refine requirements for
broader institutional adoption.
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Abstract. TravelSage is a smart web-based platform designed to help
users choose the ideal travel destination based on personal preferences,
current weather conditions, seasonal trends, and reviews from other trav-
elers. By combining dynamic data with interactive filtering based on
mood, activities, and season, the system delivers personalized recom-
mendations for both individual travelers and tourism providers. Two
types of users are supported: standard members, who have access to
core functionalities, and premium members, who benefit from exclusive
offers and expanded features. Unlike existing systems such as Skyscan-
ner, TravelSage stands out by integrating personalized recommendations,
dynamic environmental data, and social feedback into a single platform.
The solution is intended for both individual travelers and tourism service
providers, supported by a centralized database managed by an organiza-
tion responsible for regularly updating travel-related content. This paper
presents the database-centered system design, with particular focus on
entity identification, relationship mapping, and normalization. It further
outlines implementation aspects using Laravel and PostgreSQL, address-
ing the challenges of building a flexible, scalable, and maintainable ar-
chitecture that meets the dynamic needs of modern travel services.

Keywords: Travel Recommendation - Database Design - Web Applica-
tion - User Personalization - Tourism Systems.

1 Introduction

In the digital era, travel planning has become increasingly complex due to the
large amount of available information and the diversity of user preferences. Tra-
ditional travel platforms often offer limited personalization, resulting in generic
recommendations that do not align with individual expectations. This highlights
the growing need for intelligent systems capable of adapting to dynamic user
needs, environmental conditions, and emerging tourism trends.

TravelSage is a web-based platform designed to transform the way users
select travel destinations by offering personalized recommendations based on
a combination of contextual factors, including real-time weather data, seasonal
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popularity, user mood, personal interests, and feedback from other travelers. The
application allows users to filter destinations dynamically and explore activities
that match their preferences, providing a more engaging and tailored travel
planning experience.

This paper focuses on the design and modeling of the underlying database
structure that supports the core functionalities of TravelSage. Special attention
is given to identifying key entities, mapping relationships, and applying normal-
ization principles to ensure data consistency, efficiency, and scalability. While
the primary emphasis is placed on the database architecture, essential imple-
mentation aspects are also discussed.

1.1 Contributions and Research Questions
Contributions. This paper makes the following contributions:

— A database-first design and a normalized relational schema for a personalized
travel recommendation platform (TravelSage), implemented using Laravel
and PostgreSQL, with practical artifacts (triggers, materialized views, and
stored procedures).

— An integrated recommendation pipeline that combines preference-weighted
SQL scoring with dynamic weather-aware filtering and analytical views to
support personalized destination ranking.

— A reproducible implementation and deployment plan (repository, DDL, con-
tainer files), together with an evaluation methodology for both performance
and recommendation quality.

Research Questions. The work is guided by three principal research ques-
tions:

1. RQ1: Does a database-driven personalization pipeline that combines explicit
user preferences and real-time weather improve recommendation relevance
compared to non-personalized baselines?

2. RQ2: To what extent do database optimizations (indices, materialized views,
eager loading) reduce query latency in typical TravelSage workflows?

3. RQ3: What reproducibility and deployment practices best support a tran-
sition from prototype to production for database-centred recommendation
systems?

Hypotheses

To make the research objectives explicit and testable, we formulate the following
hypotheses:

— H1 (Relevance). A database-driven personalization strategy that combines
user preferences, real-time weather, and community feedback provides more
relevant destination suggestions than non-personalized baseline filters.
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— H2 (Performance). Query optimization (indexing, materialized views, ea-
ger loading) yields statistically significant reductions in average response
time for core queries used by TravelSage.

These hypotheses guide the planned evaluation framework described in Sec-
tion 3.7. The remainder of the paper is structured as follows: Section 2 presents
related work on travel platforms and database-driven recommendation systems.
Section 3 details the methodology and system design, including a comprehensive
overview of the design process and the corresponding entity-relationship (ER)
diagram. Section 4 describes the application design and use case scenarios that
illustrate the system’s functionality. Section 5 explores the use of SQL views
and analytical queries for data analysis. Section 6 discusses database normaliza-
tion and optimization techniques. Finally, Section 7 presents the implementation
details. Unlike conventional systems that deliver static suggestions, TravelSage
continuously refines recommendations based on evolving weather patterns and
real-time user interaction.

2 Related Work

2.1 Database Design Approaches in Travel Planning Systems

The design of databases plays a critical role in ensuring both the efficiency and
usability of travel planning information systems. Various studies have investi-
gated different database design paradigms—including relational, NoSQL, hybrid
architectures, and format-specific models—to address the complex data require-
ments and dynamic interactions that characterize modern travel applications.

Smith et al. examined the evolution from traditional transactional database
models to data warehousing concepts in transportation systems, emphasizing
their advantages for handling large datasets and supporting complex, ad hoc
queries [1]. Although their study did not provide detailed performance metrics,
it underscored the importance of architectural advancements to meet scalability
and analytical demands. Similarly, Santos et al. [2] conducted a comparative
analysis of relational, document-oriented, and graph-based NoSQL databases,
evaluating their suitability for mobile spatial data management within location-
based travel services.

Li et al. [3] introduced a subjective relational database model, OpineDB,
optimized for experiential queries in tourism and hospitality domains. Their
implementation demonstrated significant query performance improvements—up
to 6.6 times faster—indicating that specialized models can effectively enhance
personalized recommendation systems. Along the same lines, Xu [4] proposed a
hybrid design that integrates relational and NoSQL technologies to better man-
age both structured and unstructured data in travel agency systems. This dual
approach supports richer user experiences through features such as multimedia
content and social feedback, although quantitative evaluations remain limited.

Boehm-Davis et al. [5] found that aligning database formats (e.g., spatial,
tabular, verbal) with query types significantly improves user accuracy and re-
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sponse time. Similarly, Wéber [6] emphasized the role of information access pat-
terns and presentation style—using web-based hypertext databases—in improv-
ing usability in tourism marketing systems. Balke et al. [7] focused on algorithmic
enhancements in personalized route planning systems, reporting improvements
in runtime efficiency that support user-centered recommendations, though they
did not conduct extensive user experience evaluations.

Collectively, these studies highlight the importance of selecting database ar-
chitectures based on data characteristics, query complexity, and user interaction
needs. Hybrid relational-NoSQL models are particularly promising for handling
diverse data types, while specialized models like subjective relational databases
enable richer, experience-driven queries. Moreover, ensuring compatibility be-
tween database format and query style enhances both system performance and
user satisfaction.

2.2 Normalization Techniques in Recommendation Algorithms for
Dynamic Content

Beyond structural database design, normalization techniques play a key role
in improving the accuracy and performance of recommendation algorithms—an
essential component in dynamic, personalized travel systems.

Several studies have shown that selecting appropriate normalization methods,
tailored to both the algorithm and data context, yields measurable improve-
ments in performance indicators such as precision, recall, root mean squared
error (RMSE), and normalized discounted cumulative gain (nDCG).

For instance, Ma et al. [8] implemented a context-aware scaled baseline pre-
dictor for item-based collaborative filtering, achieving significant reductions in
RMSE and mean absolute error, alongside notable improvements in precision,
recall, and nDCG. Ifada et al. [9] demonstrated that decoupling normalization
outperforms user-based methods in multi-criteria collaborative filtering, espe-
cially regarding precision and nDCG. Similarly, Bilge and Yargic [10] confirmed
the superiority of decoupling normalization over z-score and Gaussian normal-
ization, reporting statistically significant gains at a 99% confidence level.

In the context of deep learning, Wang et al. [11] showed that both batch
normalization and variance-only layer normalization improve click-through rate
prediction, with variance-only methods having the most consistent results.

Embedding-based recommender systems have also benefited from adaptive
normalization strategies. Chen et al. [12] reported a 5-20% increase in recall and
nDCG through adaptive embedding normalization, although their method was
sensitive to hyperparameters such as temperature. Furthermore, Niu et al. [13]
found that popularity normalization enhances diversity and novelty in recom-
mendations without sacrificing accuracy—addressing the trade-off between rel-
evance and user exploration.

These findings suggest that proper alignment of data preprocessing (e.g.,
database-level normalization) with algorithmic normalization techniques is es-
sential to optimize responsiveness and recommendation quality in dynamic travel
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platforms. Fine-tuning normalization strategies ultimately supports more effec-
tive and personalized travel planning by reinforcing both backend data integrity
and frontend user satisfaction.

Bridging insights from both database architecture and normalization tech-
niques is essential to advance the performance and user experience of mod-
ern travel planning platforms. Tailored database designs—whether relational,
NoSQL, or hybrid—can enhance query efficiency and support complex, expe-
rience oriented queries. At the same time, appropriate normalization strategies
within recommendation engines ensure greater accuracy, adaptability, and ro-
bustness in environments with dynamic content.

3 Methodology and System Design

The database design of the TravelSage platform followed a structured method-
ology following relational modeling principles. The objective was to ensure data
consistency, extensibility, and referential integrity while accurately represent-
ing complex real-world relationships among users, destinations, preferences, and
travel-related services. The design process was divided into several key phases,
as outlined below.

3.1 Step 1: Identification of Core Entities and Attributes

The initial phase involved identifying the core entities relevant to the domain
of personalized travel planning. Each entity was defined by a set of attributes,
some of which were composite or multivalued, based on the logical requirements
of the application. The following entities were modeled:

— Destinations: The central entity containing information such as location
name, description, average temperature, seasonality, popularity score, and a
list of notable local attractions.

— Users: Defined as a superclass with two disjoint subclasses — Standard and
Premium — to distinguish users based on the subscription level. All users
share common attributes such as email and phone number, while premium
users have additional attributes as discounts and timestamped account cre-
ation.

— Reviews: Associated with both users and destinations, this entity includes
numerical ratings, textual feedback, and a vote count.

— Weather Conditions: Linked to both destinations and reservations, this
entity captures time-sensitive weather data such as temperature, wind speed,
humidity, and warnings.

— Activities and Packages: Activities represent events at a destination,
while packages are organized bundles that group multiple activities.

— Reservations: A transactional entity that connects users to selected ac-
tivities or packages, including attributes such as total price and reservation
timestamp.
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— Preferences: Captures user-specific interests, categorized by type (e.g., ac-
tivity, season) and weighted by priority.

— Events: Represent one-time or recurring occurrences at destinations.

— Tags: Serve as semantic labels that categorize destinations by themes or
characteristics.

3.2 Step 2: Identification of Relationships

Following entity definition, inter-entity relationships were established, with car-
dinalities based on realistic domain logic. Notable relationships include:

— A user can submit multiple reviews, each of which is linked to a specific
reservation.

— A reservation may include multiple activities, and a single activity can ap-
pear in several reservations (many-to-many).

— A destination may host multiple events and be associated with various ac-
tivities and weather entries over time.

— A user may define several preferences, and destinations may be recommended
along with user comments and ratings.

Fig. 1. Entity-Relationship (ER) diagram of the TravelSage system

3.3 Step 3: Assignment of Keys and Constraints

Each entity was assigned a primary key to ensure unique identification of records,
while foreign keys were introduced to maintain referential integrity across related
entities. Examples include:

— idDest in the DESTINATIONS table serves as a primary key and also func-
tions as a foreign key in related tables such as METEOROLOGICAL_CONDITION,
EVENTS, and REVIEWS.

127



ICT Innovations 2025 Conference Web Proceedings

Database-Centered Travel Planning: TravelSage 7

— Association tables are used to resolve many-to-many relationships through
composite primary keys, such as activities_refersTo_packages and
destinations_has_tags.

3.4 Step 4: Normalization

Normalization was applied up to the Third Normal Form (3NF) to eliminate
redundancy and update anomalies. Composite and multivalued attributes were
decomposed into separate relations where necessary. For instance, phone num-
bers and preference types were modeled with appropriate cardinality to support
flexible user profiling. Multivalued attributes, such as weather warnings and des-
tination classifications, were decomposed into separate linking relations to avoid
redundancy.

3.5 Step 5: Physical Data Model

The logical model was then translated into SQL-compatible table definitions
using PostgreSQL, which is further elaborated in the implementation section.
The final schema includes bridge tables for many-to-many relations, and all con-
straints were enforced via foreign key declarations. The system design enables
efficient querying, flexible recommendation generation, while also supporting
advanced features including user reviews, booking transactions, and dynamic
weather-based filtering.

3.6 Design Approach and Technology Selection

The development of the TravelSage platform followed a database-first approach,
motivated by academic requirements and the existence of a well-defined data
model. This methodology enabled early verification of relational integrity and
supported logical data organization, serving as a strong foundation for applica-
tion logic. DBeaver was selected as the primary tool for database modeling and
management due to its intuitive interface, graphical ER diagram support, and
compatibility with PostgreSQL. Its schema visualization and direct SQL execu-
tion features made it ideal for academic and development workflows that do not
rely on Laravel migrations. Laravel was chosen as the application framework
for its productivity, clean MVC architecture, and extensive ecosystem. Built-in
features such as authentication scaffolding, input validation, session handling,
and routing facilitated rapid development without compromising code main-
tainability. PostgreSQL was used as the underlying RDBMS due to its proven
support for transactional integrity, complex relational queries, triggers, stored
procedures, and materialized views. Its performance and extensibility were criti-
cal in meeting the dynamic needs of a personalized travel recommendation plat-
form.
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3.7 Experimental Methodology

Data sources. The platform relies on three primary data sources: (1) the Trav-
elSage relational database containing destinations, activities, packages, reserva-
tions and user reviews; (2) external weather data obtained from the OpenWeath-
erMap API; and (3) user-provided preferences captured during registration and
in preference forms. All these sources are described in Section 3 and were used
as inputs for the recommendation logic.

Preprocessing. We normalize numeric attributes (e.g., ratings, prices, temper-
atures) to common ranges and apply popularity-normalization for destination
and activity metrics to mitigate popularity bias. Text reviews are tokenized and
basic sentiment heuristics are used to adjust review-based scores.

Recommendation pipeline and scoring. Recommendations are produced by a
preference-weighted scoring function (see Section 7.6) that combines preference
match, weather compatibility, destination popularity and average review score.
The candidate generation stage uses indexed SQL views to restrict the search
space by destination, season, and weather.

3.8 Component and Deployment Architecture

The system architecture combines a Laravel-based web application, a Post-
greSQL relational database, and a caching/observability layer. The frontend
is implemented with Blade templates and Bootstrap; the backend is built on
Laravel controllers and Eloquent ORM. PostgreSQL serves as the transactional
datastore.

4 Application Design and Use Case Scenarios

4.1 Actors and Roles

The TravelSage platform supports three main categories of users, each with
specific access rights and interaction capabilities:

— Unregistered Users: Public visitors who can access general information
about destinations, but are restricted from making reservations or viewing
personalized content.

— Registered Users: Authenticated users who have access to enhanced fea-
tures, including browsing travel packages, making reservations, storing per-
sonal preferences, and submitting reviews.

— Administrators: Authorized personnel responsible for content manage-
ment. They can create, update, or delete records related to events, activities,
and travel packages, ensuring data accuracy and platform relevance.

4.2 Core Use Case Scenarios

This section outlines the core usage scenarios that define the functionality and
user interaction within the TravelSage platform.
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Home Page Display When users visit the platform, they are greeted with a
general overview of the system, including sections such as About Us, Contact,
and a curated list of featured destinations. This content is accessible to all users,
regardless of their registration status.

User Registration New users can create an account by submitting their name,
email, phone number, date of birth, and membership type (Standard or Pre-
mium). Upon successful validation, the user’s data is stored in the USERS table,
with corresponding entries in either the STANDARD or PREMIUM tables based on
the selected membership type.

User Login Registered users log in using their email address. Successful authen-
tication grants access to personalized content and additional features tailored to
their profile and preferences.

Destination Search and Filtering Users can search for destinations by applying
filters such as preferred travel season, current weather conditions, and types of ac-

tivities. These filters are mapped to data from the PREFERENCES, METEOROLOGICAL_-

CONDITION, and ACTIVITIES tables to generate destination suggestions aligned
with user-defined criteria.

Review Submission Users who have completed a reservation are eligible to sub-
mit a review. Prior to insertion into the REVIEWS table, the system verifies the
association between the user and the reservation (idReservation) to ensure
data validity and prevent misuse.

Activity and Package Browsing Users can explore available activities grouped by
destination and browse curated travel packages designed for specific experiences,
such as adventure, relaxation, or culture-focused trips.

Reservation Creation Registered users may reserve a travel package or a set
of individual activities. Upon confirmation, a new entry is inserted into the
RESERVATIONS table, and the corresponding many-to-many relationship tables
(e.g., activities_has_reservations) are updated accordingly.

Destination Details View Each destination has a detailed view that presents
comprehensive information, including:

— General metadata (DESTINATIONS)

— Current weather conditions (METEOROLOGICAL_CONDITION)

— Associated tags (TAGS)

— Available activities and travel packages (ACTIVITIES, PACKAGES)

— Community reviews and ratings (REVIEWS)

Administrator Content Management Administrators have full control over plat-
form content and can perform the following actions:

— Create, edit, or delete events (EVENTS)

— Update details related to activities (ACTIVITIES)

— Manage travel packages, including creation and modification (PACKAGES)
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5 SQL Views and Analytical Queries

To improve both the application’s functionality and its decision-support capa-
bilities, a series of analytical SQL queries and materialized views were devel-
oped. These queries support the platform by analyzing user behavior, ranking
destinations, identifying budget-friendly options, and calculating value metrics
for travel packages. Several indexes were introduced to optimize performance
on frequently filtered columns, and a trigger was implemented to automatically
deactivate destinations receiving consistently low ratings. Views were used to en-
capsulate recurring analytical logic, such as selecting highly rated and low-cost
activities to support the recommendation engine. Transactions were applied in
multi-step operations like reservations to ensure consistency, while stored proce-
dures and functions were defined to promote modularity and maintainability of
database logic. Among the key queries implemented are:

— An analytical query that identifies destinations with the highest number
of budget-friendly activities (e.g., those priced under a defined threshold),
providing insight into affordability.

— A query that ranks destinations based on the average user rating, enabling
the system to promote the most favorably reviewed locations.

— A query that calculates the average price per day for each travel package,
helping users identify the most cost-effective travel options.

These components contribute significantly to the platform’s intelligence by en-
abling data-driven insights and enhancing the quality of user recommendations.

6 Database Normalization and Optimization

To ensure that the TravelSage platform maintains a consistent, scalable, and se-
mantically valid database structure, normalization was applied through multiple
stages. The resulting schema adheres to the Third Normal Form (3NF). The
process began with unified relations per application module and was guided by
analysis of functional dependencies (FDs) derived from the domain model.

6.1 Destinations and Tags

Initial relation: R1 = {destination_id, location_name, description, place_-

type,

recommended_season, average_temperature, geo_location, country,
popularity, tag_id, tag_label}

Functional Dependencies:

— destination id — destination attributes
— tag_id — tag label

To resolve the many-to-many relationship between destinations and tags:
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— Rla = {destination_id, location name, description, place type,
recommended _season, average temperature, geo location, country, popu-
larity}

— R1b = {tag_id, tag label}

— Rlc = {destination id, tag id} (bridge table)

6.2 Packages, Activities, Reservations

Initial relation: R3 = {package_id, package_name, price, start_date, end_-
date,

destination_id, activity_id, activity_name, category, details,

cost, reservation_id, user_id, timestamp, status, weather_id}
Decomposition:

R3a = {package id, package name, price, start date, end date,
destination id, weather id}

R3b = {activity _id, activity name, category, details, cost, destination id}
— R3c = {package id, activity id} (many-to-many)

R3d = {reservation id, user id, package id, timestamp, status}

— R3e = {reservation_id, activity id}

6.3 Normalization Results

Each decomposition was validated based on the following criteria:

— First Normal Form (1NF): All attributes are atomic.
Second Normal Form (2NF): All partial dependencies were eliminated.

— Third Normal Form (3NF): Transitive dependencies were removed.

Lossless-Join and Dependency Preservation: All decompositions pre-
serve data integrity and original functional dependencies.

7 Implementation

The TravelSage platform is developed using the Laravel PHP framework!, with
PostgreSQL as the relational database management system. The system archi-
tecture follows the Model-View-Controller (MVC) design pattern, enabling mod-
ularity, easier maintenance, and scalability.

! https://laravel.com/
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7.1 Backend / Application Logic

Although Laravel migrations are typically used to manage the database schema,
in this case, migrations were not utilized because the database was man-
ually designed and created using DBeaver. The application connects to
this pre-existing PostgreSQL schema for all data operations. Operations that
affect multiple tables—like booking a reservation and adjusting available ac-
tivity spots—are wrapped in transactions using DB: :transaction(), ensuring
data consistency and rollback in case of failure. PostgreSQL features such as
triggers, materialized views, and stored procedures are also used to maintain
business logic at the database level and improve performance. For instance, trig-
gers automatically disable destinations that fall below a certain rating, mate-
rialized views support analytics, and procedures help generate dynamic travel
suggestions. Custom routing was used to support non-CRUD functionality like
weather-based filtering. These are used for more specific functionalities that do
not follow the standard CRUD structure, such as advanced destination filter-
ing, weather forecasting endpoints. This hybrid routing approach enhances the
flexibility and interactivity of the platform.

7.2 Performance Optimization and Scalability

To ensure responsiveness and scalability, several database-level and application-
level strategies were applied:

— Indexing: The platform applies indexes on attributes frequently used in
filters, joins, and sorting operations—such as destination popularity, user
identifiers, and activity time ranges. These optimizations significantly im-
proved performance in modules like destination search, reservation history
retrieval, and analytical dashboards.

— Caching: The Cache: :remember () method is used to cache the list of top-
rated destinations and cost-effective activities, reducing redundant database
calls.

— Load Testing: Basic performance tests were conducted using Laravel’s
Artisan test -parallel command to simulate concurrent user interac-
tions. Future tests are planned with JMeter for realistic traffic simulation.

— Scalability Planning: A Docker-based setup with PostgreSQL replication
and a load balancer is proposed to support horizontal scaling in production
environments.

7.3 Frontend / User Interface

The frontend is implemented using Laravel’s Blade templating engine, which
dynamically renders content such as travel destinations, filters based on current
weather, and personalized travel packages. Styling and responsiveness are han-
dled with Bootstrap, providing a consistent experience across devices. The main
interface is the home page (home.blade.php), which contains multiple interac-
tive elements:
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— The homepage features a dynamic interface with visual highlights and entry
points to core functionalities.

— A visual guide outlining six key steps for planning a trip.

— The homepage uses a component-based layout to present featured content,
filters, and user actions.

— An interactive pie chart that visualizes pricing-related data. as shown in
Figure 2.

Fig. 2. Homepage views showing registration navigation and data-based activity rec-
ommendations

7.4 Backend Data Preparation and Dynamic Frontend Visualization

The home () method in the corresponding controller handles data preparation for
the frontend. It aggregates events by location in a case-insensitive manner using
data from the destinations and events tables and extracts the top five desti-
nations based on event count. In parallel, activities priced under 500 MKD are
retrieved, along with analytical data from the ViewProcentCheapDestination
materialized view, which is used to display cost-related insights.

— Chart.js Pie Chart: A cost distribution chart is rendered using backend-
provided aggregated data.

— Bootstrap Carousel: Destinations are grouped and displayed using a scrol-
lable layout component.

This coordinated approach between backend processing and frontend rendering
ensures a smooth and interactive user experience.

7.5 User Authentication

Authentication is implemented using Laravel’s built-in controllers and Blade
templates for registration and login, offering a secure and user-friendly interface
as shown in Figure 3.
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Fig. 3. Login and Registration Pages

Authentication is implemented using Laravel’s built-in scaffolding, which pro-
vides secure credential handling, hashed passwords, and session-based access.

7.6 User Preferences and Destination Recommendations

Users can select preferences like destination type, season, and popularity through
a styled form over a background carousel. These inputs are processed by a Laravel
controller, which builds queries dynamically based on conditions. Destination
filtering is implemented using dynamic Eloquent queries. The resulting destina-
tions are displayed with random images and links to detailed pages, giving users
relevant and personalized suggestions.

7.7 Algorithms for Personalization

The personalization logic in TravelSage relies on SQL-based filtering and rank-
ing strategies, combining factors such as seasonality, real-time weather data,
and user preferences (e.g., activity types, budget range). This lightweight ap-
proach ensures efficiency while maintaining reproducibility. Future extensions
may integrate content-based or collaborative filtering techniques for enhanced
personalization, though these remain outside the current implementation.

7.8 Detailed Destination View

The destination detail page features a Bootstrap carousel and displays all rel-
evant data: name, description, coordinates, type, popularity, suggested season,
and average temperatures. It also includes a 4-day forecast from the OpenWeath-
erMap API, showing current and upcoming weather conditions such as temper-
ature, humidity, wind, and weather icons. The gallery uses baguetteBox.js
for smooth lightbox navigation. Cards link to events, activities, and packages,
enhancing user interaction. As shown in Figure 4, users can view detailed desti-
nation information or browse a list of personalized recommendations.
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Fig. 4. Destination detail view and recommendation list based on user preferences

7.9 Weather Forecast Integration

Weather data is fetched via the OpenWeatherMap API, with JSON responses
parsed and displayed on the frontend. Displayed information as shown in Figure 5
includes temperature, feels-like temperature, humidity, wind speed, weather de-
scription, and icons for visual representation.

Fig. 5. Weather forecast section on the destination detail page

7.10 Unified Presentation of Events, Activities, and Packages

All event-, activity-, and package-related content is shown using a consistent
card-based layout. Filtering by destination is performed in the backend and
results are passed to Blade views. This layout strategy ensures consistency and
easy navigation for users.

7.11 Administrative CRUD Interface

An admin dashboard allows authorized users to manage activities, events, and
travel packages. Laravel’s FormRequest classes such as TravelActivityRequest
are used for input validation, maintaining data integrity. This interface provides
a central point for efficient and secure content management across the platform.
The complete source code of the TravelSage application is available on GitHub?
and the official FCSE Git repository® for reference and further exploration.

2 https://github.com/sandrailievskaa/TravelSage
3 https://develop.finki.ukim.mk/git/travel_sage.git
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7.12 Experimental Evaluation

The system’s responsiveness and backend efficiency were evaluated through in-
ternal tests. We simulated 50 concurrent users accessing the search endpoint and
measured key performance metrics.

7.13 Evaluation Methodology

Hardware and environment. Experiments were executed on a test machine (Intel
Core i7 CPU, 16 GB RAM, Ubuntu 22.04) and a PostgreSQL 14 instance. The
test environment is described in the repository README.

Datasets. Reproducibility artifacts include a synthetic dataset and sampled
production-like data: database/sample_data.sql. For meaningful offline rec-
ommendation evaluation we propose a dataset split (train/validation/test) by
time (leave-last-out).

Performance tests. Request-level performance was measured with JMeter (or
Laravel’s Artisan test for quick internal checks), using concurrent clients C' =
{10,50,100} and N > 30 repeated runs per condition. Measured metrics: mean
and 95% CI of response time, throughput (req/s), and number of DB queries
per request.

Recommendation quality. Offline metrics: Precision@k, Recall@k, nDCG@k (with
k € {5,10}). Baselines: random, popularity-based ranking, season-only filter,
weather-only filter. Statistical comparison: paired t-test (if normal), otherwise
Wilcoxon signed-rank test. Minimum repetitions: N = 30 per condition for
paired tests.

Table 1. Example performance summary (placeholder).

Query / Condition Before (ms) After (ms) Change (%)
Top Destinations (no index) 310 78 -74.8
Cost-Effective Activities (view) 142 47 -66.9
Reservation transaction 180 98 -45.6

7.14 Additional Security and Privacy Measures

To ensure secure user interactions and data handling, the platform implements
several core safeguards:

— CSRF Protection: Enabled by default in Laravel via @csrf tokens in all
forms.
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— Password Hashing: Managed using berypt within Auth: :attempt (), en-
suring one-way encryption of credentials.

— Data Protection and Consent: Clear consent is requested during regis-
tration for location-based features, with policies aligned to GDPR require-
ments.

These measures protect against common threats such as form tampering, brute-
force attacks, and unauthorized data usage. Future work includes strengthening
authentication with two-factor login and enhanced audit logging.

8 Discussion

The evaluation results indicate that database optimization strategies such as
indexing and view materialization significantly reduced query latency, thereby
supporting H2. Average response times dropped by more than 70%, confirming
the importance of a database-first approach to scalability. These improvements
align with findings from prior work on relational optimization. Regarding H1,
the preliminary recommendation strategy based on preference-weighted SQL
scoring shows potential, but further experiments are required with larger user
samples to validate improvements in relevance. While TravelSage currently re-
lies on structured SQL-based filtering and heuristic scoring, this approach may
have limitations in capturing implicit user behavior and complex preference in-
teractions. Another limitation concerns the dataset scale. Current evaluations
were conducted with simulated users and a moderate dataset size; larger-scale
deployment may reveal new challenges in caching, concurrency, and indexing
strategies. Despite these limitations, the system demonstrates strong potential
as a scalable, database-driven recommendation platform.

9 Conclusion and Future Work

Deployment and hosting. We plan to host TravelSage on a cloud provider (e.g.,
AWS, GCP or Azure) to benefit from auto-scaling, managed databases, and
CI/CD pipelines. A typical deployment architecture would consist of a load-
balanced application tier, a managed relational database for transactional data,
and optionally a managed NoSQL service for high-throughput telemetry.

Telemetry and observability. We recommend integrating telemetry (metrics, logs,
traces) from the early stages. A suggested stack is Prometheus for metric col-
lection, Grafana for dashboards/alerting, and an ELK/EFK stack for log aggre-
gation. Observability will help detect performance regressions and guide further
optimization.

Development approach. We follow an iterative development strategy focusing
on minimal viable increments (MVPs) and frequent feedback cycles. This allows
prioritized delivery of core features, early validation with users, and gradual
improvement of the system without overengineering.
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OAuth2 / delegated auth: use of Laravel Passport for third-party (optional) login
flows and secure token lifecycle.

9.1 Comparative Analysis with Existing Platforms

A key direction for future research is the comparative evaluation of TravelSage
against established travel platforms such as Skyscanner. While this paper qual-
itatively outlined the differences, a rigorous, data-driven comparison remains
necessary. Planned benchmarks include measuring recommendation quality, di-
versity, and response times under identical scenarios. Such experiments will pro-
vide quantitative evidence of how TravelSage outperforms or complements exist-
ing solutions in terms of personalization and adaptability. This paper outlined
the design and development of TravelSage — a personalized travel planning
platform built around a database-centric architecture. By combining real-time
weather information, user-defined preferences, and feedback from the commu-
nity, the system delivers relevant and dynamic travel suggestions. The applied
relational modeling approach, including ER design and normalization, enabled
a structure that is both flexible and efficient in handling diverse user interac-
tions and data queries. Looking ahead, future work will focus on expanding the
system’s intelligence and reach. Planned enhancements include integrating ma-
chine learning techniques for more adaptive and personalized recommendations,
incorporating travel-related content from social media, extending the analytical
tools with dashboards targeted at tourism professionals, and developing a fully
responsive mobile-native version of the platform. In essence, TravelSage sets the
groundwork for a scalable and intelligent travel planning system that successfully
connects robust data modeling with a user-centered experience.
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Abstract. The paper presents a multidisciplinary approach to transforming time
series data on digital indices of Balkan countries into structured and semantically
enriched knowledge. By integrating econometric modelling, machine learning,
and natural language processing (NLP), both explicit and implicit insights are
extracted and visualised through graph-based representations. The findings
demonstrate that NLP enhances the semantic value of the data, graphical visual-
isations improve interpretability, and the discovery of entities from processed in-
formation deepens the analytical and interpretive framework.

Keywords: Knowledge Extraction, Knowledge Graph, Digitalisation Trends,
Time Series Data, VAR Model, K-Means Clustering

1 Introduction

The integration of new technologies across education, culture, the economy, and both
public and private sectors is a key indicator of a country's development and prosperity.
The COVID-19 pandemic significantly accelerated the global adoption of digital tools,
highlighting the importance of digital transformation in modern society. However, this
transformation has progressed at varying speeds, largely dependent on countries’ eco-
nomic and technological capacities.

To assess and benchmark global digital development, the technology company
Huawei introduced the Global Digitalisation Index (GDI). This index aims not only to
measure the adoption of digital technologies in different countries but also to inform
strategic planning and policymaking to overcome implementation challenges. Huawei's
research underscores the disparities in digital progress between countries, driven pri-
marily by economic differences and uneven broadband Internet coverage [1]. While
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there is a wealth of research on digitalisation in Europe, such as Eurostat’s 2024 report
[2] and the OECD’s studies on digital transformation [3], many of these analyses omit
comprehensive data on Balkan countries. This lack of information highlights the need
for focused research on digital development in the region. The research question ad-
dressed in this study is: “How can time-series econometric modeling, machine learning,
and semantic enrichment be combined into a unified framework to extract, forecast,
and visualize knowledge on digitalisation indicators in Balkan countries?”

Recognising the potential of time series data to uncover knowledge and motivated
by the regional data gap, this study investigates digitalisation trends in the Balkans. The
research analyses a range of key indicators, including e-participation, e-government,
online services, human capital, and telecommunications infrastructure, using data from
the past decade. A Vector Autoregression (VAR) model is employed to extract insights
from historical data and forecast trends for the next five years.

To further enhance understanding, natural language processing techniques such as
Named Entity Recognition (NER), relation extraction, and ontology-based tagging
(UPON Lite) are applied to generate a knowledge graph reflecting digital trends across
the Balkan region. Through k-means clustering (valued with quantitive validation met-
rics), countries are grouped according to their levels of digital advancement. An inter-
active, web-based dashboard has been developed to visualise the research findings. This
tool presents historical and projected indicator trends via line charts, displays clustering
results in a scatter plot, visualises the generated knowledge graph, and includes a table
of the original data. The research explores how structured and unstructured data can be
integrated into a unified knowledge graph to capture the digital development landscape
of the Balkans. Additionally, the study examines how natural language processing can
semantically enrich descriptions of digitalisation and identifies which indicators most
significantly influence these trends.

The paper is structured as follows: Section 2 provides a comprehensive review of
existing literature, reports, and relevant research. Section 3 outlines the methodological
framework applied in the study. Section 4 presents and discusses the results, comparing
them with previous work in the field. Finally, Section 5 offers conclusions, along with
recommendations and directions for future research.

2 Literature Review

In an era characterised by an overwhelming abundance of data, leveraging this data
efficiently has become essential. Much of the data we encounter daily consists of time

series observations of one or more variables measured at regular intervals [4]. Ciaburro
and Iannace define time series data as sequences of values recorded at consistent tem-
poral intervals—daily, weekly, monthly, or annually—capturing specific physical
measurements. They emphasise that the analysis of such data can uncover hidden pat-
terns and associations, with knowledge being derived through an inductive process [5].
While traditional data processing techniques allow for information extraction, the ad-
dition of semantic meaning significantly enhances the practical value of the knowledge
produced [6].
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Although there is no universally accepted methodology for knowledge discovery
from data, most approaches rely on identifying recurring patterns, characteristics, and
latent behaviours embedded within the data [7]. Jofche et al., for example, apply Bio-
BERT and spaCy to extract named entities from pharmaceutical news, semantically
annotate them, and integrate them into knowledge graphs [8]. Similarly, Elkaimbillah
demonstrates the effectiveness of entity recognition and contextual analysis using
BERT to extract knowledge about the IT sector from job description files [9]. Zhang
applies transformer models and CNNs to time series data from sectors such as
healthcare, seismology, construction, and energy to derive contextualised knowledge
from raw data [10]. Moreira et al. focus on enriching the semantic interpretation of time
series data through standardised ontologies like SAREF4ener and SAREF4ehaw. These
ontologies use metadata to provide context, enabling data linking, interpretation, and
reasoning, thereby building a comprehensive knowledge ecosystem [11]. Gral and a
group of researchers describe the recursive and incremental enrichment of context in
time series data using machine learning, enabling the construction of knowledge graphs
through structured propagation and interpretation of extracted insights [12].

Building on these diverse methodologies, this research adopts a multifaceted ap-
proach that combines statistical and econometric modelling, semantic enrichment
through machine learning and natural language processing (NLP), and knowledge
graph representation. Structured and unstructured data, specifically time series data on
digital indicators such as e-participation, e-government, and online services, are trans-
formed into an intuitive, semantically rich knowledge graph. The model utilises the
spaCy NLP framework to recognise entities and map relationships, thereby enriching
the underlying data with contextual meaning.

Considering the rapid technological progress, digitalisation has emerged as a central
process reshaping modern societies. A country’s global image and reputation are in-
creasingly tied to its digital infrastructure, policies, and strategies for adopting techno-
logical innovation [13]. Transforming economies, education and socio-cultural identi-
ties, digital transformation has a key impact in creating these images [14]. As Hor-
nungova and Petrova emphasise in their research, digitalisation not only reflects tech-
nological progress and innovation, but also fundamental changes in the way institutions
and societies work and function. Their research suggests a strong correlation between
high levels of digitalisation and indicators such as the Digital Economy and Society
Index (DESI), the World Happiness Index, and GDP per capita, particularly across EU
member states [15].

Despite significant changes in policy and legal frameworks, particularly since the
COVID-19 pandemic, many developing countries continue to face significant barriers
to digital transformation. The pandemic revealed inequalities not fully captured by con-
ventional indicators, particularly in countries with limited Internet access, low levels of
digital literacy, and slower economic and technological growth [16]. Although the Eu-
ropean Union has initiated numerous digital transformation projects and funding
schemes, beginning with the European Digital Agenda in 2018, Balkan countries have
lagged behind more advanced economies in adopting digital solutions [17].
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In light of these challenges, this paper undertakes an analysis of time series data from
the past decade related to key digitalisation indicators in Balkan countries. The objec-
tive is to extract actionable insights into current digitalisation trends and to forecast
potential developments in digital transformation across the region over the next five
years.

3 Materials and Methods

Due to the growing relevance of digital transformation as an essential component of
modern societies and the relative lack of research on this topic within the Balkan region,
the conducted research is focused on identifying digitalisation trends over the past dec-
ade (starting from 2014), while also forecasting future developments. To achieve this,
time series data were utilised, sourced from reputable databases including the World
Bank Group [18] and UN E-Government Knowledgebase [19]. These datasets pertain
to selected digitalisation indicators: the E-Participation Index, E-Government In-
dex, Online Services Index, Human Capital Index, and Telecommunications Infra-
structure Index, covering seven Balkan countries: Albania, Bosnia and Herzegovina,
Bulgaria, North Macedonia, Serbia, Slovenia, and Croatia.

An integrated model was implemented in Python to extract knowledge from the se-
lected digitalisation indicators. The model identifies trends, interrelationships, and sim-
ilarities among countries and generates a knowledge graph by semantically enriching
the data. This graph is visualised through an interactive and user-friendly interface to
support the analysis of digital transformation in the Balkan region.

The methodology consists of the following key steps:

1. Data Extraction and Integration: Data for the selected digital indicators were col-
lected in various formats (JSON and CSV) from the aforementioned sources. These
datasets were merged into a unified dataset. In cases where data points were missing,
blank values were inserted to maintain structural consistency.

2. Data Preprocessing and Missing Value Imputation: To handle missing values, the It-
erativelmputer (MICE based) from the scikit-learn library was applied using 20 it-
erations of regression for enhanced accuracy. Imputation sensitivity analysis tested
Iterative Imputer (MICE) and KNN Imputer to assess conclusion robustness under
alternative imputation strategies [20]. As the indicators use different units of meas-
urement, the data were standardised using the StandardScaler to ensure comparabil-
ity, transforming each variable to have a mean of 0 and a standard deviation of 1.
This normalisation was crucial for the subsequent machine learning steps.

3. Forecasting Future Trends Using an Econometric Model: The cleaned and standard-
ised data served as the basis for forecasting future values. Given the interdependen-
cies among the indicators, a Vector Autoregression (VAR) model was employed.
This model treats each indicator as both a dependent and an independent variable,
allowing predictions to be based on its own past values as well as the historical val-
ues of other variables [21]. Since the VAR model requires data stationarity, the Aug-
mented Dickey-Fuller (ADF) test was applied to verify this assumption. Non-sta-
tionary series were differenced until they exhibited stable statistical properties over
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time [22]. Stationarity transformations included required first differentiation for E-

Government Index, Human Capital Index, Telecommunication Infrastructure Index,

Fixed broadband subscriptions, and ICT goods imports, while E-Participation Index

and Online Service Index remained stationary without transformation. The station-

ary data were then used to produce five-year forecasts for each digital indicator. Lag
order was chosen via AIC/BIC/HQIC; residuals were tested with Ljung—Box tests
for white noise; non-stationary series were differenced (ADF/KPSS); impulse—re-
sponse and Granger causality analyses assessed interdependencies; generated with

95% confidence intervals for enhanced interpretability.

. Clustering Using K-Means Algorithm: To identify similarities in the digital course
of Balkan countries, k-means clustering was applied as an unsupervised machine
learning method [23]. Optimal k selection employed Silhouette, Calinski-Harabasz,
and Davies-Bouldin indices across k=2-5. Robustness testing examined cluster sta-
bility across time windows (2014-2022) with correlation analysis. Countries were
grouped into three clusters based on both historical and predicted features, reflecting
different levels of digital development. To facilitate visual interpretation, Principal
Component Analysis (PCA) was used to reduce the dataset to two principal compo-
nents, enabling clear two-dimensional plotting of the clusters.

. Knowledge Extraction and Representation Using a Knowledge Graph: The final step
involves extracting both explicit (quantitative) and implicit (semantic) knowledge
from the data, and representing this knowledge through a two-layered graph-based
model:

a. Explicit Knowledge Extraction and Structural Knowledge Graph Representation:
Firstly, quantitative relationships between countries and digitalisation indicators
for a given year are modelled using a structural knowledge graph. In this directed
graph, each node represents either a country or an indicator, while each edge cap-
tures the numerical relationship between them for a specific year. The graph is
formally defined as:

G=(V,E) 1)

Where:
e Vs the set of nodes:

V = {vi | vi € Countries U Indicators} 2)

Each node v; corresponds to a Balkan country (e.g., Albania, Bulgaria, Bos-
nia and Herzegovina) or a digitalization indicator (e.g., e-participation index,
e-government index, online services index).

e Eis the set of directed edges representing quantitative relationships:

E = {(c,i,v) | ¢ € Countries, i € Indicators, v = indicator value} 3)

Each edge expresses the value of a particular indicator i for a country ¢ during
the selected year.
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While this graph effectively captures structural relationships, it lacks descriptive
context. To address this limitation, the second step focuses on enriching the graph
with semantic information.

b. Implicit Knowledge Extraction and Semantic Knowledge Graph Representation:
In this phase, Natural Language Processing (NLP) techniques are applied to de-
rive deeper, contextual insights from both historical and predicted data. For each
row in the dataset, a descriptive sentence is generated. Using Named Entity
Recognition (NER) with the en_core_web model from the spaCy library, entities
are extracted from these sentences. To improve robustness and interoperability,
the resulting schema was formalized using the UPON Lite methodology [24], a
lightweight ontology engineering approach that supports rapid development and
is accessible to domain experts. In practice, extracted entities (e.g., countries, in-
dicators, years, values) are mapped into categories and expressed as ontology-
driven triples of the form (subject, predicate, object). This ensures that entities
and their relationships are consistently categorized, validated, and reusable across
domains. The ontology layer also helps mitigate ambiguity, for example resolving
indicator aliases such as “Online Services” vs. “E-Services”. This approach ena-
bles the creation of a semantic knowledge graph (by using formalized schema)
where nodes represent identified entities (e.g., countries, years, digital indicators)
and edges reflect semantic relationships (e.g., trends, dependencies, or develop-
mental impact). In addition, NER accuracy was validated with 50 sample checks
highlighting correctly/incorrectly extracted edges. By adding contextual descrip-
tions and meanings, the model transforms raw and predicted numerical data into
semantically enriched knowledge, offering a more interpretable and human-read-
able representation of digital trends in the Balkan region.

6. Interactive visualisation: To support a more intuitive understanding and analysis of
past, current, and future trends in digital transformation across the Balkan region, an
interactive web-based dashboard was developed using the Streamlit framework. This
dashboard functions as a user-friendly interface, allowing dynamic exploration of
both the data and the analytical results. The dashboard includes a line chart that il-
lustrates the evolution of digitalisation indicators from 2014 through to 2029, en-
compassing both historical data and forecasted values. Users can filter this visuali-
sation by country and by specific indicator, enabling more targeted and comparative
analysis. Additionally, a scatter plot is provided to visualise the results of the k-
means clustering algorithm for a selected year, clearly depicting groupings of coun-
tries based on similarities in their digital development trajectories. The system also
presents both types of knowledge graphs, structural and semantic, generated using
the NetworkX library. The structural knowledge graph represents quantitative rela-
tionships between countries and indicators, while the semantic knowledge graph,
constructed using natural language processing techniques, captures contextual and
descriptive associations. These graphs offer an intuitive and visually engaging
means of representing complex interdependencies within the data. Finally, the orig-
inal dataset is displayed in tabular form, serving as a reference for the raw data un-
derlying the analysis.
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The overarching aim of the research is to extract, model, and visualise knowledge
from time series data related to digitalisation indicators in the Balkan countries, and to
identify regional digital trends using natural language processing and graph-based rep-
resentations. The study seeks to explore how structured and unstructured data can be
integrated into a unified knowledge graph that reflects the digital development of the
region. In doing so, it examines the role of natural language processing in enriching the
semantic interpretation of digitalisation data and identifies which indicators exert the
greatest influence on shaping digital trends. This research is guided by three core hy-
potheses. The first hypothesis posits that time series data can be enriched with semantic
information obtained through natural language processing to produce meaningful and
interpretable knowledge representations. The second hypothesis suggests that graphical
representations, particularly in the form of knowledge graphs, facilitate a more intuitive
and comprehensive understanding of the relationships between countries and indicators
compared to traditional modelling approaches. The third hypothesis proposes that the
inclusion of entities and semantic context derived through NLP significantly enhances
the interpretive value of digitalisation trend analysis.

4 Results and Discussion

The integrated model developed for the research underwent several consecutive phases
during the process of knowledge extraction from the data, as outlined below:

1. First, "raw" time series of data (in json and csv format) representing values of the
digitalization indices (e-participation, e-government, online services, human capital
and telecommunications infrastructure indices) for the period from 2014 to 2024 and
referring to the Balkan countries: Albania, Bulgaria, Bosnia and Herzegovina, Ser-
bia, North Macedonia, Slovenia, Croatia, Montenegro, were taken from official
sources [18] [19] and integrated into a single dataset which, as an initial point in the
knowledge extraction process, was saved in a unified csv format.

2. The missing data, which referred to the values of certain indicators related to a spe-
cific year and a specific country, were filled in with MICE-based Iterative Imputer,
which, in order to observe interdependencies, models these values as a function of
the remaining variables using regression. At the end of this phase, standardisation
was followed with StandardScaler because the determinants were expressed in dif-
ferent metrics. The standardisation carried out is in the form:

z="F 4)

where x represents the original value of the indicator for a particular country and a
particular year, p is the average value of all measured values of the indicator, and ¢
is its standard deviation. In this way, precise and relevant data were provided for
further processing.

3. In order to obtain a complete picture of the trends of a particular process, it is nec-
essary not only to analyse the past, but also to predict the future values of its deter-
minants. The econometric model of vector autoregression (VAR Model) was applied
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to the previously purified and "sorted" data, which builds the predictions of the in-
dicators as a function of their previous values, but also of the previous values of the
other indicators:

Yi=AiYer + AYiat o+ ApYip & ®)
where:

Y. is a vector created by all indicators at time t;

A represent matrices of coefficients that reflect the dynamics of the system and the
effects of the indicators;

&t also called white noise refers to average values 0 and constant variance.

For simplicity and stability in predictions, a first-order Vector Autoregression
(VAR) model was applied. This model was trained individually for each Balkan
country using the pre-processed data, accounting for the strong interdependencies
and dynamic relationships among the digital indices. Since the VAR model requires
stationarity, first differentiation was applied to non-stationary indices (E-Govern-
ment Index, Human Capital Index, Telecommunication Infrastructure Index, Fixed
broadband subscriptions, and ICT goods imports), while E-Participation Index and
Online Service Index remained stationary without transformation. Using this ap-
proach, the model generated forecasts of digitalisation trends for each country over
the next five years, extending to 2029. The predicted future values for each indicator
and country were saved in csv format to be used alongside historical data in subse-
quent analysis stages. Lag-order selection (AIC/BIC/HQIC) indicated VAR(2). Re-
siduals satisfied white-noise assumptions, while impulse—response analysis revealed
short-run propagation from e-government to human capital. Granger causality con-
firmed directional dependencies among indices, and rolling forecasts with 95% con-
fidence intervals calculated as forecast = 1.96 x residual standard deviation showed
stable, low-error predictions.

. Time series data on countries’ digital indices were analyzed using an unsupervised
machine learning approach to identify patterns in digital development. Principal
Component Analysis (PCA) reduced the multidimensional nature of the indices to
two dimensions for visualisation. K-means clustering identified three distinct digital
trajectory clusters:
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Fig. 1. K-means clustering according to digitalization trends

The scatter plot from the interactive web-based dashboard (Fig.1) visualises countries
grouped by similarity in their digital flows. Clustering performance was validated
with optimal k=3 determined by metrics: Silhouette = 0.288, Calinski-Harabasz =
11.64, Davies-Bouldin = 0.370. Temporal robustness testing showed high con-
sistency (correlation > 0.85), and cluster stability across iterations averaged 0.92 +
0.03.

The first cluster (Cluster 0, dark purple) includes countries with similar trends re-
flecting average to high levels of digitalisation. This group comprises Slovenia, Ser-
bia, Croatia, Bulgaria, Albania, and North Macedonia. Slovenia stands out with wide-
spread adoption of digital tools, services, and robust infrastructure. Croatia, Serbia,
and Bulgaria follow closely with strong e-participation and e-government implemen-
tation, while Albania and North Macedonia show slightly weaker trends but maintain
good telecommunications infrastructure and considerable human capital. Montene-
gro forms the second cluster (Cluster 1, green), characterised by unique digital trends
marked by lower rates of e-participation and e-government despite solid infrastruc-
ture. The third cluster (Cluster 2, yellow) is defined by limited acceptance and inte-
gration of modern technologies into socio-cultural life. Bosnia and Herzegovina, lag-
ging significantly in online services adoption, e-participation, and e-government, ap-
pears to follow regional digital trends at a slower pace. These clusters reflect under-
lying socio-political and infrastructural realities. Bosnia and Herzegovina’s lagging
position is linked to institutional fragmentation and limited ICT investment. Alba-
nia’s rapid progress is driven by EU accession pressures and targeted broadband ex-
pansion (208,000 in 2014 — 632,000 in 2023). Montenegro’s isolated trajectory re-
flects limited administrative capacity, while Slovenia and Croatia benefit from early
EU membership and harmonized digital governance. Serbia and North Macedonia
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show gradual convergence due to regional digital strategies and human capital in-
vestments. After obtaining relevant knowledge—both current and forecasted—on the
key digitalisation indicators, the research progressed to the crucial phase of
knowledge extraction and representation.

5. The multidimensional data representing digital indices in the Balkans holds the po-
tential to generate valuable and actionable knowledge. To unlock this potential, the
knowledge extraction process from the digitalisation data was conducted in two
phases, each producing a distinct knowledge graph with a unique structure. Both
graphs were visualised using the NetworkX library for representing complex multi-
dimensional graphs and enhanced with the pyvis library to provide interactivity. The
knowledge extraction process underpinning the system included:

a. Explicit knowledge extraction: knowledge that underlies the processed time se-
ries data, understanding their relationships and interactions, without further rea-
soning, inference or abstraction, that is, knowledge in a "raw" form. In order to
make explicit knowledge easier to interpret, a structurally directed knowledge
graph was created, where nodes represent states or indicators, and directed edges
indicate the direction of connections along with their numerical values.
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Fig. 2. Structured explicit knowledge graph

The close interrelationships between the countries, the indicators, and the connec-
tions between countries and indicators are illustrated in Fig. 2. For example, when
a country like Slovenia is selected, the edges directed toward the indices display
the corresponding values, while the edges pointing to other countries reveal Slo-
venia’s digitalization relationships with its neighbors. Conversely, if an indicator
such as the e-participation index is selected, the edges connecting it to the coun-
tries highlight their respective values, and the edges toward other indicators (e-
government, online services, human capital, and telecommunications infrastruc-
ture) reflect their positive dependencies. However, this representation is not suf-
ficiently intuitive and does not facilitate a deep understanding of the critical rela-
tionships involved. Therefore, the analysis proceeds to the next phase.

b. Extraction of implicit knowledge: Time series data can often be chaotic and yield
information that lacks clear explanations. To address this, natural language pro-
cessing (NLP) and named entity recognition (NER) using spaCy were employed
to enrich the data with contextual and semantic descriptions, thereby extracting
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implicit knowledge by uncovering “hidden,” unobservable, and contextual rela-
tionships. This supports Ciaburro and Iannace’s assertion that knowledge can be
inductively extracted from time series data and their associated information [5].
By adding semantic descriptions, NLP transforms raw data into meaningful sen-
tences. For example, from the data for the year 2024, country Croatia, and the e-
participation index value of 0.9178, a sentence of the following form is generated:

Serbia — Online Service Index with label (context) ‘has indicator’ (6)
Online Service Index — 0.854 with label ‘has value’ (7)
Serbia — 2024 with label ‘in year’ ®)

Following the example of Siljanoska and Tabakovska [6], semantic processing
and enrichment revealed relations that were not directly observable, resulting in
extracted implicit knowledge. The resulting knowledge was represented in the
form of a semantic knowledge graph of the form:

@ Semantic Knowledge Graph (NER/NLP)

Fig. 3. Semantic implicit knowledge graph

The visual representation of entities and their relationships extracted using NLP,
mirroring the example described above, is presented in Fig. 3. In this graph, enti-
ties are depicted as nodes, while the edges represent the “discovered” connections
between them. Building on the approach of GraB3 et al. [12], which involves grad-
ual context enrichment alongside time series analysis and machine learning tech-
niques, these knowledge graphs were constructed. The results from this step val-
idate the primary hypothesis: time series data can indeed be enriched with infor-
mation derived through natural language processing to produce meaningful and
valuable knowledge representations. To further formalize and strengthen the se-
mantic enrichment phase, the UPON Lite methodology was integrated to formal-
ize the relationships and entities identified through the NLP pipeline. The imple-
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mentation includes: Entity Extraction and Formalization (51 entities were ex-
tracted and categorized into Country, City, Organization, Person, Event, and Gen-
eral Concept categories, with confidence scores ranging from 0.5 to 0.7); Rela-
tionship Identification (formal relationships were established between entities, re-
sulting in 56 has_indicator, 53 has value, and 56 shows_trend relationships); Ax-
iomatization (formal rules and constraints were implemented with 100% schema
compliance and enforced consistency); Knowledge Graph Validation (the gener-
ated knowledge graph represents 8 countries with 7 indicators, achieving 100%
data completeness and schema-enforced consistency). The knowledge graph
achieved 498 nodes, 528 edges, and 100% schema compliance. NER accuracy
was 90% for country identification and 85% for indicator extraction. Manual val-
idation of 50 entities confirmed 45 correct extractions, with successful ambiguity
resolution for country aliases

6. In the last step, an interactive web-based dashboard was created that contained all
the above-shown visual representations of the clusters and knowledge graphs and
additionally included a tabular display of the source data and line diagrams for dig-
ital trends:

il E-Government & Digitalization in the Balkans

7 Indicator Analysis (Historical & Forecasted)

€ Government indes for Albania

Fig. 4. Line chart of digitalisation trends

The line chart (Fig. 4) of the interactive dashboard shows the past and projected
trends of the digitalisation indicators and allows filtering by country and indicator. Ac-
cording to the results shown, Albania started with a value of 0.5045 on the e-govern-
ment index in 2014, followed by a significant increase to approximately 0.7 in the fol-
lowing year. This was followed by a decrease to 0.533 in 2016, followed by a period
of growth with small fluctuations and reaching a maximum value of 0.8 in 2024. In
addition, the results of the VAR model indicated values between 0.692 and 0.695, that
is, a stable period of digitalization of the government sector in the next 5 years. The
intuitive visual representations within the dashboard allow for a detailed overview and
analysis of digital trends in the Balkans by country and by indicator, easy interpretation
and interpretation of this process and “discovery” of hidden relations between coun-
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tries, which confirmed the second hypothesis according to which the graphical repre-
sentation allows for an easier and better understanding of these connections compared
to other models. The methodological approach offers distinct advantages over conven-
tional digital transformation studies. The multidisciplinary integration of VAR econo-
metric modeling, machine learning clustering, and NLP-based semantic enrichment
provides both quantitative forecasting and qualitative knowledge extraction from a uni-
fied dataset. The UPON Lite ontology engineering methodology transforms raw time
series data into semantically enriched knowledge graphs with validated relationships.
The comprehensive validation framework implements multiple validation layers in-
cluding clustering metrics, imputation sensitivity analysis, and VAR diagnostics with
confidence intervals. The focus on granular Balkan country-level analysis combined
with interactive dashboard integration makes research findings accessible to diverse
audiences. This integrated approach addresses limitations in existing digital transfor-
mation research by providing forecast interpretability with explicit stationarity docu-
mentation and confidence intervals. At the same time, the generated semantic graph
with natural language processing and entity discovery enabled a deep understanding of
implicit relations through the definition of descriptive sentences and semantic enrich-
ment of the context. Thus, the visualisations capture the relational dynamics over time
and in different contexts in a way that expands the interpretive dimension of the trends.
In this way, the last hypothesis was validated, according to which the inclusion of en-
tities obtained by natural language processing improves the interpretive value of digital
trends. This study is constrained by missing values for certain indicators in specific
countries and years, as well as its reliance on survey-based measures limited to the
Balkan region, which together restrict temporal resolution and external validity. Future
work should address these gaps by extending coverage to non-Balkan regions, integrat-
ing real-time or high-frequency data streams, and refining model architectures to better
capture dynamic, cross-regional digital transformation trajectories.

5 Conclusion

The paper presents a robust, multidisciplinary approach to transforming time series data
into actionable knowledge about digital trends across Balkan countries by integrating
unsupervised machine learning, econometric modeling, natural language processing,
and entity recognition to extract both explicit and implicit knowledge represented
through structural and semantic graphs. Imputation sensitivity analysis confirmed ro-
bust conclusions across MICE Iterative Imputer and KNN Imputer methods, success-
fully handling 200 missing values with consistent outcomes. Results reveal marked re-
gional disparities: Slovenia, Croatia, and Bulgaria emerge as clear leaders with high
digitalization indicators; North Macedonia and Albania show moderately rapid upward
trajectories; Montenegro represents a unique case with steady but moderate develop-
ment; while Bosnia and Herzegovina lags with low digitalization rates. Semantic en-
richment via NLP uncovers hidden relationships between indicators and countries
through knowledge graphs, while interactive dashboard visualization significantly en-
hances interpretability compared to traditional methods. This integrated framework
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proves powerful for converting raw digitalization data into meaningful insights about
Balkan transformation dynamics. Future research should extend this framework to in-
corporate real-time data streams, expand geographical coverage to Central and Eastern

ICT Innovations 2025 Conference Web Proceedings
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Europe and integrate additional digital indicators.
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Abstract. As digital threats increasingly affect young learners, equipping
educators with effective cybersecurity teaching strategies has become critical.
This paper presents the CyberEd-Al methodology, a participatory action research
(PAR) project that explores how artificial intelligence (Al) can enhance media
literacy and cybersecurity education through adaptive learning, differentiated
instruction, and collaborative curriculum development. The methodology was
tested with 40 primary and secondary school teachers through a cyclical, co-cre-
ative process that focused on the collaborative design, implementation, and re-
finement of Al-supported lesson plans in real classroom settings. These lessons
integrated adaptive tools, gamified activities, and real-world cybersecurity
scenarios tailored to students' diverse digital literacy levels.

The methodology incorporates bases for mixed-methods research, combining
pre- and post-surveys, classroom observations, and peer/self-assessments to
evaluate outcomes. The collaborative use of Al in lesson planning fosteres
teacher professional growth and led to the creation of scalable, open educational
resources (OERs). Cross-age curriculum development, supported by Al-driven
customization, enables content reuse across different educational levels.

This study contributes to the evolving discourse on Al in education by
demonstrating how adaptive technologies can promote equity, efficiency, and
scalability in digital literacy initiatives. It highlights the value of empowering
educators through participatory design and Al co-creation to foster future-ready
learners. The findings provide actionable insights for integrating Al into
cybersecurity education and offer a replicable model for broader STEM
instruction.

Keywords: Cybersecurity education, Artificial intelligence, Digital literacy,
Differentiated instruction.

1 Introduction
Cybersecurity education is increasingly recognized as an essential component of digital

literacy, especially in primary schools, where young learners are exposed to online
environments from an early age. However, teaching cybersecurity to primary school
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students presents significant challenges, including low engagement levels, the
complexity of cybersecurity concepts, and the need for age-appropriate instructional
methods. Traditional cybersecurity education often relies on theoretical instruction,
which may not effectively foster long-term knowledge retention among young learners
[1]. Additionally, a lack of hands-on learning opportunities and interactive teaching
methods can hinder student motivation and participation [2]. To ensure that students
develop the necessary digital resilience and awareness to navigate online risks,
innovative approaches are needed that enhance engagement, personalize learning, and
offer practical skill development [3].

One promising solution is the integration of Artificial Intelligence (Al) and game-
based learning methodologies into cybersecurity education. Al-powered learning tools
offer customizable and adaptive learning experiences, allowing students to engage with
content that aligns with their individual learning paces and styles [4]. These tools
dynamically adjust lesson difficulty, provide immediate feedback, and facilitate
personalized pathways, ensuring that every student can progress at an appropriate pace.
For instance, an Al-driven adaptive assessment system can detect when a student
struggles with a cybersecurity concept and automatically adjust the lesson by offering
simpler explanations, additional practice exercises, or interactive simulations [5].
Research suggests that Al-driven adaptive learning systems enhance student
comprehension and engagement by providing timely, targeted support while reducing
cognitive overload [6],

In parallel, game-based learning strategies have demonstrated strong potential for
improving knowledge retention and fostering deep engagement in cybersecurity
education [7]. Interactive cybersecurity games, such as simulated cyber-attack
scenarios, digital escape rooms, and phishing detection challenges, provide realistic,
hands-on experiences that reinforce learning through experimentation and problem-
solving [1]. Gamification techniques—such as points, leaderboards, and interactive
storytelling—have been shown to increase student motivation and sustained interest in
cybersecurity topics [8]. These approaches align with peer-learning strategies, where
students collaborate to explore cybersecurity concepts, share insights, and support each
other’s learning [1]. The combination of Al-driven personalization, game-based
instruction, and peer learning ensures that students receive an engaging, structured, and
effective cybersecurity education.

Beyond engagement, Al-driven customizable learning pathways ensure that
cybersecurity education remains accessible to students with varying digital literacy
levels. The diverse skill levels found in primary school classrooms make it challenging
for teachers to provide instruction that meets the needs of all students. Al-powered
adaptive instruction systems address this challenge by adjusting content complexity and
instructional methods based on each student’s progress and needs [4]. This personalized
approach prevents disengagement among students who struggle with cybersecurity
concepts while providing advanced challenges for those who grasp the material quickly.
For instance, a student unfamiliar with basic cybersecurity principles might receive
step-by-step guided exercises, while an advanced learner could explore real-world
cybersecurity attack simulations and defense mechanisms [3]. Additionally, Al-assisted
differentiation has been shown to support inclusive learning environments, ensuring
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that both high-achieving and struggling students can develop core cybersecurity skills
without feeling left behind [9]. Existing research emphasizes the relevance of tailoring
digital learning environments to individual learner profiles, with particular attention to
learning style preferences [10], reinforcing the importance of adaptive strategies in Al-
supported educational design.

Al’s ability to automate routine teaching tasks—such as grading assignments,
generating personalized quizzes, and monitoring student progress—allows educators to
focus more on mentorship, inquiry-based discussions, and hands-on activities rather
than repetitive administrative tasks [4]. Al-generated lesson plans and Open
Educational Resources (OERs) further facilitate the scalability of cybersecurity
education by enabling educators worldwide to access and adapt high-quality teaching
materials [8]. By integrating Al-powered automation, adaptive instruction, and game-
based learning, cybersecurity education can be delivered more efficiently, engagingly,
and at scale, ensuring long-lasting knowledge retention and digital resilience among
primary school students.

The proposed Al-driven methodology for cybersecurity education in primary
schools integrates peer-learning, game-based instruction, and Al-powered adaptive
learning tools to ensure knowledge retention, increased engagement, and improved
digital resilience among young learners. By incorporating interactive cybersecurity
simulations, Al-driven differentiation, and OERs, this approach provides a scalable and
sustainable solution for cybersecurity education in primary schools.

The remainder of this paper is structured as follows. Section 2 details the proposed
methodology design. elaborating on the six-phase implementation model. Section 3
presents the findings, integrating quantitative and qualitative results. Section 4 dis-
cusses implications for practice. Finally, Section 5 concludes the paper by summarizing
contributions and outlining directions for future research.

2 Proposed Methodology Design

The proposed Al-driven methodology for cybersecurity education in primary schools
(CyberEd-Al) integrates peer-learning, game-based instruction, and Al-powered
adaptive learning tools to ensure knowledge retention, increased engagement, and
improved digital resilience among young learners. By incorporating interactive
cybersecurity simulations, Al-driven differentiation, and OERs, this approach provides
a scalable and sustainable solution for cybersecurity education in primary schools. As
cyber threats continue to evolve, equipping young students with the necessary
knowledge and skills to navigate digital environments safely is imperative. The
combination of Al, peer learning, and game-based instruction offers an innovative
framework to achieve this goal while ensuring that cybersecurity education remains
both engaging and pedagogically effective.

The CyberEd-AI Methodology follows a Participatory Action Research (PAR)
framework [11], engaging teachers in a cyclical process of collaborative curriculum
development, Al tool integration, classroom implementation, and iterative refinement.
The methodology is structured in the six steps as shown on Fig 1. To systematically
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integrate Al-driven methodologies into media literacy and cybersecurity education, the
CyberEd-AI methodology adopts a six-step, research-informed instructional design
process. Grounded in the principles of participatory action research, this framework
positions educators not merely as implementers but as active co-creators of the curric-
ulum. Each step emphasizes pedagogical soundness while leveraging technological in-
novation—particularly the use of Al tools—to support differentiated instruction, col-
laborative refinement, and evidence-based evaluation. The methodology is designed to
address diverse learner needs across primary and secondary education, ensuring adapt-
ability and scalability. From collaborative lesson planning and peer review to classroom
implementation and iterative improvement, this structured approach enables educators
to design meaningful, context-sensitive cybersecurity learning experiences.

Teachers co-design Teachers review Analyzing lesson
workshops lesson plans effectiveness

Collaborative Peer Review Reflection and
Curriculum and Quality Iterative
Development Assurance Improvement

\ I I I I I >

Differentiation Classroom Final Analysis
for Diverse Implementation and Reporting
Learners and Data .
. Synthesizing
Collection findings for best
practices

Adapting lessons for
varying knowledge Implementing Al-
levels driven lessons

Fig. 1. A CyberEd-Al Methodology Steps

The steps outlined below detail the implementation sequence of this comprehensive
instructional model.

2.1  Step 1: Collaborative Curriculum Development

The initial phase of the CyberEd-Al methodology centers on collaborative curriculum
development, positioning educators as co-designers of pedagogical innovation rather
than passive implementers of predefined content. Teachers from both primary and
secondary schools participated in structured co-design workshops aimed at selecting,
contextualizing, and sequencing key cybersecurity topics based on student
developmental stages, local digital culture, and national curricular priorities.

This participatory approach is grounded in constructivist and co-creation models of
teacher professional development, which emphasize active engagement, shared

161



ICT Innovations 2025 Conference Web Proceedings

Empowering Educators with AI-Enhanced Cybersecurity Education 5

ownership, and reflection-in-action [12]. Such models have proven effective in
generating authentic instructional materials that are both context-sensitive and
pedagogically sound. In the case of the CyberEd-Al methodology, co-design
workshops enabled teachers to collaboratively analyze the cybersecurity literacy needs
of their students and map those against available Al-enabled instructional technologies.

Following the thematic alignment, educators developed Al-assisted lesson plans that
incorporated generative and adaptive tools such as ChatGPT, Canva, and Mentimeter.
These tools were employed to create personalized simulations, visualizations, and
scaffolded task flows tailored to learners’ prior knowledge and digital literacy. As
recent studies suggest, the use of Al in instructional design facilitates rapid content
generation and supports differentiated learning through context-aware adaptation [6]
[8].

This phase also served a dual function as a professional learning experience.
Teachers reported increased awareness of Al’s pedagogical potential and greater
confidence in integrating technology into their planning routines. The collaborative
environment fostered reflective discourse around ethical considerations in Al usage,
age-appropriate cybersecurity concepts, and instructional equity. These findings align
with recent calls for teacher-centered Al integration frameworks that emphasize not
only tool adoption but also pedagogical transformation [13][9].

By positioning curriculum development as a collaborative, Al-supported process,
this phase laid the foundation for a more scalable and responsive model of cybersecurity
education—one that bridges global digital trends with local educational practices.

2.2 Step 2: Differentiation for Diverse Learners

Following the collaborative development of Al-assisted cybersecurity lesson plans, the
second phase of the CyberEd-AI methodology focused on adapting instructional
content to accommodate diverse learner profiles across both primary and secondary
education levels. Recognizing the wide variation in students’ prior knowledge, digital
literacy, and cognitive development, educators employed a range of differentiation
strategies grounded in evidence-based pedagogical theory.

Lesson plans were systematically modified to offer scaffolded learning pathways for
novice learners. These pathways included simplified explanations, visual prompts, and
step-by-step guidance in understanding core cybersecurity concepts such as password
hygiene, digital footprints, and phishing awareness. Such scaffolding is rooted in
Vygotsky’s Zone of Proximal Development, which emphasizes the importance of
mediated instruction in helping learners progress beyond their current abilities [14][15].

For more advanced students—particularly those in upper-secondary grades—
teachers introduced interactive and inquiry-based challenges that emphasized problem-
solving, ethical reasoning, and digital citizenship. These activities encouraged learners
to critically evaluate real-world cyber threats and engage with simulated scenarios
involving social engineering, data privacy, and online identity protection. Inquiry-
based learning has been shown to increase intrinsic motivation and deeper conceptual
understanding, particularly in technology-enhanced environments [16].
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Across all levels, gamified instructional elements were embedded using Al tools
such as ChatGPT for dynamic role-playing, adaptive quizzes, and scenario generation.
These tools were utilized not only to personalize instruction but also to support
formative assessment and engagement. The gamification of cybersecurity tasks—such
as escape-room simulations and ethical app design—enhanced learners' cognitive and
affective involvement, aligning with recent findings that Al can effectively support
motivation and personalized learning in STEM domains [6] [7].

The use of Al-enhanced differentiation aligns with contemporary research
emphasizing the ethical imperative of inclusive design in digital education. By ensuring
that content is accessible, relevant, and challenging across learner profiles, the proposed
methodology supports equitable engagement and avoids the risks of algorithmic bias
and digital exclusion [13][9].

23 Step 3: Peer Review and Quality Assurance

The third phase of the CyberEd-Al methodology emphasizes peer-driven quality
assurance as a central mechanism for ensuring the pedagogical robustness, contextual
relevance, and inclusivity of the Al-enhanced lesson plans. Grounded in principles of
collaborative professional development, this phase engages participating educators in
structured peer-review processes designed to refine instructional content prior to
classroom implementation.

Each teacher’s lesson plan was reviewed by peers according to a rubric
encompassing three core dimensions. First, reviewers assessed curriculum alignment,
ensuring that the content addressed national and institutional cybersecurity learning
standards while supporting cognitive progression across primary and secondary levels.
This alignment with formal educational outcomes is critical for instructional coherence
and for justifying curricular integration of emerging digital competencies [17].

Second, educators evaluated the effectiveness of Al tool integration, focusing on
how generative or adaptive technologies such as ChatGPT, Canva, and Al-based quiz
platforms were employed to enhance student learning. Particular attention was given to
the degree of personalization enabled by the tools, their potential for supporting
differentiated instruction, and the ethical implications of their use. This evaluation
approach is informed by recent scholarship which suggests that effective Al use in
education depends on meaningful pedagogical alignment and teacher agency in tool
selection [6][13].

Third, reviewers examined the clarity, accessibility, and inclusivity of the
instructional design, particularly in relation to diverse student groups. Lessons were
expected to support multiple learning modalities and literacy levels, with
accommodations for students with different levels of cybersecurity familiarity.
Research shows that peer review processes contribute significantly to improving the
inclusivity and clarity of educational materials by exposing design assumptions and
fostering reflective dialogue among practitioners [18].

The peer review process was conducted in iterative feedback loops. Teachers
received both written and verbal comments from colleagues and were encouraged to
revise and resubmit their materials accordingly. These cycles promoted critical
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reflection and iterative improvement, echoing established models of teacher inquiry and
design-based research [19]. Additionally, the collective nature of peer review fostered
a professional learning community that supported knowledge sharing, co-construction
of pedagogical strategies, and increased teacher confidence in Al-supported instruction.

This phase ensured that all materials entering the implementation stage were both
pedagogically sound and practically adaptable across contexts—strengthening the
fidelity and scalability of the CyberEd-Al framework.

24 Step 4: Classroom Implementation and Data Collection

The fourth phase of the CyberEd-AI methodology transitions from design and quality
assurance to real-world instructional implementation. In this phase, participating
educators deliver the co-designed, Al-enhanced cybersecurity lessons in their own
classrooms. The implementation spans diverse educational contexts, including both
primary and secondary school settings, with lessons tailored to accommodate students’
prior knowledge and digital literacy levels.

The pedagogical objective of this phase is twofold: first, to operationalize the Al-
supported lesson plans in authentic learning environments; and second, to
systematically collect data that would inform both formative feedback and summative
evaluation of the methodology. Teachers are encouraged to exercise agency and
contextual judgment during lesson delivery, aligning with literature that highlights the
importance of teacher adaptability in technology integration [20].

To assess the impact of the lessons on student learning and instructional
effectiveness, a mixed-methods approach to data collection was employed. Pre- and
post-activity surveys were used to measure changes in student understanding of core
cybersecurity concepts. These instruments focused on constructs such as awareness of
online threats, recognition of algorithmic manipulation, and digital behavior self-
efficacy. Survey-based evaluation is commonly used in digital literacy interventions to
quantify learning gains and track cognitive shifts over time [21].

In addition, classroom observations were conducted to document how students
engaged with the Al tools embedded in the lesson plans—such as chatbots, scenario
generators, or adaptive quizzes. Observational protocols were informed by engagement
frameworks that include behavioral, emotional, and cognitive dimensions [22]. These
insights were complemented by peer and self-assessments, in which teachers reflected
on their own instructional strategies and evaluated their colleagues' lessons. Such
reflective practices are increasingly recognized as critical components of professional
growth in technology-enhanced education [23][17].

Taken together, these data sources provide a rich, triangulated understanding of the
classroom dynamics, learner responses, and pedagogical outcomes of the Al-enhanced
cybersecurity lessons. They also lay the groundwork for iterative improvement, which
will be addressed in the next phase of the methodology.

2.5 Step 5: Reflection and Iterative Improvement
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The fifth phase of the CyberEd-AI methodlogy emphasizes the importance of reflective
practice as a critical mechanism for professional growth and instructional refinement.
Following the implementation of Al-enhanced cybersecurity lessons, educators
engaged in structured reflection sessions to systematically assess the effectiveness of
their teaching strategies, student engagement, and the appropriateness of the integrated
Al tools.

This phase aligns with established models of teacher professional learning, where
reflective inquiry serves as a catalyst for adaptive expertise [23][24]. Reflection was
conducted individually and collaboratively, using guiding questions and evidence
gathered during classroom implementation—such as student responses, peer feedback,
and self-assessment journals. These sessions encouraged educators to examine both the
cognitive and affective dimensions of student learning, including engagement,
misconceptions, and digital confidence.

Teachers triangulated insights from student feedback, peer observations, and their
own classroom experiences to identify actionable areas for improvement. Student
feedback was solicited through exit surveys and in-class debriefings, offering valuable
perspectives on the accessibility, clarity, and perceived relevance of the lesson
materials. Peer review notes provided an external lens on instructional pacing,
differentiation, and the ethical integration of Al tools. This multilayered feedback
approach reflects current best practices in data-informed teaching [25].

Based on these evaluations, teachers engaged in iterative lesson plan revisions, with
a focus on enhancing conceptual clarity, instructional inclusivity, and alignment with
cybersecurity learning objectives. Revised materials were subsequently compiled into
a curated collection of Open Educational Resources (OERs), made available under
permissive licenses to support scalability and cross-context adaptation. The use of
OERs not only reinforces the project’s sustainability but also contributes to the global
body of digital cybersecurity education resources [26] [13].

This phase not only improved the quality of individual lesson plans but also fostered
a culture of collaborative inquiry and continuous improvement among educators. It
demonstrated the potential of combining Al-driven instructional design with teacher-
led pedagogical reflection to develop resilient and responsive cybersecurity curricula.

2.6 Step 6: Final Analysis and Reporting

The concluding phase of the CyberEd-Al methodology centers on a comprehensive
evaluation of the intervention’s effectiveness using a mixed-methods research
approach. This integrative methodology enables a robust examination of both the
cognitive and experiential dimensions of Al-enhanced cybersecurity education,
aligning with current educational research standards that advocate for the convergence
of quantitative and qualitative data to address complex pedagogical phenomena
[27][28].

The evaluation framework targets three primary outcome domains. First,
improvements in student cybersecurity awareness were assessed through pre- and post-
intervention surveys, which measured conceptual understanding, digital safety
behaviors, and recognition of algorithmic influence. These instruments were designed
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to reflect age-appropriate learning outcomes aligned with digital literacy frameworks
[21].

Second, teacher confidence in using Al-enhanced instructional strategies was
evaluated through self-assessment rubrics and reflection journals. Teachers reported
increased pedagogical fluency in selecting and implementing Al tools for
differentiation, content generation, and formative assessment. This is consistent with
prior research suggesting that meaningful exposure to Al in professional development
contexts enhances both technological self-efficacy and instructional creativity [6][13].

Third, the effectiveness of differentiated instructional approaches—such as
scaffolded pathways, inquiry-based learning, and gamified tasks—was assessed
through classroom observations and student performance data. Teachers documented
how personalized learning designs, supported by Al, helped meet the needs of diverse
learners and maintained high levels of engagement.

The findings from these varied data sources were synthesized to identify best
practices for the design and implementation of Al-supported cybersecurity education.
These practices include aligning Al tools with pedagogical intent, ensuring
transparency and ethical use of student data, fostering reflective teaching, and
leveraging peer collaboration for sustainable innovation. The synthesis contributes to
the growing body of evidence-based recommendations for integrating emerging
technologies into digital citizenship and cybersecurity curricula [9][29].

Ultimately, this phase underscores the value of evidence-informed design in
educational innovation, demonstrating that Al can be meaningfully integrated into
classroom practice when grounded in reflective pedagogy, inclusive design, and
rigorous evaluation.

3. Results

The initial, test implementation of the CyberEd-Al methodology involved 40 teachers
from 20 schools—comprising both primary and secondary institutions—who
collaboratively designed, tested, and refined Al-enhanced cybersecurity lessons.
Across the participating schools, educators employed a diverse range of Al tools,
including generative models, as well as adaptive quiz platforms and intelligent tutoring
systems, to support lesson planning, content generation, and differentiated instruction
(see Fig 2).
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O lterative improvements through teacher groups
O Tailored content for varying literacy levels
O 40 unique plans covering cybersecurity topics

O  Generative models and adaptive platforms

Fig. 2. Obtained Results by Initial Implementation

Analysis of the instructional artifacts revealed that over 40 unique lesson plans were
developed, covering cybersecurity topics such as phishing, password security, digital
footprints, and online privacy. These lesson plans demonstrated high variability in
design, reflecting both the flexibility of Al-supported workflows and the contextual
needs of different school environments. Teachers adapted content using Al to suit
learners at different stages of digital literacy—for example, by generating scaffolded
prompts for novices and simulations for advanced students. The lesson plans were
further peer-reviewed within teacher working groups, resulting in iterative
improvements prior to classroom implementation.

Across different age levels, teachers successfully implemented differentiated and
scaffolded lessons that introduced students to key media literacy and cybersecurity
concepts, including algorithmic curation, data privacy, and persuasive design features
on social media platforms. For instance, in lessons on how social media algorithms
shape user experience, students used Al to generate hashtags, analyze content, and
design ethically-aligned social media apps. Younger students engaged with simplified
simulations of algorithmic filtering through role-play and categorization tasks. Older
students, by contrast, participated in more advanced group work involving ethical
design discussions, interactive debates, and digital prototyping.

Qualitative classroom observations indicated strong student engagement during
hands-on and inquiry-based activities. Students showed particular interest when
prompted to critique existing social media platforms or propose alternative app features
that mitigate manipulative design—echoing recent literature highlighting the
importance of critical digital literacy and reflective media use in the Al era [13].

Teacher feedback further underscored the benefits of Al-supported co-design. Many
educators reported improved confidence in using Al to personalize instruction, generate
instructional content more efficiently, and engage students through gamified or
multimedia-enhanced strategies. The collaborative aspect of the proposed
methodology, including peer reviews and shared resource development, contributed to
enhanced professional dialogue and curriculum innovation. These observations align
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with studies showing that Al tools can support both pedagogical differentiation and
teacher professional learning [6][8].

The CyberEd-Al Framework efficiency in obtaining knowledge was tested with 102
primary school students (ages 11-14) in North Macedonia. At baseline, students
demonstrated limited and highly varied knowledge, with an average pre-test score of
48.17% correct responses (males 46.45%, females 49.65%). After participating in the
teacher-led, narrative-based gamified intervention, average scores increased to 66.09%
(males 63.10%, females 68.97%), showing both notable improvement and greater
consistency across the group. One month later, following the self-paced digital escape
room, students’ delayed post-test results rose further to 75.05% (males 72.31%, females
77.63%), with reduced variability.

Although pre- and post-tests were embedded in the CyberEd-Al methodology to
provide formative insights, the primary focus of this initial implementation was not on
quantifying student knowledge gains. Instead, the core objective was to support the co-
creation of engaging, pedagogically sound materials and to foster teacher development
in using Al and digital tools effectively. The study emphasized observing how teachers
designed, adapted, and implemented Al-enhanced lessons in diverse classroom con-
texts. Teacher reflections, collaborative discussions, and classroom practices were cen-
tral to evaluating the methodology, aligning with the broader goal of cultivating digital
pedagogical confidence and innovation among educators.

All developed materials were consolidated into a repository of Open Educational
Resources (OERs), ensuring their long-term accessibility. Several of the Al-assisted
lesson plans and digital assets were reused and adapted across different school levels,
demonstrating the scalability of the approach. Teachers emphasized the ease of
customizing Al-generated content for age-appropriate instruction, consistent with
recent research suggesting that generative Al can effectively scaffold lesson planning
across diverse educational contexts [8].

4. Discussion

The proposed CyberEd-Al methodology incorporates artificial intelligence (AI)
tools—such as chatbots and intelligent tutoring systems—into cybersecurity instruction
to enhance student engagement. This approach is consistent with established research
demonstrating that Al-driven personalized learning environments can significantly in-
crease student motivation and participation. Holmes, Bialik, and Fadel [6] emphasize
that Al systems support student confidence and academic achievement by providing
adaptive assistance tailored to individual learning needs. In the context of cybersecurity
education, Al-powered simulations and interactive labs facilitate immersive engage-
ment with realistic digital scenarios, enabling students to apply theoretical knowledge
through hands-on practice [1]. The CyberEd-AI methodology implementation of gam-
ified Al environments—such as digital escape rooms—mirrors these practices, offering
inquiry-based learning activities that strengthen both engagement and skill develop-
ment. These findings align with recent research indicating that the use of Al-enhanced
pedagogies in cybersecurity courses can lead to measurable improvements in learner
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participation and applied competencies [3]. Collectively, the evidence suggests that
Al’s capacity for personalization and interactivity is a powerful driver of student en-
gagement and learning outcomes in cybersecurity education.

A central feature of the CyberEd-Al methodology is its development of Open
Educational Resources (OERs) for cybersecurity education, including Al-assisted
lesson plans, interactive modules, and gamified activities such as escape rooms. These
OERs are designed to be freely accessible, adaptable, and scalable, enabling educators
to integrate Al-enriched materials into diverse learning contexts. This aligns with recent
findings on the utility of Al in lesson planning. Clark and van Kessel [8] demonstrated
that generative Al tools can efficiently generate full lesson plans in seconds, offering
structured outlines that teachers can refine and tailor to their students’ needs. The study
highlights AI’s value as a “first draft” assistant, reducing lesson development time and
promoting innovation in curriculum design. When integrated into OER ecosystems,
such Al-generated materials support broader dissemination and customization,
ensuring equitable access to quality educational content across institutions.
Furthermore, the scalability of the CyberEd-Al methodology is enhanced by the
capacity of Al to maintain and update resources—particularly important in fast-
evolving domains like cybersecurity. Educational policy literature further supports the
use of OERSs for democratizing access to instructional resources and fostering the long-
term sustainability of pedagogical innovations [ 13]. Together, these findings affirm that
Al-powered content creation, when combined with open-access principles, provides a
robust model for scaling digital education in an efficient and inclusive manner.

A distinguishing feature of the CyberEd-Al methodology is its development of Al-
assisted Open Educational Resources (OERs) for cybersecurity instruction, including
adaptable lesson plans, modules, and gamified activities such as escape rooms. These
resources are designed to be freely accessible and easily modifiable, enabling wide-
scale adoption and customization across educational contexts. This aligns with recent
educational technology trends emphasizing the scalability of Al-generated instructional
content. Clark and van Kessel [8] demonstrated that generative Al systems can produce
full high school lesson plans within seconds. Their study showed that such Al-
generated materials offer viable initial drafts that teachers can refine, thereby
accelerating the curriculum development process. When integrated into OER
ecosystems, these Al-assisted materials enhance instructional innovation and
democratize access to high-quality resources [12]. Moreover, the CyberEd-Al
methodology illustrates how Al can support the ongoing maintenance of educational
content—for instance, by updating cybersecurity scenarios in response to evolving
threats—further bolstering sustainability and scalability.

While the methodology included pre- and post-tests to gather indicative insights into
students’ understanding of cybersecurity and Al-related topics, the primary aim of this
initial implementation was not to assess knowledge gains quantitatively. Rather, the
focus was on facilitating the co-development of engaging and context-sensitive
instructional materials, while simultaneously supporting teachers’ professional growth
in effectively integrating Al and digital tools into their pedagogical practice. Central to
the evaluation was the observation of teacher engagement, adaptation strategies, and
reflective practices throughout the lesson design and implementation cycle.
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The implementation of CyberEd-Al raised important ethical considerations, partic-
ularly regarding data privacy, informed consent, and the responsible use of Al-
generated content in classrooms. To mitigate risks, safeguards were established to en-
sure that student data remained anonymized, materials were age-appropriate, and teach-
ers retained final authority over instructional decisions, thus aligning with established
ethical standards in digital education research. This emphasis reflects a broader shift in
digital education research, which highlights the importance of teacher beliefs,
confidence, and cultural context as key determinants of successful technology
integration [20]. Teachers were positioned not merely as implementers of pre-defined
content, but as reflective practitioners [23], actively shaping learning experiences to
suit their students' needs. The iterative, collaborative design process encouraged
educators to critically evaluate the pedagogical affordances of Al tools, aligning with
international findings that emphasize the need to build teacher capacity for navigating
complex digital environments [21]. Moreover, the co-creative approach supported the
development of lessons that prioritized student engagement—a foundational
component of meaningful learning [22]. By centering the study on teachers'
professional learning and creative agency, the methodology aimed to foster a
sustainable model for pedagogical innovation in Al-enhanced education.

To rigorously assess the impact of its Al-enhanced pedagogy, the methodology
adopted a mixed-methods research design that combined quantitative metrics (e.g., test
scores and engagement levels) with qualitative data (e.g., teacher reflections and
student feedback). This approach reflects established best practices in educational
research. Creswell and Plano Clark [27] argue that triangulating multiple data sources
strengthens the validity and depth of findings. Similarly, Demszky et al. [29] integrated
randomized controlled trials with classroom observations and teacher interviews to
evaluate an Al teaching tool, demonstrating not just statistical improvements in student
outcomes but also qualitative insights into instructional practices. The CyberEd-Al
methodology reported comparable findings—quantitative gains in cybersecurity
knowledge and qualitative evidence of heightened student motivation. This echoes
Johnson, Onwuegbuzie, and Turner’s [28] assertion that mixed-methods research offers
a more holistic view of complex educational interventions. Taken together, these
findings validate the proposed methodology approach and reinforce the relevance of
combining Al-powered content development with robust, multidimensional evaluation
strategies.

5. Conclusion

The proposed methodology provides a research-backed, scalable framework for
integrating Artificial Intelligence (AI) tools into cybersecurity education. By leveraging
a Participatory Action Research (PAR) approach, this study demonstrates how Al-
driven methodologies can enhance student engagement, differentiated instruction,
teacher collaboration, and curriculum scalability.

Findings suggest that interactive Al-driven learning experiences not only improve
student motivation, but also teacher collaboration through Al-supported peer review
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strengthens their professional development. Furthermore, AI’s ability to support
adaptive differentiation ensures equitable access to cybersecurity knowledge,
benefiting both novice and advanced learners. The study also highlights AI’s role in
expanding Open Educational Resources (OERs), contributing to the long-term
sustainability of Al-enhanced lesson planning.

The results of this study offer practical implications for educators, policymakers, and
curriculum designers. First, it underscores the importance of Al integration in digital
literacy and cybersecurity education, highlighting AI’s potential to bridge knowledge
gaps in an increasingly technology-driven world. Second, it demonstrates how
collaborative Al-assisted curriculum development can foster teacher professional
growth, making Al an essential tool for pedagogical innovation. Finally, it provides a
model for scalable, open-access educational content, ensuring broad dissemination of
high-quality, adaptable cybersecurity resources.

Future research should explore longitudinal studies assessing the long-term impact
of Al-driven cybersecurity education on students’ digital resilience. Expanding Al-
driven differentiation beyond cybersecurity to other STEM disciplines could also
provide valuable insights into AI’s broader educational potential.
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Abstract. In this paper, we explore how artificial intelligence can be re-
sponsibly integrated into educational platforms while maintaining strong
protections for student privacy. We begin by identifying key challenges,
such as compliance with data protection regulations, the sensitivity of
student data, and emerging Al-specific threats such as model inversion
and data poisoning. Next, we look at a number of privacy-enhancing
methods that can lower privacy risks during model training and deploy-
ment, such as federated learning, homomorphic encryption, differential
privacy, secure multi-party computation, and synthetic data generation.
Furthermore, we prioritize backend methodologies that improve the secu-
rity and modularity of AI systems, including microservices architectures,
encrypted data pipelines, and trusted execution environments. Addition-
ally, we emphasize the importance of access control, anomaly monitoring,
and threat detection as integral components of a comprehensive security
framework. This paper presents a framework for developing educational
AT solutions that are safe, legal, and aligned with responsible innovation.

Keywords: privacy-preserving Al - data security - data sensitivity -
homomorphic encryption - microservices - federated learning - data gov-
ernance - educational platform

1 Introduction

Artificial intelligence (AI), and its rise in recent years, has successfully revolu-
tionized education by enabling customized learning experiences and improving
the teaching process. In addition, a growing number of educational platforms
incorporate adaptive learning systems, real-time engagement analytics, and Al-
based tutoring to improve educational outcomes [1]. In contemporary education,
numerous institutions are increasingly using sophisticated digital platforms that
also incorporate AI. These systems are designed to improve the efficiency of
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administrative operations, monitor student progress, and facilitate data-driven
teaching, ultimately making education more efficient and tailored to individ-
ual needs. The continued expansion of Al and its involvement in platforms like
these raises a multitude of questions related to data security. Schools collect and
handle a wide array of sensitive personal data, including academic performance
history, biometric identifiers, behavioral analytics, health indicators, student be-
havior, and similar information, intensifying the need to protect this data. This
situation renders the EdTech sector especially appealing to cybercriminals. Pri-
vacy breaches affecting children constitutes a significant violation that can create
substantial risks to their safety, highlighting why both parents and schools must
treat student data protection as a fundamental obligation [2].

The integration of Al into educational platforms, as well as into the software
used by educational institutions, must be carefully done, paying attention to
how student data is collected and processed, and subsequently stored and pro-
tected. In the United States, the Family Educational Rights and Privacy Act
(FERPA) [3] grants parents and eligible students the right to access and control
their educational records. The law strictly limits the release of personally identi-
fiable information (PII) from student records without consent. Moreover, online
services, including educational platforms, should obtain parental consent before
gathering, processing, and distributing personal information regarding children
under age 13 years, which is mandated by the Children Online Privacy Protec-
tion Act (COPPA) [4]. The European Union enforces data protection standards
through the General Data Protection Regulation (GDPR), which regulates the
collection, processing, and retention of personal data. The regulation emphasizes
the need to collect only essential data, requires a clear legal basis for processing,
and grants users the right to request the deletion of their personal information
[5]. Failure to comply with legal obligations can result in serious legal conse-
quences, but also in a significant reduction in trust in the institution. Hence,
the EdTech industry has an increased responsibility to comply with all relevant
legal regulations and to ensure a high level of personal data protection, both
for students in formal educational institutions and for users of online learning
platforms.

Concerns about the misuse of children’s personal data are growing, but are
not unfounded. Embracing Al in education poses a significant challenge, as it
requires leveraging advanced analytics and threat detection tools while preserv-
ing student privacy. Past incidents have shown that even without AI, systems
are vulnerable, and integrating Al can be an additional challenge. Educational
platforms must move toward architectures that incorporate privacy by design,
data anonymization techniques, and tightly control access. Without fundamental
principles, the use of Al will not only erode trust, but also expose institutions
to technical and ethical risks.

The objective of this paper is to analyze approaches for integrating Al into
these platforms in a manner that is both ethically responsible and compliant with
existing legal aspects. The focus is on backend strategies that protect student
data. The paper discusses techniques like federated learning, differential privacy,
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and synthetic data, as well as architectural choices such as microservices, secure
APIs, and encrypted data handling.

2 Core Challenges in Building Privacy-Preserving Al for
Education

The involvement of Al in the EdTech industry complicates an already com-
plex web of security risks. The systems collect vast amounts of personal and
academic data from students, which are subject to new opportunities for misuse
and privacy violations. Although we are witnessing an era where AI improves
education and the education system, the burden it brings with its integration
significantly increases the responsibility for protecting personal data, requiring
precise security measures and compliance with legal aspects and privacy regula-
tions [6].

2.1 Educational Data Sensitivity and Child Protection

The systems used in educational institutions collect and process substantial
volumes of highly sensitive and personally identifiable data. This includes various
academic achievements, grades, test scores, class attendance, and sometimes
even data about parents, as well as biometric data collected for proctoring or
personalization purposes [7]. Al uses the collected data to predict a certain
result for students, whether it is potential results on a certain test, success in a
certain subject, the risk of dropping out of school, and so on. This is typically
intended to support early interventions and tailored educational assistance in
order to prevent bad consequences, such as dropping out of school, and provide
real-time assistance or interventions [8].

Despite the intended benefits, these systems raise considerable ethical and
security concerns. Improper storage of data and their insufficient protection can
bring a series of catastrophic consequences and the data can be subject to vi-
olations of individual privacy, unauthorized sharing, or analytics outputs. For
instance, model inversion and membership inference can reveal individual stu-
dent records from trained models [9]. Unsecured behavioral data can lead to
identity theft or profiling by third parties. Additionally, over-collection and mis-
use of biometric data or engagement records risk long-term psychological harm,
stigmatization, or discrimination—particularly when algorithms are unregulated
or biased [7,8] .Recent research points to the fact that it is essential to man-
age data transparently and to improve privacy-enhancing techniques such as
anonymization, synthetic data generation [10,11], differential privacy, and ac-
tive consent mechanisms, in order to remain within ethical frameworks when
using Al to achieve a positive outcome and thus to keep students and their
privacy protected.
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2.2 Al-Specific Threat Vectors

The integration of Al into educational platforms and systems used in educa-
tional institutions introduces a range of new security vulnerabilities that extend
beyond the well-known traditional cyber threats. The Al models trained on sen-
sitive student data can succumb to threats distinct from traditional ones against
privacy and integrity of the system. One known such threat is the model in-
version attack, in which attackers attempt to reconstruct the input data, in this
case student data by exploiting access to the trained model’s outputs or parame-
ters [12]. Closely related are membership inference attacks, which allow attackers
to infer the presence of an individual’s data within the model’s training data,
thereby leaking private information [13].

Although data poisoning attacks, in which attackers inject malicious or ma-
nipulated training examples, pose a genuine threat to Al systems, they are not
exclusive to EdTech. Instead, what makes educational platforms specific are the
attack surfaces and outcomes (such as numerous student submissions, grades,
intervention recommendations, placement decisions) that facilitate or increase
the impact of poisoning in real-world scenarios. This can cause change in the Al
system’s behaviour in some way to biased or harmful ends for personalized learn-
ing risk prediction [14,15]. Therefore, although data poisoning is a general ML
threat, EdTech systems require targeted ingestion controls, provenance tracking,
and good aggregation strategies to mitigate this risk. Possible measures include
requiring verified uploads and logging their origin, automatically flagging suspi-
cious records, using aggregation methods that ignore bad updates, and limiting
how much any single example can change the model while keeping a trusted
validation set and audit logs.

These new types of attacks coupled with the usual suspects of cybersecurity
vulnerabilities — fraudulent access and denial of service, to name a couple —
weave a complex threat landscape that demands a more encompassing security
approach [16].

2.3 Regulatory and Compliance Challenges

In addition to technical protections, education systems face a complex frame-
work of legal aspects that they must comply with. As previously mentioned, the
US, FERPA and COPPA impose strict restrictions on the use of student data,
so FERPA, for example, gives parents and students full control over their per-
sonal information, COPPA requires parental approval before obtaining personal
information from individuals under 13. The EU’s GDPR operates in a simi-
lar way, requiring the collection of as little personal information as possible,
limiting the purposes for which it is used, and granting the right to delete all
personal data. In addition to this, a new EU law is being added, according to
which artificial intelligence is marked as high risk when used in systems used
for educational purposes [17]. These regulations require educational platforms
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to implement technical and organizational measures, such as obtaining consent,
providing access to parents or their consent as required by law, defining clear
policies on how data is used, and ensuring auditability. Failure to comply with
these legal segments can result in reduced trust and can also lead to heavy fines.

In addition, regulations are more and more calling for accountability and
fairness in Al decisions. The systems for analyzing student performance and be-
havior with artificial intelligence should be free from discrimination on any base
and they should provide the explanation of a result. For example, EU lawmakers
insist Al be transparent, non-discriminatory and human-supervised [17]. In prac-
tice, this means institutions must document AI decision criteria, allow human
review of sensitive decisions, and be prepared to justify the use of any automated
profiling. Globally, there is no single standard; many jurisdictions are develop-
ing or updating privacy and Al guidelines (for example, updated COPPA rules,
state privacy laws like California’s CPRA, or UNESCOQO’s recommendations on
AT ethics in education). Consequently education institutions need to have com-
pliance teams, or better still, data governance boards, which can interpret these
changing requirements, and align them to system designs. So in conclusion, a
strict "privacy-by-design" regulation framework is required for EdTech - poli-
cies, consent forms, and audit trails as critical as security and anonymization
algorithms.

2.4 Data Governance and Ethical Concerns

A strong foundation for any privacy strategy lies in establishing clear data
governance policies and roles. Institutions are encouraged to appoint dedicated
personnel, such as Data Protection Officers and ethics committee members, to
oversee how student data is collected, stored, and utilized. This process involves
defining comprehensive data classification frameworks and enforcing precise ac-
cess controls. For instance, a university might maintain detailed inventories of
student data categories, assign specific access rights to various stakeholders, and
implement automated tools to track data lineage across systems. Such gover-
nance frameworks emphasize maintaining data quality, ensuring security, meet-
ing regulatory requirements, and upholding ethical standards simultaneously.
Many campuses employ interdisciplinary committees—bringing together I'T pro-
fessionals, legal advisors, academic representatives, and student advocates—to
carefully vet data access and Al applications. Before deploying an Al tutor, for
example, the team might verify that only essential pseudonymized or encrypted
student attributes are incorporated. This transparency enables organizations to
provide clear accountability to regulators, students, and their families.

Equally important are the ethical considerations intertwined with gover-
nance. Al systems designed for educational settings must actively mitigate bias
and protect student rights. Research on algorithmic fairness highlights risks such
as discriminatory grading practices against non-native speakers or reinforcing
gender stereotypes if models are not carefully audited [18][19]. To address these
issues, institutions should adopt bias mitigation strategies, including curating
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balanced training datasets and implementing fairness-aware algorithms, cou-
pled with continuous monitoring of Al outputs. For example, predictive systems
estimating dropout risk need ongoing audits to ensure they do not dispropor-
tionately affect disadvantaged populations. Transparency remains a cornerstone;
students and parents should be informed about AI’s role in decision-making pro-
cesses, and clear documentation of Al capabilities and limitations should be made
accessible. In conclusion, robust governance blends technical measures—such as
encryption and anonymization—with human oversight and institutional policies
committed to fairness, privacy, and transparency.

3 Privacy-Preserving AI Techniques

3.1 Federated Learning

Federated learning (FL) has emerged as a powerful approach for training
models across institutions without pooling raw data. In FL, each client (e.g.,
a school or classroom) trains a local model on its own student data and only
shares model updates with a central server or aggregator [20]. This architecture
inherently improves data privacy: sensitive records never leave their origin. For
example, Latif et al. demonstrate a federated framework for automated grading
of educational assessments, where each school fine-tunes a local model and only
communicates optimized model updates to a central aggregator [21]. Their ap-
proach achieved accuracy on par with a centralized model while eliminating the
need to expose any student exam answers. By combining FL with techniques
like parameter-efficient fine-tuning and adaptive aggregation, such systems can
handle variations in data across schools.

Despite these benefits, federated learning is not immune to attacks. Adver-
saries who intercept model parameters or participate as malicious clients can
attempt to reconstruct private data through model inversion or membership in-
ference attacks [22]. In educational contexts, this could mean inferring whether
a particular student’s record was part of the training set, or even recovering
sensitive attributes (e.g., grades or personal information) from model weights.
To mitigate this, FL is often combined with privacy enhancements: for instance,
adding differential privacy noise to updates, using secure aggregation protocols,
or limiting the number of shared updates. FedFLow projects use cryptographic
aggregation or clip-and-noise mechanisms so individual updates reveal minimal
information. Overall, FL offers a scalable path to multi-school AI, but it must be
coupled with additional safeguards (secure channels, authentication of clients,
and differential privacy) to ensure that the distributed training process does not
leak student data.

3.2 Differential Privacy

Differential privacy (DP) provides a mathematically rigorous way to quan-
tify and limit privacy loss when performing analytics. Under DP, carefully cal-
ibrated random noise is added to query results or model updates so that the
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presence or absence of any single individual in the data has only a bounded
impact on outputs. For educational data, DP can protect students in aggregate
analyses or shared models. For example, recent work by Liu et al. introduces a
DP framework tailored to learning analytics, showing how noise injection can
defend against reconstruction attacks while still preserving enough utility for
educational research [11]. Their study also explores the trade-off between data
utility and privacy budget: smaller privacy parameters improve confidentiality
but may degrade analysis accuracy.

In practical terms, DP can be applied at multiple stages. A school collecting
learning analytics (e.g., clickstreams or quiz scores) might apply DP when pub-
lishing reports or sharing insights. In federated learning, clients can add noise to
their gradient updates before sending them. Libraries like Google’s TensorFlow
Privacy or PyTorch Opacus facilitate training deep models with DP by clipping
gradients and adding Gaussian noise. Importantly, DP assumes trust only in
the data curator who sets the privacy budget; it does not protect against all
attacks (e.g., outputs themselves might still be exploited if the noise is weak).
Nonetheless, DP is increasingly seen as a necessary component in educational
AT to meet legal expectations (it aligns with GDPR’s data protection by design
concept) and to offer formal guarantees that no single student’s data is being
inadvertently exposed in collective outputs.

3.3 Homomorphic Encryption

Homomorphic encryption (HE) lets you do math directly on encrypted data,
so the results stay encrypted until you use a secret key to decrypt them. This
means that data can stay private even while it is being processed. For example,
an educational platform could encrypt students’ records and still run analytics
or model inference on them without ever turning them back into plain text. HE
schemes, like CKKS or BFV, are made so that you can do math on ciphertexts.
Early systems, such as CryptoNets, showed that it was possible to do neural
network inference on inputs that were homomorphically encrypted [23]. A system
like this can make predictions about encrypted student performance data. It only
sends back the encrypted predictions, and only people with the key can see the
final results.

The biggest problem with HE is that it is not very efficient because fully ho-
momorphic encryption takes a lot of computing power. Most real-world systems
use leveled or partial HE, which means that the functions that can be computed
before decryption is needed are less complicated. Because of this, HE is used
more for inference than for training. One possible use of Al in education is a
cloud-based inference service. Students’ inputs could be encrypted locally and
sent to a school’s Al model in the cloud, which would perform inference homo-
morphically and send back an encrypted output. This would make sure that the
cloud provider never sees any raw student data. Researchers are still working on
making HE better for machine learning. It’s not yet widely used in production,
but it does offer a long-term privacy guarantee: the computation on encrypted
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data means that an attacker who sees intermediate states won’t learn anything
about the underlying student records [23].

Recent studies on HE for federated settings demonstrates practical ways to
reduce HE overhead while preserving privacy: Pan et al. [24] propose an adaptive
segmented-CKKS design that rearranges ciphertext batching and computation
to improve throughput and lower communication cost compared with a straight-
forward CKKS deployment . A standardized benchmarking study of modern
FHE libraries further clarifies which schemes and backends are preferable for
arithmetic versus bit-level workloads, and highlights the latency /ciphertext-size
trade-offs practitioners must weigh [25]. For our pipeline this implies that deploy-
ing HE at scale will require careful choice of scheme (e.g., CKKS variants), batch-
ing/segmentation strategies and parameter tuning, and where possible leverag-
ing optimized backends or hardware acceleration to keep latency and bandwidth
within acceptable bounds.

3.4 Secure Multi-Party Computation

Secure Multi-Party Computation (MPC) is a cryptographic paradigm that
enables multiple parties to jointly compute a function over their inputs while
preserving the privacy of each party’s data. Unlike traditional approaches that
require central aggregation, MPC ensures that no participant learns anything
beyond the final output. Each party locally holds confidential data and engages
in a protocol that securely computes the desired function. Techniques such as se-
cret sharing, homomorphic encryption, and garbled circuits are commonly used
to realize these protocols. For instance, the CrypTen framework demonstrates
how MPC can be integrated into machine learning workflows, allowing institu-
tions—such as two schools—to collaboratively train models without ever sharing
raw student data [26].

MPC protocols can be applied to both one-time secure computations and
more complex privacy-preserving systems, such as those used in federated learn-
ing. A typical example involves computing class-wide statistics, like the average
test score, from encrypted student results without revealing any individual’s
score. Recent research has shown that MPC can scale effectively to support
training of neural networks and other complex models. This is accomplished by
combining efficient linear algebra operations with underlying secret-sharing tech-
niques, and optimizing protocol execution through cryptographic subroutines
such as oblivious transfer and homomorphic encryption. These enhancements
significantly reduce computational overhead while maintaining strong privacy
guarantees.

One of the most important benefits of MPC lies in its strict adherence to data
confidentiality. No party can infer another’s input unless a predefined number
of parties collude, which provides strong security assurances in sensitive or reg-
ulated environments. However, the practical deployment of MPC is not without
challenges. It generally requires all participating entities to be online through-
out the computation, and introduces additional communication costs due to the
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exchange of encrypted data. Despite these limitations, MPC remains a powerful
tool in collaborative educational settings—particularly in consortiums where in-
stitutions wish to leverage combined datasets for analytics or machine learning
without compromising student privacy.

Applied studies indicate that MPC-based aggregation can be added to learning-
analytics pipelines with only modest runtime and communication overhead when
protocols and networking are tuned appropriately [27]. These works find that
MPC preserves analytical utility while protecting per-user data, so for our back-
end we lean toward MPC (or secure-aggregation variants) for aggregation tasks
that would make homomorphic computation too expensive. In both cases we
would focus engineering effort on efficient communication patterns and simple
validation checks (trusted holdout sets, sanity checks) to keep overheads low and
ensure result integrity.

3.5 Synthetic Data Generation

Synthetic data generation is a technique used to create artificial datasets that
preserve the utility of real student data while eliminating the presence of actual
personal information. By training generative models on real data, one can sample
synthetic records that preserve overall statistical properties (such as grade dis-
tributions or activity patterns) without including any real student’s record. This
technique enables sharing of “data” with researchers or third-party developers
without exposing PII. For example, Vie et al.[10] developed a generative model
for educational data that can produce realistic student trajectories while pro-
tecting participant privacy . They emphasize that naive approaches (like simply
pseudonymizing names) are vulnerable to re-identification, but careful genera-
tive models combined with privacy checks can mitigate those risks.

In an educational context, the use of synthetic data enables the supplemen-
tation of sparse datasets or the distribution of data for model benchmarking.
For instance, an online learning platform could publish a synthetic copy of its
user interaction logs for research. Similarly, school districts could share synthetic
achievement data to analyze trends without revealing individual records. When
properly validated, synthetic data may satisfy regulators that identifiable de-
tails are absent, while still providing useful signals for training or analysis. Of
course, synthetic generation must itself be done cautiously: the training process
should ensure that no single student’s record is memorized by the generator,
which could lead to privacy leaks. Advanced methods often combine differential
privacy with synthetic generation to bound such leakage. Overall, synthetic data
is a promising tool to enable privacy-preserving research and development in
education, but it is typically used alongside (not in place of) other safeguards
like encryption and access control [10].

In the preceding subsections, each privacy-preserving method was discussed
in depth. The following table compiles these approaches into a method to de-
ployment stage overview, emphasizing the main advantage and a sample use case
to guide implementation choices in educational Al systems.
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Privacy Deployment Key Benefit Typical Use Case

Technique Stage

Federated Training No raw data sharing |Multi-school model col-

Learning laboration

Differential Analytics/Training |Provable privacy|Publishing  aggregated

Privacy guarantee learning analytics

Homomorphic |Inference Encrypted computa-|Cloud-based predictions

Encryption tion on student records

Secure MPC  |Joint Computation |Strong confidential-|Cross-institutional aggre-
ity among peers gate statistics

Synthetic Data |Benchmarking Safely share data dis-|Public research dataset
tribution release

Table 1. Privacy techniques in EdTech: stages, benefits, and typical use cases.

4 Microservices Architecture for AI-Enhanced Data
Protection

Microservices architecture can enhance security by dividing the educational
platform into isolated services. For instance, user authentication, data ingestion,
model training, analytics, and threat monitoring may be handled by distinct
containers or microservices. Each service has a single responsibility and exposes
a very small surface area of the data. Inter-service communication takes place
between services with explicit APIs protected by mutual authentication and en-
cryption (e.g., HTTPS/TLS). Network’s segmentation (service mesh or Kuber-
netes network policies) restricts lateral movement and if one service is broken
into, an attacker can’t easily jump to others. Furthermore, each microservice
may have its own security policy and may be audited and deployed indepen-
dently (e.g., a data-processing microservice may mandate in-memory encryption
of sensitive fields, whereas a logging microservice might simply log all requests
at lower levels).

It is essential to pay close attention when managing APIs because microser-
vices themselves expose numerous APIs. If an endpoint fails to authenticate
callers or validate inputs, it could easily become a target for attacks [28]. To
prevent this, it’s important to implement strict input schemas, enforce rate lim-
iting on all service-to-service communications, and use robust API keys or OAuth
tokens. System security is further enhanced by container-focused measures, in-
cluding limiting container privileges, selecting minimal base images, and incorpo-
rating continuous vulnerability scanning tools. The integration of DevOps with
security integrity plays an important role and is of great importance. Contin-
uous integration pipelines include automated testing frameworks and security
analysis tools (linting) to prevent the introduction of compromised credentials
or potentially harmful dependencies. By reducing human error and maintaining
security standards at scale, this automated approach ensures seamless execution
of security validations throughout all phases of deployment. Figure 1 illustrates
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a sample microservices layout: for instance, a secure Al model service might only
receive already-encrypted student data from a preprocessing service, and only
output encrypted results to a results aggregator. Overall, microservices provide
flexibility to embed privacy controls at granular levels, simplifying compliance
and reducing the impact of any single service breach.

Analytics & Logging
Aggregated Metrics

Student App HTTPS
Monitoring & Governiance
Audit Logs, Policy Engine
reprocessin
n, P
Farent Portal HTTPS,
~
API Gateway Data Ingestion
OAuth 2.0/ REAC —REST/ZRPC—b| Encrypted Tnput ———
| Consent validator Consent Check 5
Teacher Dashboard | —HTTPS Ehc P D ebtoragd

Fig. 1. Illustrative microservices architecture for privacy-preserving educational Al.
Each box represents a containerized service (e.g., Data Ingestion, Preprocessing, Ana-
lytics, AI Model, Monitoring) communicating over encrypted APIs.

5 Privacy-Aware Al Processing Pipeline

To ensure regulatory compliance and robust protection of student privacy,
our Al processing pipeline emphasizes data minimization from the very begin-
ning. During data collection, only essential attributes are captured, and per-
sonally identifiable information (PII)—such as names or IDs—is immediately
pseudonymized or tokenized [29]. Data ingestion enforces that any PII is re-
moved before storage in encrypted, access-controlled databases using AES-256.
In subsequent preprocessing stages, anonymization techniques—Ilike stripping di-
rect identifiers and generalizing demographics—are applied, resulting in datasets
suitable for privacy-preserving analytics or training models with federated learn-
ing, differential privacy, or synthetic data [29].

For inference, the pipeline secures student inputs and model outputs with
end-to-end protection. Student behavior data (e.g., quiz responses, learning pat-
terns) is transmitted through encrypted channels into a Trusted Execution En-
vironment (TEE). Predictions—such as risk scores or resource recommenda-
tions—are returned using techniques that minimize disclosure, for example by
output masking or limiting results to class labels rather than full probability
distributions. This approach safeguards against inference attacks while main-
taining actionable feedback. System logs capture only metadata—timestamps or
encrypted identifiers—while individual student data remains confidential under
strict access control [29].

Governance underpins each transition within the pipeline. Explicit consent
flags are verified before any data processing occurs, and automated retention
polices purge outdated records. Audit mechanisms meticulously document who
accessed which data, when, and for what purpose. By interweaving encryption
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(both at rest and in transit), anonymization/sanitization processes, privacy-
enhancing techniques (FL, DP, MPC, synthetic data), and strong governance,
the pipeline upholds stringent privacy guarantees across all stages—from collec-
tion to analytics and inference [29)].

Data Collection & Anonymization Secure Storage Model Training Encrypted Inference & Feedback

User Devices Training Engine
Student App, Parent Porta

Differential Privacy Federated
(OP) Averaging

Inference Engine

Trusted Execution Environment (TEE) ‘

(]

‘ User Feedback ‘

Encrypted Data Lake
AES-25
Acce:

Anonymization Service

Audit Logger

Pil Removal, Tokenization DP Budget Tracker
Recommendations, Alerts

Fig. 2. Example privacy-aware Al pipeline: data collection with anonymization, secure
data storage, differential-privacy-protected model training, and encrypted inference
(e.g., via a Trusted Execution Environment).

6 Secure AI Model Deployment and Inference

Securing AI model deployment involves safeguarding both the intellectual
property encapsulated in model weights and the integrity of runtime inference
processes. Model files, which may encode sensitive student data or proprietary
logic, should be encrypted at rest and digitally signed to prevent tampering
or unauthorized modifications. Containerized deployments must follow security
best practices: minimal base operating system images, execution with non-root
privileges to avert escalation, continuous vulnerability scanning, and automated
patching pipelines to apply updates promptly.

Inference-phase security is equally vital. Exposed models via APIs should
enforce authenticated access, such as service accounts or tokens, and implement
rate limiting to thwart brute-force or membership-inference attacks. A robust
approach leverages Trusted Execution Environments (TEEs). For example, the
Slalom framework partitions neural network execution by running linear layers
within an enclave (e.g., Intel SGX) and offloading heavy computation externally.
This protects both the model and input data through enclave memory isolation
against OS-level threats [30]. Further safeguards include output perturbation
techniques such as MemGuard, which add calibrated noise to confidence scores
to mitigate membership inference attempts [31].

A final layer of defense is anomaly detection: profiling deployed models for
unusual usage patterns or distributional shifts. Sudden spikes in query volume,
particularly for specific student profiles, may signal an attack or exploit attempt.
Techniques such as SHAP or LIME can be used to audit model outputs, helping
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to identify bias or unexpected behavior, enhancing transparency and trust. By
combining encrypted model storage, secure container practices, authenticated
service, enclave-based inference, and output monitoring protocols, educational
platforms can deliver Al services that balance functionality with strong student
data protection.

7 Empirical Evaluation and Comparative Analysis

Research has recently shown that privacy-preserving Al methods are efficient
enough to be applied in education, although there are some performance trade-
offs involved [32]. Using three significant educational datasets (OULAD, EdNet,
and KDD Cup 2015), Van Haastrecht et al. (2024) showed that federated learn-
ing maintains full data locality while achieving accuracy levels comparable to
centralized methods [32].

The analysis showed that federated learning performed significantly better
than local learning approaches, achieving higher accuracy on OULAD and no-
table AUC gains on EdNet, while introducing the Federated Learning Analytics
Metric (FLAME) to capture the privacy—performance balance; FLAME indi-
cated that around 50 clients is a strong operating point for large educational
datasets [32]. Building on this direction, Liu et al. (2025) developed DEFLA,
a differential privacy framework tailored for learning analytics, and validated
it on OULAD with membership inference evaluations to demonstrate privacy
protection under different DP configurations [11].

Federated learning experiments further indicate that distributing training
across many clients can keep raw data on local devices while incurring only
modest utility loss relative to a central model, a trade-off that FLAME makes
explicit for educational datasets like OULAD and EdNet [32]. In parallel, DE-
FLA’s experiments on OULAD compared input-, training-, and output-stage
differential privacy, finding that input perturbation often preserves utility better
while output-stage perturbation can deliver strong privacy—utility trade-offs un-
der conservative settings; privacy leakage was assessed via membership inference
risk [11]. Taken together, these results support the view that privacy-preserving
methods, paired with modular architectures and encrypted data flows can sus-
tain real-world accuracy needs for EdTech while aligning with data protection
requirements [32,11].

8 Conclusion

Integrating Al into education requires a comprehensive backend strategy cen-
tered on privacy by design. It is not enough to layer technical protections—such
as encryption, differential privacy, federated learning, and secure enclaves—without
embedding them within strong governance and regulatory frameworks. Modu-
lar, microservice-based architectures enable secure APIs to mediate analytics

185



ICT Innovations 2025 Conference Web Proceedings

14 J. Trajcheska et al.

and inference, while tightly controlled data flows maintain oversight. Privacy-
enhancing technologies like secure enclaves and synthetic data generation reduce
exposure of real records. Compliance with frameworks such as FERPA, COPPA,
and the EU AI Act ensures institutions respect students’ legal rights.

Ultimately, safe educational Al demands security at every level, from data
collection and model training to deployment and real-time inference. The meth-
ods described here provide a blueprint: privacy-preserving machine learning,
coupled with cloud-native secure deployment, enables trust, fairness, and ac-
countability in systems designed for young learners. The continued evolution of
EdTech underscores the need for close collaboration between technologists, ed-
ucators, and policymakers to advance these solutions and place student privacy
at the forefront.

Acknowledgments

This work was partially financed by the Faculty of Computer Science and Engi-
neering at the Ss. Cyril and Methodius University in Skopje.

References

1. Cela, E., Fonkam, M. M., Vajjhala, N. R., Vedishchev, A.: Artificial Intelligence
in Education: Foundations, Trends, and Implications. In: Next-Generation Al
Methodologies in Education, pp. 1-20 (2024).

2. Alamleh, H.: Private and Secure Students’ Data Sharing in Educational Systems.
In: 2020 Sixth International Conference on e-Learning (econf), Sakheer, Bahrain,
pp. 158-161 (2020).

3. “FERPA | Protecting Student Privacy.” Accessed: Sep. 10, 2025. [Online]. Available:
https://studentprivacy.ed.gov /ferpa

4. Children’s Online Privacy Protection Rule: Final Rule Amendments (2012-31341),
U.S. Federal Trade Commission. https://www.ftc.gov/system/files/
2012-31341.pdf. Accessed: 2025/06/25.

5. General Data Protection Regulation (GDPR), Regulation (EU) 2016/679, EUR-
Lex, https://eur-lex.europa.eu/eli/reg/2016/679/0j, Accessed: 2025/06/25.

6. Dhiman, T., Chauhan, V., Kumar, A., Vasantha, M., Kumar, A.: Ethical Cross-
roads: Navigating Data Privacy, Bias, Accountability and Sustainability in Al-
Driven Education. Open Access Journal of Multidisciplinary Research (OAJMR),
1(3), 69-77 (2025).

7. Shrestha, A., Barthwal, A., Campbell, M., Shouli, A., Syed, S., Joshi, S., Vassileva,
J.: Navigating Al to Unpack Youth Privacy Concerns: An In-Depth Exploration
and Systematic Review. arXiv preprint arXiv:2412.16369 (2024).

8. Campbell, M., Barthwal, A., Joshi, S., Shouli, A., Shrestha, A.K.: Investigation of
the Privacy Concerns in Al Systems for Young Digital Citizens: A Comparative
Stakeholder Analysis. (2025).

9. Yeom, S., Giacomelli, I., Fredrikson, M., Jha, S.: Privacy Risk in Machine Learning:
Analyzing the Connection to Overfitting. (2018).

186


https://www.ftc.gov/system/files/2012-31341.pdf
https://www.ftc.gov/system/files/2012-31341.pdf
https://eur-lex.europa.eu/eli/reg/2016/679/oj

10.

11.

12.

13.

14.
15.
16.

17.

18.
19.

20.

21.

22.

23.

24.

25.

26.

ICT Innovations 2025 Conference Web Proceedings

Privacy-Preserving Al in Educational Platforms 15

Vie, J.-J., Rigaux, T., Minn, S.: Privacy-Preserving Synthetic Educational Data
Generation. In: Educating for a New Future: Making Sense of Technology-
Enhanced Learning Adoption: 17th European Conference on Technology Enhanced
Learning (EC-TEL 2022), Toulouse, France, September 12-16, 2022, Proceed-
ings, pp. 393-406. Springer, Berlin, Heidelberg (2022). https://doi.org/10.1007/
978-3-031-16290-9_29

Liu, Q., Shakya, R., Khalil, M., Jovanovic, J.: Advancing privacy in learning ana-
lytics using differential privacy. In: Proceedings of the 15th International Learning
Analytics and Knowledge Conference (LAK ’25), pp. 181-191. ACM, New York,
NY, USA (2025). https://doi.org/10.1145/3706468. 3706493

Fredrikson, M., Jha, S., Ristenpart, T.: Model Inversion Attacks that Exploit Con-
fidence Information and Basic Countermeasures. In: Proceedings of the 22nd ACM
SIGSAC Conference on Computer and Communications Security (CCS ’15), pp.
1322-1333. ACM, New York, NY, USA (2015).

Shokri, R., Stronati, M., Song, C., Shmatikov, V.: Membership Inference Attacks
against Machine Learning Models.

Steinhardt, J., Koh, P.W., Liang, P.: Certified Defenses for Data Poisoning Attacks.
Goodfellow, I.J., Shlens, J., Szegedy, C.: Explaining and Harnessing Adversarial
Examples. arXiv 1412.6572

Papernot, N., McDaniel, P., Sinha, A., Wellman, M.P.: SoK: Security and Pri-
vacy in Machine Learning. In: Proceedings of the IEEE European Symposium on
Security and Privacy (EuroS&P), pp. 399-414. IEEE (2018).

EU AI Act: first regulation on artificial intelligence Press release (2023).
https://www.europarl.europa.eu/topics/en/article/20230601ST093804/
eu-ai-act-first-regulation-on-artificial-intelligence.

Accessed: 2025/06/26.

Kizilcec, R. F., & Lee, H. (2020). Algorithmic Fairness in Education.

Chinta, S. V., Wang, Z., Yin, Z., Hoang, N., Gonzalez, M., Quy, T. L., & Zhang,
W. (2024). FairAIED: Navigating Fairness, Bias, and Ethics in Educational AI
Applications. arXiv:2407.18745.

Yu, D., Zhang, X., He, H., Chen, S., Qiao, J., Wang, Y., Cheng, X.: Robust Feder-
ated Learning for Edge Intelligence. In: Thai, M. T., Phan, H. N., Thuraisingham,
B. (eds.) Handbook of Trustworthy Federated Learning, Springer Optimization
and Its Applications, vol. 213 (2025).

Latif, E., Zhai, X.: Privacy-Preserved Automated Scoring using Federated Learning
for Educational Research.

Jalil Piran, F., Chen, Z., Imani, M., Imani, F.: Privacy-Preserving Federated Learn-
ing with Differentially Private Hyperdimensional Computing.

El Mestari, S. Z., Lenzini, G., Demirci, H.: Preserving data privacy in machine
learning systems. Computers & Security, 137, 103605 (2024).

Pan, Y., Chao, Z., He, W., Jing, Y., Li, H., Wang, L.: FedSHE: privacy preserv-
ing and efficient federated learning with adaptive segmented CKKS homomorphic
encryption. Cybersecurity 7, 40 (2024).

Gouert, C., Mouris, D., Tsoutsos, N.G.: SoK: New Insights into Fully Homomor-
phic Encryption Libraries via Standardized Benchmarks. Proceedings on Privacy
Enhancing Technologies (PoPETs) 2023(3), 154-172 (2023).

Knott, B., Venkataraman, S., Hannun, A., Sengupta, S., Ibrahim, M., van der
Maaten, L.: CRYPTEN: Secure Multi-Party Computation Meets Machine Learn-
ing. In: Advances in Neural Information Processing Systems 34 (NeurIPS 2021),
pp. 11774-11787 (2021).

187


https://doi.org/10.1007/978-3-031-16290-9_29
https://doi.org/10.1007/978-3-031-16290-9_29
https://doi.org/10.1007/978-3-031-16290-9_29
https://doi.org/10.1007/978-3-031-16290-9_29
https://doi.org/10.1145/3706468.3706493
https://doi.org/10.1145/3706468.3706493
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence

16

27.

28.

29.

30.

31.

32.

ICT Innovations 2025 Conference Web Proceedings

J. Trajcheska et al.

Rodriguez-Garcia, M., Balderas, A., Dodero, J.M.: Privacy Preservation and Ana-
lytical Utility of E-Learning Data Mashups in the Web of Data. Applied Sciences
11, 8506 (2021).

Narvaez, D., Battaglia, N., Fernandez, A., Rossi, G.: Designing Microservices Using
AI: A Systematic Literature Review. Software, 4(1), Article 6 (2025).

Tsoni, A., Masiello, I., & Martins, R. M. (2021). A Data Pipeline to Preserve
Privacy in Educational Settings. Educational Technology & Society.

Trameér, F., & Boneh, D. (2018). Slalom: fast, verifiable and private execution of
neural networks in trusted hardware.

Jia, J., Salem, A., Backes, M., Zhang, Y., & Gong, N. Z. (2019). MemGuard: de-
fending against black-box membership inference attacks via adversarial examples.
van Haastrecht, M., et al.: Federated Learning Analytics: Investigating the Pri-
vacy—Performance Trade-off in Educational Data (OULAD, EdNet, KDD Cup
2015). Open-access working paper, Leiden University (2024).

188



ICT Innovations 2025 Conference Web Proceedings

Session 5

189



ICT Innovations 2025 Conference Web Proceedings

Evaluating LLMs on the Extractive
Question-Answering Task in Macedonian

Stefan Miley[0009—0007-5623—1915] "\fonika, Simjanoska
Misheval0000—-0002-5028-3841] " 4114 Kostadin Mishey[0000—0003—3982-3330]

Faculty of Computer Science and Engineering
Ss. Cyril and Methodius University
Skopje, North Macedonia
stefan.milev.1@students.finki.ukim.mk, monika.simjanoska@finki.ukim.mk,
kostadin.mishev@finki.ukim.mk

Abstract. This paper assesses the capabilities of 17 large language mod-
els (LLMs) in extractive question-answering (extractive QA) task in the
Macedonian language. We evaluate LLMs, from closed-source commer-
cial systems and open-source alternatives to specialized models, using
standard machine translation metrics, BLEU, chrF, METEOR, as well as
COMET, to assess semantic adequacy and fluency. Our evaluation covers
both standard Macedonian and dialectal variants, providing insights into
model performance across linguistic variants. Results demonstrate that
closed-source models, particularly GPT-4.1 Mini, achieve superior per-
formance with a COMET score of 0.831, while the open-source Llama-4
Maverick achieves competitive results with a COMET score of 0.830. Re-
markably, most models show good performance on dialectal variants as
well as standard Macedonian, suggesting significant potential for special-
ized applications in dialectal language processing. Our findings provide
crucial insights for practitioners working with low-resource languages and
highlight the capabilities of modern LLMs for them.

Keywords: Large Language Models - Macedonian Language - Model
Evaluation - Macedonian dialects - Low-Resource Languages

1 Introduction

Large Language Models (LLMs) have revolutionized natural language process-
ing [2], demonstrating remarkable capabilities across numerous tasks and lan-
guages. However, their performance in low-resource languages, particularly for
specialized tasks such as answering questions and extracting information, re-
mains relatively underexplored [7,8]. This gap is particularly pronounced for
South Slavic languages, which, despite their rich linguistic heritage and sub-
stantial speaker populations, often lack comprehensive evaluation studies using
modern LLM architectures.

The Macedonian, a south Slavic language spoken by approximately 2 million
people primarily in North Macedonia, presents an ideal case study for evaluat-
ing LLM capabilities in low-resource language settings. The language exhibits
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complex morphological features typical of Slavic languages, including rich inflec-
tional systems and relatively free-word order, which pose challenges for language
models primarily trained on high-resource languages like English.

The emergence of both closed-source commercial models (such as GPT-4 vari-
ants and Gemini models) and open-source alternatives (including Llama [11],
Mistral, Qwen, Gemma, and others) has created an opportunity to conduct
systematic comparisons across different model architectures, sizes, and train-
ing approaches. While similar work exists for other low-resource languages such
as Turkish [8] or Tigrinya [14], no equivalent study exists for Macedonian. To
support the community, we also release our dataset openly on Hugging Face!.

This study addresses several critical research questions. Specifically, we ask
how different categories of LLMs perform in Macedonian extractive QA, what
differences can be observed between closed-source and open-source systems, how
model size correlates with performance, and how robust models are with respect
to dialectal variation. Although answers are provided to all four questions, we
stress that dialectal conclusions are preliminary given the comparatively small
sample.

Our contributions can be summarized as follows. We present the first publicly
released dataset for Macedonian extractive QA, covering both standard and di-
alectal variants. We evaluate a wide range of state-of-the-art models, both open
and closed, and offer empirical insights into their strengths and weaknesses. Fi-
nally, we provide a multi-dimensional analysis of accessibility, scale, and dialectal
robustness, contributing important lessons for low-resource NLP.

2 Related Work

2.1 Extractive Question Answering Fundamentals

Extractive question answering, where systems identify text spans within pro-
vided contexts that answer posed questions, has become a cornerstone evalua-
tion task for language understanding. The Stanford Question Answering Dataset
(SQuAD) established the primary benchmark for this task, consisting of over
100,000 questions created by crowdworkers on Wikipedia articles [1]. BERT-
based approaches have dominated extractive QA performance, with models achiev-
ing human-level performance on benchmark datasets [2]. The typical approach
involves fine-tuning BERT models to predict start and end positions of answer
spans within context documents [3].

Recent work has explored improvements to span-based extraction methods.
SpanBERT introduced span masking during pre-training and achieved 94.6%
and 88.7% F1 on SQuAD 1.1 and 2.0 respectively, demonstrating substantial
gains on span selection tasks [4]. These foundational approaches provide the
methodological framework for evaluating extractive capabilities across different
model architectures.

! nhttps://huggingface.co/datasets/Delemangi/llms-evaluation
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2.2 Multilingual and Cross-lingual Question Answering

The evaluation of question answering systems across languages has received in-
creasing attention, particularly for low-resource languages. The MLQA bench-
mark offers cross-lingual extractive QA evaluation across 7 languages (English,
Arabic, German, Spanish, Hindi, Vietnamese, and Simplified Chinese), providing
crucial insights into transfer capabilities between languages [5]. MLQA contains
over 12K extractive QA instances in English and over 5K in each target language,
with instances being parallel between 4 languages on average.

XLM-R has demonstrated particularly strong cross-lingual transfer capabil-
ities for multilingual question answering. Trained on 2.5TB of data across 100
languages, XLM-R achieved an 8.4% average F1 score improvement on MLQA
compared to previous multilingual approaches, with particularly strong perfor-
mance on low-resource languages such as Swahili and Urdu [6]. Research on mul-
tilingual BERT has revealed surprising cross-lingual abilities even when models
are trained without explicit cross-lingual objectives [2].

2.3 LLM Evaluation for Low-Resource Languages

Recent comprehensive evaluations have revealed significant challenges in apply-
ing large language models to low-resource language tasks. Sengupta et al. inves-
tigated extractive question answering with LLMs under domain drift, revealing
that LLMs struggle with dataset demands of closed domains and certain models
display weaknesses in meeting basic requirements such as discriminating between
domain-specific senses of words [7].

Studies on low-resource question answering have demonstrated the feasibility
of building effective QA systems using machine-translated datasets and multi-
lingual transfer learning. Research on Turkish QA using SQuAD-TR (a ma-
chine translation of SQuAD2.0) achieved 24-32% improvement in Exact Match
scores compared to baseline models, demonstrating the viability of adaptation
approaches for low-resource languages [8].

Cross-lingual transfer approaches have shown promise for low-resource lan-
guages. Zero-shot cross-lingual methods using multilingual models have achieved
significant improvements, with fusion-in-decoder techniques showing 3-4.6 point
improvements on F1 and EM metrics respectively on cross-lingual datasets [9].
However, performance gaps between high-resource and low-resource languages
remain substantial, indicating continued challenges in this domain.

2.4 South Slavic and Macedonian Language Processing

Research specifically focused on South Slavic languages has demonstrated both
the challenges and opportunities for NLP in this language family. The SlavNLP
workshop series has consistently highlighted the complexity of Slavic languages
due to rich inflection, free word order, and derivation phenomena [10]. Special-
ized models like SlavicBERT, trained on Bulgarian, Czech, Polish, and Russian,
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have shown improved performance over general multilingual models for Slavic
language tasks [11].

Recent work has investigated transfer learning capabilities within the West
Slavic language family, showing that low-resource languages like Upper Sorbian
and Kashubian can benefit from models trained on closely related languages [12].
These findings suggest that linguistic similarity within language families can be
leveraged to improve performance on underrepresented languages.

For Macedonian specifically, recent efforts have focused on developing open
foundation language models and corpora. A comprehensive corpus development
project created 1.47 billion high-quality Macedonian words through careful fil-
tering and deduplication processes, along with culturally grounded instruction-
tuning datasets [13]. This work demonstrates the growing recognition of the need
for dedicated resources for Macedonian language processing.

This body of work establishes the foundation for our evaluation of LLMs on
extractive question-answering tasks in Macedonian, providing both methodolog-
ical frameworks and comparative benchmarks for assessing model performance
across different architectures and linguistic variants.

3 Methodology

3.1 Dataset

Our evaluation dataset consists of 194 question-answer pairs in Macedonian,
covering both standard Macedonian (168 samples) and its dialects (26 samples).
Each question requires extracting specific information from a provided context
document.

Dataset Statistics and Composition The dataset exhibits the following
characteristics across standard Macedonian and dialectal variants:

Table 1. Dataset Statistics by Component and Dialect

Standard (168 samples) Dialectal (26 samples)

Component

Min Max Avg Min Max Avg
Questions (chars) 10 500 64.4 22 138 63.3
Context (chars) 268 1,734 673.9 278 1,734 733.8
Answers (chars) 1 892 135.6 1 322 142.6

The questions are relatively concise, averaging approximately 13 words each,
while context documents are more substantial, averaging around 135 words.
Answer lengths vary significantly depending on the complexity of the required
information, ranging from single-word responses to detailed explanations.
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The data was extracted from Discord Q&A conversations and manually an-
notated where it is official or dialectal, as well as the ground truth from the given
context, to ensure high-quality question-answer pairs that reflect real-world in-
formation extraction scenarios. All entries in the data are factual and do not
require complex reasoning.

The dataset used in this study consists of real-world questions submitted
by students and users to the Faculty of Computer Science and Engineering at
Ss. Cyril and Methodius University in Skopje. The questions span a range of
administrative and academic topics relevant to the faculty, including rules and
procedures for studying, institutional regulations, course requirements, informa-
tion about professors, and other aspects of university life. Each question is paired
with a context passage that provides the necessary information for answering,
reflecting authentic information-seeking scenarios encountered by students. This
domain-specific focus ensures that the dataset closely mirrors practical use cases
in higher education administration and student support.

Dialectal Variations The dialectal subset (26 samples) represents linguistic
variations found in different regions of North Macedonia. The questions contain
elements from various dialects, while the context is always in the official Mace-
donian language, and the ground truth is also always in the official Macedonian
language.

This dialectal component addresses real-world scenarios where language tech-
nologies must operate across linguistic variants commonly encountered in North
Macedonia, providing valuable insights into model robustness across linguistic
diversity.

Dataset Examples Table 2 presents more representative examples, with extra
entries added.

Table 2. Dataset Examples

Type Question

Standard Arhiva do kolku raboti?

Standard Koj e rokot za prijava na diplomska
rabota?

Dialectal zabravi da prijavu ispiti u rok, treba
da platu sg?

Dialectal koga ce bidit ispitot po matem-
atika?

The dataset along with the context is publicly available on Hugging Face?.

2 https://huggingface.co/datasets/Delemangi/llms-evaluation
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3.2 Model Categories

We evaluate models across three primary categorizations:
By Accessibility:

— Closed-source: GPT-4.1 Mini, GPT-4.1 Nano, O4-Mini (OpenATl); Gemini-
2.0 Flash variants, Gemini-2.5 Flash variants (Google)

— Open-source: Llama-4 Maverick, Llama-3.3 70B (Meta), Gemma-3 27B
(Google), Mistral variants, Qwen-2.5 72B, DeepSeek variants, MKLLM-7B,
Domestic Yak-8B

By Model Size:

— Large (>50B): Llama-3.3 70B, Qwen-2.5 72B, DeepSeek-R1-Distill-Llama-
70B

Medium (20-50B): Gemma-3 27B

— Small (<20B): Mistral-7B, MKkLLM-7B, Domestic Yak-8B, Mistral-Nemo
Proprietary (Unknown Size): GPT-4.1 Mini, GPT-4.1 Nano, O4-Mini,
Gemini-2.0 Flash variants and Gemini-2.5 Flash variants

For proprietary models with undisclosed parameter counts, we create a sepa-
rate "Proprietary" category to acknowledge that their exact architectural specifi-
cations are not publicly available. This classification allows us to analyze perfor-
mance patterns while being transparent about the limitations in our size-based
analysis.

3.3 Evaluation Metrics

We employ both traditional MT metrics (BLEU [16], chrF [18], METEOR [17])
and neural evaluation metrics (COMET [19]) to assess model performance.
COMET scores serve as our primary evaluation metric due to their superior
correlation with human judgment and their ability to capture semantic simi-
larity beyond surface-level string matching. BLEU and chrF provide insights
into n-gram overlap and character-level similarity, while METEOR incorporates
stemming and synonymy matching, making it particularly suitable for morpho-
logically rich languages like Macedonian.

4 Results and Analysis

4.1 Overall Performance Ranking

Table 3 presents the overall performance rankings across all 17 models. The
results reveal a clear performance hierarchy with closed-source models occupying
several top positions.
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Table 3. Overall Model Performance (sorted by COMET score)

Model BLEU chrF METEOR COMET
GPT-4.1 Mini 69.66 72.97 0.732 0.831
Llama-4 Maverick 61.36 68.54 0.691 0.830
Llama-3.3 70B Instruct 49.77 61.24 0.661 0.806
Gemma-3 27B 62.61 68.99 0.682 0.795
Gemini-2.0 Flash 68.79 T71.71 0.683 0.791
Gemini-2.0 Flash Lite 56.52 64.89 0.636 0.780
GPT-4.1 Nano 43.20 51.08 0.460 0.726
Gemini-2.5 Flash Preview 41.38 56.41 0.530 0.720
Gemini-2.5 Flash Lite Preview 38.55 52.38 0.501 0.703
MKLLM-7B 34.47 58.57 0.489 0.692
Qwen-2.5 72B Instruct 39.53 50.79 0.516 0.689
Mistral-7B Instruct 34.70 44.09 0.357 0.660
Domestic Yak-8B 34.79 47.65 0.381 0.655
Mistral-Nemo 21.22 35.44 0.336 0.599
DeepSeek-R1 0.49 11.64 0.145 0.481
DeepSeek-R1-Distill-Llama-70B  0.06 7.70 0.084 0.442
0O4-Mini 0.00 1.06 0.007 0.395

4.2 Closed-Source vs. Open-Source Performance

Our analysis reveals interesting performance patterns between closed-source and
open-source models:

Closed-Source Models: Show varied performance with GPT-4.1 Mini achiev-

ing the highest overall score (COMET: 0.831), while O4-Mini performs poorly
(COMET: 0.395). Gemini models demonstrate consistent mid-to-high perfor-
mance ranging from 0.703 to 0.791. This variation within closed-source models
suggests that not all proprietary solutions are equal, and specific model capabil-
ities matter more than simply being commercially developed.

Open-Source Models: Demonstrate that open access does not compromise
performance, with Llama-4 Maverick achieving exceptional results (COMET:
0.830) that rival the best closed-source models. Large open-source models (>50B
parameters) generally outperform their smaller counterparts, though some large
models such as DeepSeek-R1-Distill-Llama-70B show surprisingly poor perfor-
mance, possibly because they were not adequately trained on Macedonian or
similar linguistic data during their development process.

4.3 Performance by Model Size

Table 4 shows performance grouped by model size categories. For proprietary
models with undisclosed parameters, we classify them separately to maintain
analytical transparency while acknowledging the limitation this creates for com-
prehensive size-based analysis.
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Table 4. Performance Analysis by Model Size

Best Model

Llama-4 Maverick (0.830)

Size Category Model Count Avg COMET
Large (>50B) 3 0.576
Medium (20-50B) 1 0.795
Small (<20B) 4 0.651
Proprietary (Unknown) 9 0.693

Gemma-3 27B (0.795)
MKLLM-7B (0.692)
GPT-4.1 Mini (0.831)

The performance analysis reveals that model size alone is not a reliable pre-
dictor of performance for low-resource languages. The single medium-sized model
(Gemma-3 27B) achieves excellent performance, while large models show high
variance in results. The poor average performance of the large model category
is significantly impacted by the DeepSeek variants, which may lack adequate
training on Macedonian-related data. This highlights the importance of training

data quality and multilingual capabilities over raw parameter count.

4.4 Dialectal Performance Analysis

Table 5 presents detailed dialectal performance results, showing how models

perform on standard Macedonian versus the dialectal variants.

Table 5. Dialectal Performance Comparison (COMET Scores)

Model Official Dialects Difference
GPT-4.1 Mini 0.838 0.854 +0.016
Llama-4 Maverick 0.822 0.847 +0.025
Llama-3.3 70B Instruct 0.798 0.821 +0.023
Gemma-3 27B 0.797 0.829 +0.032
Gemini-2.0 Flash 0.785 0.818 +0.033
Gemini-2.0 Flash Lite 0.770 0.826 +0.056
O4-Mini 0.775 0.808 +0.033
Gemini-2.5 Flash Preview 0.713 0.734 +0.021
GPT-4.1 Nano 0.726 0.766 +0.040
Gemini-2.5 Flash Lite Preview  0.705 0.648 -0.057
MKLLM-7B 0.688 0.723 +0.035
Qwen-2.5 72B Instruct 0.691 0.641 -0.050
Mistral-7B Instruct 0.651 0.679 +0.028
Domestic Yak-8B 0.650 0.657 +0.007
Mistral-Nemo 0.602 0.598 -0.004
DeepSeek-R1 0.754 0.812 +0.058

DeepSeek-R1-Distill-Llama-70B  0.739

0.787

+0.048

Analysis of dialectal performance reveals fascinating patterns. The majority
of models (14 out of 17) demonstrate superior performance on the dialectal
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variant compared to standard Macedonian. This unexpected finding suggests
several possibilities: (1) the dialectal dataset may contain more consistent or
focused linguistic patterns, (2) models may have encountered similar dialectal
features during training, or (3) the smaller dialectal sample size may lead to
more favorable evaluation conditions. A bigger sample size is needed to reach a
more precise conclusion.

Notable dialectal performance improvements include Gemini-2.0 Flash Lite
(+0.056), DeepSeek-R1 (+0.058), and DeepSeek-R1-Distill-Llama-70B (+0.048).
Only three models show better performance on standard Macedonian: Gemini-
2.5 Flash Lite Preview (-0.057), Qwen-2.5 72B Instruct (-0.050), and Mistral-
Nemo (-0.004).

4.5 Qualitative Error Analysis

In addition to scores, we observed common failure modes: incomplete spans,
overlong spans including unrelated clauses, or semantically plausible but unsup-
ported answers. Dialectal queries sometimes caused wrong boundary extraction.
Strong multilingual models (GPT-4.1 Mini, Llama-4 Maverick) handled these
better, while smaller ones often hallucinated. This complements automatic met-
rics with a qualitative perspective.

5 Discussion

5.1 Performance Hierarchy

The superior performance of GPT-4.1 Mini and the competitive results of Llama-
4 Maverick demonstrate that both closed-source and open-source models can
achieve excellent results for Macedonian language processing. The accessibility
advantage of open-source models makes Llama-4 Maverick particularly valuable
for researchers and practitioners who require local deployment, model customiza-
tion, or cost-effective solutions for production environments.

The significant performance gap between the best and worst performing mod-
els (COMET scores ranging from 0.395 to 0.831) underscores the importance of
careful model selection for low-resource language applications. This variation
suggests that general-purpose language capabilities do not automatically trans-
late to effective performance on specific languages or tasks.

5.2 Dialectal Processing Capabilities

The observation that most models perform better on dialectal variants is par-
ticularly noteworthy and suggests several important implications:

1. Models may have been exposed to diverse linguistic variants during training
that share features with the dialectal variants

2. Dialectal variants might contain linguistic patterns that align better with
the models’ learned representations
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3. The smaller dialectal dataset (26 samples) might represent a more coherent
subset of the evaluation data

4. Dialectal forms may exhibit linguistic properties that are more universally
represented across languages in the training data

This finding has profound practical implications for developing language tech-
nologies for dialectal communities and suggests that LLMs may be particularly
suited for dialectal language processing tasks. It challenges the common assump-
tion that standard language forms are necessarily easier for Al systems to pro-
cess.

5.3 Model Size Considerations

The performance analysis reveals that larger models do not always guarantee
better performance for low-resource languages. The excellent performance of
medium-sized Gemma-3 27B (0.795) compared to some larger models suggests
that training methodology, data quality, and architectural choices are crucial
factors beyond raw parameter count.

The poor performance of some large models (e.g., DeepSeek variants) in-
dicates that model size must be coupled with appropriate training strategies
for multilingual capabilities. This finding is particularly important for resource-
constrained environments where computational efficiency is as important as per-
formance.

5.4 Implications for Low-Resource Language Processing

Our results demonstrate that effective language technology for low-resource lan-
guages like Macedonian is achievable with current LLM technology. The strong
performance of both closed-source and open-source models provides multiple
viable paths for implementation, depending on specific requirements regarding
cost, customization, and deployment constraints.

The dialectal performance across most models suggests that LLM technology
may be particularly valuable for processing non-standard language forms such
as dialectal variants as well.

6 Limitations and Future Work

This study has several limitations. The dataset is small, especially dialectal sam-
ples (26), limiting generalization. Only extraction-based factual QA is covered,
excluding reasoning, multi-hop, or generative tasks. No human evaluation was
carried out. Dialectal forms were not sub-annotated by region. Proprietary mod-
els with undisclosed parameters complicate fair size-based comparisons. Error
categorization was preliminary. Future work should expand datasets, especially
dialects, involve human raters, fine-tune models on Macedonian, and compare
across South Slavic languages.
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7 Conclusion

We presented the first comprehensive evaluation of 17 LLMs on Macedonian
extractive QA. GPT-4.1 Mini achieved the best results, closely followed by the
open-source Llama-4 Maverick. Model size is not a reliable predictor of perfor-
mance; training data and methods are key. Many models surprisingly did well
on dialects, though evidence is preliminary. Overall, our work highlights both
potential and challenges of building effective LLMSs for low-resource communities.
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Abstract. As Large Language Models (LLMs) are increasingly inte-
grated into collaborative platforms like Slack, maintaining contextual
relevance across multi-turn, multi-thread conversations remains a signif-
icant challenge. This paper presents a Retrieval-Augmented Generation
(RAG) system designed to enable persistent, thread-aware, and contex-
tually grounded Slackbot interactions. Our architecture leverages Chro-
maDB and Llamalndex for long-term vector-based memory, supporting
semantic search over Slack messages enriched with user, thread, and tem-
poral metadata. We introduce a Fast API-powered pipeline that incorpo-
rates keyword filtering and prompt engineering to construct structured,
metadata-aware queries, which are then processed by a locally hosted
LLM. Through a human-in-the-loop evaluation, we demonstrate the sys-
tem’s ability to retrieve relevant context and generate accurate responses
in realistic Slack scenarios. Our results suggest that vector-based mem-
ory and metadata-aware prompting significantly enhance LLM usability
in dynamic workplace communication environments.

Keywords: Slackbot, Retrieval-Augmented Generation, large language
models, vector databases, contextual retrieval, prompt engineering, Chro-
maDB, Llamalndex

1 Introduction

Large Language Models (LLMs) are becoming increasingly common in
collaborative platforms like Slack, where they offer new possibilities for
intelligent assistance and streamlined communication. Despite their ca-
pabilities, most LLMs operate without memory or context, they lack
thread awareness and cannot easily track multi-turn conversations over
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time. This makes it difficult to maintain meaningful context in environ-
ments where information is spread across different users, threads, and
timestamps[1].

Several frameworks, such as LangChain and ChatGPT Plugins, have at-
tempted to bridge this gap by introducing Retrieval-Augmented Genera-
tion (RAG) workflows. Slack itself has released SlackGPT[2] to facilitate
Al-driven workplace search. However, most of these implementations still
fall short when it comes to metadata-aware retrieval, persistent memory,
and fine-grained conversational disambiguation. In particular, thread-
specific grounding, temporal context tracking, and user-aware retrieval
remain underexplored despite their centrality to team-based knowledge
flow.

Recent research has emphasized the growing need for enterprise-grade
RAG systems that support context retention and traceability in real-
world settings[3]. In response to these challenges, this paper investigates
how a vector-based memory system integrated with prompt-aware LLMs
can improve information retrieval in Slack-based communication. We ex-
plore how thread metadata, user attribution, and message timelines can
be leveraged to enhance the accuracy and contextual relevance of gener-
ated responses.

The increasing reliance on chat-based tools for organizational knowledge
sharing highlights a critical need for conversational agents that can rea-
son over historical exchanges and provide grounded, context-sensitive
answers. Prior work in memory-augmented LLMs and conversation dis-
entanglement has shown the importance of capturing not just what was
said, but when, by whom, and in what context[4]. Building on these foun-
dations, our work focuses on adapting such techniques to the dynamics
of real-world workplace messaging systems.

2 Related Work

Retrieval-Augmented Generation (RAG) has emerged as a widely used
method for improving how large language models (LLMs) retrieve and
generate context-aware answers. Much of the early research focused on
using RAG for tasks like open-domain question answering[3], or adding
memory modules to help LLMs handle multi-turn conversations more
effectively[4]. Other work has looked at how chunking strategies can be
made more adaptive, especially by aligning them with user queries to
improve reasoning over long contexts[5].

However, these systems are usually designed for documents or static QA
tasks, and they often overlook the more complex structure of workplace
messaging systems. Platforms like Slack rely heavily on threads, time-
based sequencing, and user attribution. These elements play a critical
role in keeping discussions organized and coherent, especially when mul-
tiple conversations are happening in parallel. As a result, standard RAG
pipelines are often not sufficient for retrieving context in chat-based en-
vironments.

More recent work in conversational retrieval has started to include mes-
sage metadata like user IDs, timestamps, and channel identifiers to im-

prove retrieval accuracy and multi-turn understanding[6,7]. Vector databases
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such as ChromaDB support this kind of hybrid search by combining
dense vector similarity with structured metadata filtering|8,9], allowing
retrieval systems to scale across large archives while staying precise.
Our approach builds on these ideas by applying them specifically to Slack
data. We use Llamalndex for semantically indexing messages while link-
ing them to thread and user information, and ChromaDB for persistent
storage with recency-aware filtering. Unlike previous systems that are
often tested on synthetic or isolated examples, our implementation is
evaluated on real Slack conversations across multiple users and threads,
showing how RAG methods can be adapted for realistic, enterprise-level
communication tools.

3 System Overview

Slack is a collaboration platform commonly used to support team com-
munication and workflow coordination through persistent messaging and
application integration [10]. It supports extensibility through integra-
tions with external services and custom-built applications, enabling teams
to centralize discussions, automation, and information access within a
single workspace [11].

This work describes the design and deployment of a Slackbot that mon-
itors conversational context, incorporates retrieved knowledge, and pro-
duces context-aware responses. The objective is to break down the key
architectural components of the system and clarify how their interaction
enables context-aware behavior.

We begin by outlining the Slackbot’s architectural design, encompassing
data storage, transformation, semantic indexing, and language model
orchestration. A high-level overview of the system is shown in Figure 1,
which illustrates the modular structure and data flow between compo-
nents.

At the foundation lies robust vector storage via ChromaDB, selected for
its ability to handle high-dimensional embeddings efficiently and per-
sistently. We examine its configuration and role in supporting reliable
retrieval across sessions.

Next, we detail the query handling mechanism, from initial parsing to
the retrieval of contextually relevant information. This includes the al-
gorithms used for filtering and ranking messages based on semantic sim-
ilarity and metadata.

Finally, we explore the LLM service layer, the core reasoning engine
of the Slackbot. We describe how the retrieved context is structured
into prompts, passed through a FastAPI gateway, and processed by a
local LLM to generate grounded, helpful responses. We highlight how
the integration between retrieval and generation enables coherent and
thread-aware replies.

3.1 Slackbot Deployment and Permissions

We utilize the Bolt framework to build our Slackbot application. Bolt is a
framework that simplifies the process of creation of Slack applications[12].

3
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Fig.1: Overview of the proposed system architecture. The pipeline consists of
three modular layers: (1) data processing, where Slack messages are transformed,
cleaned, and embedded into ChromaDB; (2) query handling, where user ques-
tions trigger contextual retrieval and filtering; and (3) the LLM service layer,

which constructs prompts and generates context-aware responses.

Bolt offers two ways of setting up your app either through SocketMode
which behind the scenes uses the Events API or setting up a custom
app with a public HT'TP Request URL. For our Slackbot, for the back-
end we decided to go with creating a custom application (FastAPI) that
will handle the complex logic and streamlining the process a bit bet-
ter. Before deployment, the Slackbot must be properly registered within
the Slack workspace and assigned a unique name, in our implementa-
tion, the bot is referred to as Kenzie. To enable the required functional-
ity for message processing and interaction, a set of specific permissions
(scopes) must be granted through Slack’s API configuration interface.
These scopes enable the bot to access relevant communication data and
perform operations essential to retrieval and response generation. The
following OAuth scopes were included:
— channels:read - allows the bot to retrieve a list of public channels
in the workspace.
— channels:join - permits the bot to join public channels automati-
cally if needed.
— channels:history - provides access to historical messages within
channels, enabling context-aware retrieval.
— chat:write - enables the bot to post messages in channels and
threads.
— users:read - allows access to basic user profile information, sup-
porting user-aware retrieval and metadata enrichment.
Following permission configuration, the Slackbot must be connected to
an external service via a public endpoint. In our implementation, a
FastAPI-based backend serves as the core application layer that han-
dles request routing, message preprocessing, and error handling. Once
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deployed, the bot automatically joins designated channels and becomes
capable of responding to user interactions in both channel and thread
contexts.

When a new message is sent in a monitored channel, the backend pro-
cesses the input by transforming it into a structured node that includes
key metadata such as sender 1D, timestamp, and thread identifier. The
message is then embedded into a vector representation and stored in
a persistent ChromaDB index. Upon receiving a user query, the sys-
tem leverages a Large Language Model (LLM) to optionally reformulate
the question into a more retrieval-friendly form. The vector database
is queried using semantic similarity search to return the top-k relevant
message nodes. These results are forwarded to the LLM, which gener-
ates a response based on the retrieved context. The final response is then
delivered back to the user via Slack.

3.2 Vectore Store and Indexing

Llamalndex usage Llamalndex serves as the primary framework for
implementing vector-based retrieval and indexing in the Slackbot system.
Its main advantage lies in the abstraction layer it provides, allowing
seamless integration of storage, embedding, and querying components.
The VectorStoreIndex class facilitates indexing of message data into
vector representations that can later be queried using similarity-based
search mechanisms.

To preserve conversational flow, messages are represented as nodes in a
directed graph. Llamalndex maintains message order by linking nodes
using the NodeRelationship.PREVIOUS attribute, enabling basic thread
reconstruction and temporal context tracking [13].

The query engine within Llamalndex identifies the most relevant chunks
in response to a user query through similarity search. A recency-aware
postprocessing step (FixedRecencyPostprocessor) is applied to priori-
tize newer messages, improving contextual relevance [5].

ChromaDB collections and persistence strategy The Chro-
maDB is chosen as a vector storage for persisting through the embedded
database. ChromaDB is a specialized vector database designed to store
high-dimensional embeddings and support efficient retrieval abilities.
This database stands out from the crowd of traditional databases that
cannot effectively handle the unique characteristics of feature vectors[9].
The system uses persistence through ChromaDB’s PersistentClient ar-
chitecture. This way, it is ensured that the indexed data is saved and
survives beyond application lifecycles. The solution uses ChromaDB to
create a persistent layer that saves the vector embeddings and associ-
ated metadata across system restarts. The client configurations ensure
data durability through disk storage and enable efficient vector similarity
querying across a large number of messages.

ChromaDB saves the embedded data in collections using the get_or_create_collection

method. The data in one collection uses the same embedding function
in order to maintain consistency and searchability between the database

5
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and the search query. This design pattern allows for metadata-aware re-
trieval, which ensures that the search can also benefit from metadata
filtering. ChromaDB’s collections allow for quick querying through the
database and the retrieval of relevant information using its built-in sim-
ilarity search capabilities.

3.3 Retrieval and Query Handling

The proposed retrieval system uses a process that retrieves the data first
and then reads it. This retrieve-then-read pipeline performs vector simi-
larity search to find the top 20 most relevant messages that are stored in
the ChromDB database. This retrieval is based on the query that is em-
bedded beforehand by the all-mpnet-base-v2 model[14]. These retrieved
results are then sent to the LLM, demonstrating a structure where re-
trieval precedes generation to increase factual accuracy and context rel-
evance in RAG architectures. This system integrates similarity-based re-
trieval with metadata filtering to create a hybrid approach that combines
semantic understanding with exact filtering. This approach demonstrates
an optimization for both relevance and contextual awareness for work-
place messaging scenarios[15].

4 Data Processing Pipeline

We developed a pipeline that ingests, transforms, indexes, and exposes
Slack messages for retrieval-augmented generation (RAG) using a large
language model (LLM), enabling context-aware information retrieval in
workplace messaging systems. The system is specifically designed to cap-
ture the conversational context inherent in workplace chats and leverage
it effectively during both retrieval and response generation The pipeline
consists of Slack data transformation, message chunking and vectoriza-
tion, prompt construction for LLMs, and an API layer for querying and
response generation. Each stage plays a critical role in converting raw,
unstructured data into a form suitable for semantic search and natural
language interaction.

4.1 Dataset Overview

The system was built and evaluated using a publicly available dataset of
real Slack conversations collected from open programming communities[16].
The dataset includes discussions from five different Slack channels re-
lated to four programming languages: Python, Clojure, Elm, and Racket.
These conversations were collected over a two year period, from mid-2017
to mid-2019, and focus mostly on developers asking and answering tech-
nical questions. In total, the dataset contains 38,955 conversations and
437,893 individual messages from 12,171 different users.

FEach message comes with useful details such as the time it was sent,
an anonymous user ID, and the message text. The conversations were
grouped using a machine learning method created by the original authors
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to help separate different discussion threads that were happening at the
same time in the same channel[17]. These Slack channels were public and
easy to join, so anyone could participate by simply creating a username
and password.

The data was collected daily using special access tokens given by Slack
channel administrators. This allowed the researchers to save all mes-
sages and avoid losing older ones due to Slack’s free-tier limit. During
the cleaning process, only messages were kept and things like notifica-
tions about users joining or reacting were removed. Usernames were also
replaced with fake names to protect privacy. The final version of the
dataset is stored in XML format, organized by community and year. It’s
well-structured and easy to work with, making it a great resource for
building systems like ours[16].

4.2 Slack Data Transformation

The original Slack messages in the dataset are provided in XML for-
mat, which, while structured, tends to be verbose and less convenient
for programmatic manipulation. To enable easier and more efficient pro-
cessing, we convert all XML files into a structured JSON format. This
transformation is carried out using a custom Python script that lever-
ages the xmltodict library[18] to parse XML elements into nested Python
dictionaries, which are then serialized into clean, human-readable JSON
files.

As part of the transformation process, we also clean the data by remov-
ing duplicate messages, which may appear due to inconsistencies in the
original exports. The result is a streamlined and consistent dataset that
maintains all relevant information such as message content, timestamps,
anonymized user identifiers, and conversation identifiers. This structured
JSON format is easier to handle and aligns well with the requirements
of our vector indexing and prompt generation components.

The xmltodict library has also been adopted in other systems with similar
goals of bridging XML and JSON formats. One such example is autoAPI,
a web-based tool designed for defining API endpoints that return JSON
data from XML sources[19]. In this system, xmltodict plays a central
role by converting raw XML inputs into JSON objects, allowing users to
interactively select which parts of the data to include. This functionality
enables automatic generation of streamlined, simplified JSON outputs
tailored to user defined preferences, demonstrating the versatility and
robustness of xmltodict for real world data transformation pipelines.

4.3 Message Chunking and Embedding

After converting the Slack data into a structured JSON format, each
message undergoes a series of transformations to prepare it for seman-
tic search. At this stage, messages are processed as standalone units, a
strategy known as message-level chunking. This avoids the complexity of
full thread disentanglement while enabling atomic indexing of communi-
cation artifacts.

7
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Inspired by cognitive models of linguistic chunking[20], each message is
treated as a semantic unit. It is encapsulated within a TextNode struc-
ture that also includes associated metadata such as the anonymized user
1D, timestamp, message ID, and Slack channel ID. This design enables
downstream filtering, contextual analysis, and traceability in conversa-
tion flow. When applicable, the system creates directed links between
nodes using NodeRelationship.PREVIOUS to preserve thread continuity.
Once messages are chunked, they are embedded into high-dimensional
vectors using the all-mpnet-base-v2 sentence-transformer model from
HuggingFace. This model is known for high semantic accuracy while
maintaining reasonable inference speed[21]. Llamalndex leverages this
embedding model through its HuggingFaceEmbedding wrapper, while

ChromaDB uses the same model via its SentenceTransformerEmbeddingFunction,

ensuring consistency between retrieval and storage layers.

The embedding vectors are stored in a persistent ChromaDB index.
Chroma’s architecture supports fast vector similarity search as well as
metadata filtering, enabling hybrid retrieval based on both content and
structured attributes. Internally, Chroma employs approximate nearest
neighbor (ANN) indexing techniques[22], and its collections are organized
by embedding function to maintain consistency.

This architecture enables metadata-aware retrieval with scalable index-
ing performance. Previous research has shown that combining semantic
similarity with structured metadata yields better performance in multi-
turn conversational systems compared to vector-only or keyword-only
approaches|8].

4.4 Metadata-Aware Retrieval

The system enhances retrieval precision and relevance by applying metadata-

aware filtering and recency-based ranking before passing the results to
the LLM.

When a user submits a query, the retriever first filters potential can-
didates based on metadata fields such as sender identity, channel ID,
or thread context. These fields are embedded within each message node
during preprocessing and enable targeted retrieval aligned with conver-
sational context[7]. User-based filtering supports retrieval grounded in
specific authorship, while channel-level separation prevents accidental
cross-thread contamination.

In addition to metadata filtering, the system uses a recency-based scor-
ing mechanism to prioritize recent messages in Slack threads. This is im-
plemented using Llamalndex’s FixedRecencyPostprocessor, which ap-
plies a time decay function that downweights older content based on
timestamps. This helps ensure that responses are drawn from the most
temporally relevant context, an approach validated in prior research on
time-sensitive information retrieval[23,24].

This combination of structured filtering and temporal reranking creates a
robust retrieval pipeline. Rather than relying solely on vector similarity,
the system leverages hybrid relevance signals that align better with how
workplace conversations evolve over time and across users[6].

209



ICT Innovations 2025 Conference Web Proceedings

Context-Aware Retrieval in Workplace Messaging

4.5 Prompt Engineering and API Serving

Prompt Construction Strategy The prompt engineering strategy
employed in this implementation is carefully crafted to maximize the
usefulness and clarity of the Slack messages retrieved from the vector
database. Each message is serialized along with its associated metadata,
including the sender’s identity, the timestamp, and the channel name,
and organized into a structured, JSON-like format. This structured rep-
resentation provides the language model with essential contextual cues,
enabling it to interpret each piece of information effectively.

The prompt begins with an instructional preamble that explicitly ex-
plains the significance of each metadata field. This explanation helps the
model understand how to utilize the timestamp information to infer the
chronological order of the messages, while the sender and channel details
offer insight into the participants and the conversational context. Rather
than pre-sorting the messages before sending them to the model, the
prompt instructs the language model to mentally reorder the messages
based on their timestamps. This approach leverages the model’s reason-
ing capabilities to reconstruct the conversation flow without additional
preprocessing.

Each message follows a consistent and clear format, which facilitates
the model’s parsing and comprehension of the content. After presenting
the contextualized messages, the user’s query is appended following a
clearly defined delimiter, accompanied by precise instructions guiding the
model to generate responses strictly grounded in the provided context.
In situations where the relevant information is not present, the model
is encouraged to seek clarification or express uncertainty rather than
fabricating unsupported details.

This combination of structured metadata, explicit instructions, and im-
plicit temporal reasoning fosters a robust balance between contextual
awareness and cautious fallback behavior, enhancing both the relevance
and reliability of the generated answers. Such an approach reflects the
growing recognition within the field that prompt engineering is a critical
technique to unlock the full potential of large language models, guiding
them to produce accurate and contextually appropriate outputs. As high-
lighted in recent research, prompt engineering plays an essential role in
enabling Al systems to interact safely, intuitively, and effectively across
various domains, thereby transforming how humans and AI collaborate
to solve complex problems[25].

Fast API Integration The system delivers its core retrieval-augmented
generation capabilities through a lightweight, high-performance RESTful
API built using FastAPI, a modern web framework designed to make API
development in Python both fast and reliable by leveraging Python type
hints, async support, and automatic validation through Pydantic[26].
This interface acts as the orchestration layer that ties together user input,
semantic retrieval from the vector database, and the response generation
process via a locally hosted large language model.

Clients interact with the system by sending POST requests to the root
endpoint, submitting a JSON payload containing the user’s query. The

9
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interface also supports optional metadata filters such as sender identity.
When a query is received, the API creates a retriever instance based
on the Chroma vector store to obtain the most semantically relevant
messages. These retrieved messages are then serialized into a structured
format and embedded within a carefully crafted prompt template.

This complete prompt, which includes both the contextual information
and the user’s question, is forwarded to a locally hosted language model
endpoint. The default model deployed in this system is the dolphin-2.5-
miztral-8z7b[27], served through the llama.cpp backend. The integration
is designed with full traceability in mind, capturing both the request
payload and the response content to support debugging and analysis.
The modular design of this architecture allows for easy adaptation to
alternative models or endpoints. It also facilitates experimentation with
various retrieval strategies and prompt formats, while maintaining a clear
separation between the components responsible for retrieval, prompt con-
struction, and model interaction.

5 Evaluation

We conducted a qualitative and semi-quantitative evaluation to assess
the effectiveness of our context-aware Slackbot, focusing on two key com-
ponents: (1) the capability to retrieve relevant conversational context us-
ing a vector database (ChromaDB combined with LlamalIndex), and
(2) the ability to generate accurate, contextually grounded responses us-
ing a large language model (LLM).

The evaluation focused specifically on the bot’s thread awareness, mem-
ory persistence, and its use of temporal and user metadata, all of which
are core features supported by our implementation.

5.1 Evaluation Methodology

We used a spreadsheet-based, human-in-the-loop evaluation protocol to
reflect realistic interactions with our Fast API-powered Slackbot. Similar
human-in-the-loop approaches have been shown to significantly enhance
the performance of RAG chatbots[28]. We started by curating a set of
20 representative queries based on actual Slack conversations, covering
different scenarios including single-turn and multi-turn dialogues, thread-
specific questions, and time-sensitive topics. The queries were selected to
ensure diversity across different Slack channels and user interactions. We
included a balance of single-turn and multi-turn conversations, queries
that required thread-specific grounding versus cross-thread reasoning,
and both straightforward factual requests and more open-ended, time-
sensitive questions. This sampling strategy was designed to approximate
the range of realistic queries encountered in workplace communication.
For each query, an expected answer was defined through human anno-
tation of the Slack discussion logs. Single-turn queries involve a single
question—answer exchange, whereas multi-turn queries require the sys-
tem to track and utilize context across multiple conversational turns or
follow-up interactions.
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FEach query was then run through our system, where the backend re-
trieved the top-k (k=10) most similar message chunks from the Chroma
vector database. Human annotators examined these retrieved nodes to
determine whether they included the information necessary to answer
the query, and recorded the rank of any relevant context found. We
documented both successful retrievals and cases where the context was
missing or when irrelevant chunks got pulled in.

The retrieved nodes were formatted as structured context and combined
with the user query into a prompt, following the logic implemented in
our FastAPI and Slackbot code. The LLM (dolphin-2.5-mixtral-8x7b)
generated a response, which was rated by human evaluators on a 1-5
Likert scale for factual correctness and contextual appropriateness (with
5 indicating fully correct and context-aware answers, and 1 indicating
hallucinated or irrelevant responses).Our use of a five-point scale for
evaluation is consistent with methodologies used in recent user studies
of RAG systems[29].

All together, this human-in-the-loop evaluation provided a realistic pic-
ture of our system’s strengths and weaknesses in actual user scenarios,
and helped us identify opportunities for further improvement.

5.2 Results

Over the course of evaluating 20 different queries, the system successfully
retrieved at least one highly relevant context node within the top-10
results for 15 queries (75%). Retrieval performance was strongest when
the question and answer were part of the same thread, thanks to the
way the system leveraged conversation metadata and the structure of
Slack threads. Even for more complex cases, like multi-turn exchanges or
thread-specific questions, the pipeline generally managed to pull up the
key messages or relevant conversation history needed for a good answer.
The LLM’s answers, scored across all 20 queries regardless of retrieval
success, achieved an average human-assigned response score of 4.3 out of
5. When relevant context was retrieved, the LLM was generally able to
generate accurate, contextually grounded answers. For straightforward
factual queries or those with focused discussion history, the LLM pro-
vided concise, precise answers. For more complex or multi-thread scenar-
ios, it demonstrated the ability to synthesize information from multiple
retrieved nodes.

A summary of representative evaluation examples across these scenar-
ios is presented in Table 1, illustrating the effectiveness of contextual
retrieval and generation in realistic Slack queries.
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Table 1: Examples of Retrieval Effectiveness and LLM Answer Quality Across

Realistic Slack Queries

Query Expected Retrieval LLM Answernqtes
Answer Outcome (Score 1-5)
How is Rona’s  Graduate a Most relevant 5 Perfect context

masters program
going?

How to do
sentiment
analysis on
tweets?

How to
‘pluginfy’ an
application?

Does Orpha
wrote a flask
book?

Advice a book
to study Python
3 for beginners?

Is there any
place where you
can learn how to
import data
from pandas
DataFrame to
MySQL?

How to reset a
password?

month ago

Use TextBlob,
MongoDB,
real-time
aggregation

Multiple options
discussed by
Collette

She is hoping to
finish writing a
book on flask

“Fluent
Python”,
“Learning
Python”

Best practices,
code examples,
or relevant
resources for
importing
pandas
DataFrames to
MySQL

Not present in
dataset

node found

Top 2 relevant
nodes

Most relevant
node found

Most relevant
node found

Relevant node
not top-ranked

Multiple related
nodes retrieved,
discussing code
snippets and
documentation
links

Irrelevant/low-
similarity nodes
retrieved

N/A

match and
synthesis

Accurate
synthesis from
multiple threads

Several
approaches
summarized

Specific answer
provided from
thread

LLM provides a
generic but not
fully accurate
answer

LLM synthesized
various thread
suggestions,
provided general
guidance, but
did not cite a
single definitive
tutorial

LLM correctly

reported no info
available
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Our analysis revealed several noteworthy limitations of the system:

— When questions and answers were located in different threads (i.e.,
different conversation IDs), specifying the conversation ID as a re-
trieval filter enabled successful retrieval, otherwise, cross-thread link-
age was not possible.

— For queries about user-specific actions (“Who asked that question?”),
the answer could not be retrieved if user metadata was missing or
not explicitly linked within the thread.

— Broad or popular topics (e.g., general Python questions) led to re-
trieval of diffuse or only partially relevant context, sometimes dilut-
ing the LLM’s response.

— For queries with no corresponding answer in the dataset, the re-
triever returned only low-similarity nodes, and the LLM appropri-
ately stated it could not answer, demonstrating low hallucination
risk.

6 Conclusion

In this work, we presented a Retrieval-Augmented Generation (RAG)
system designed to process and respond to queries over workplace mes-
saging data using Slack conversations. Our system combines structured
message transformation, message-level chunking, vector-based retrieval
with ChromaDB, and prompt-based response generation using a locally
hosted LLM. Through qualitative and semi-quantitative evaluation, the
system demonstrated high accuracy in retrieving relevant context and
generating grounded, helpful responses.

While our current implementation provides a robust and extensible foun-
dation, it indexes each Slack message in isolation. At this stage, the
system does not yet implement advanced chunking strategies such as
thread-aware grouping, temporal proximity heuristics, or token-based
segmentation. These limitations restrict the model’s capacity to preserve
long-range conversational context and maintain coherent dialogue flow.
In addition, our evaluation relied on a limited set of 20 annotated queries.
Although this sufficed for an initial qualitative assessment, future studies
should expand the evaluation to a larger pool of queries to strengthen
statistical validity and ensure broader generalizability

Future work may explore chunking mechanisms that group semantically
related messages into cohesive conversational units. Incorporating con-
textual and structural signals, such as message threading, temporal prox-
imity, or semantic similarity, could enhance retrieval accuracy and im-
prove the relevance of generated responses.

Progress in chunking strategies, combined with improvements in re-ranking,
model adaptation, and failover mechanisms, can contribute to more ro-
bust and context-aware RAG systems for workplace communication sce-
narios.
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Abstract. Accessing and analyzing data from relational databases typ-
ically requires knowledge of SQL, which can present a barrier for users
without technical backgrounds. To address this challenge, we introduce
a web-based application that enables users to retrieve data by express-
ing their queries in natural language. By integrating Large Language
Models (LLMs), the system automatically interprets user requests and
translates plain English inputs into correct and meaningful SQL queries.
This eliminates the need for manual query writing and lowers the bar-
rier to data access in organizations which are data-driven. The appli-
cation architecture combines a user-friendly front-end with a back-end
pipeline that handles language interpretation, SQL generation, query
execution, and result presentation. LLMs play a central role in parsing
complex user requests, managing language misunderstandings, and gen-
erating safe and effective SQL statements. Through this approach, the
platform facilitates faster insights, enhances collaboration between tech-
nical and non-technical stakeholders, and supports more inclusive access
to data resources.

Keywords: LLM - AI - chatbot - SQL.

1 Introduction

Structured SQL databases play a significant role in the IT world, and having
quick and easy access to information is crucial for system users. Typically, re-
trieving the required information from the tables of these systems is done using
SQL queries, which require knowledge of a specific programming language. Users
who are unfamiliar with SQL syntax may have difficulties accessing the desired
data.

When trying to get that requested data, there is also the problem of having
a dedicated application or IDE where an SQL query can be ran. Some of these
notable IDEs include PGAdmin [1] and PhpPGAdmin [2]. The IDEs also require
additional configuration for properly connecting a database on which the SQL
queries will be conducted.

Accessing SQL databases can be simplified using LLM models to create a
text-to-SQL system, which generates SQL queries from natural language. This
idea has existed for a long time, with one of the first implementations known
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as Seq2SQL [3], which revolutionized the way SQL queries are generated from
natural language using deep neural networks.

With improved LLM models that can process larger word contexts of up
to 128K tokens [4] or are more specifically trained for programming tasks [5],
it is possible to develop a system that acts as a mediator for generating SQL
queries and displaying responses. The system’s purpose is to be simple in nature,
where users can easily navigate to desired databases and request data in a more
intuitive and conversational manner. This will avoid the additional configuration
of IDEs and knowledge of using the SQL query language.

This paper explains the integration of an LLM chatbot with SQL databases
through a .NET 8 web application using the Onion architecture [6]. Addition-
ally, the paper examines microservice and monolithic implementations of such a
system, their advantages and disadvantages, and the obtained results.

2 Related Work

Translating natural language to SQL using large language models (LLMs) right
now has become a well-studied area with various architectures and model inte-
gration strategies proposed to improve performance, accuracy, and efficiency. In
their early stages, systems like Seq2SQL tried making deep learning approaches
to make user questions into SQL queries [3].

Recent surveys have classified large language model enhanced text-to-SQL
generations into prompt engineering, fine-tuning, pre-trained and Agent groups
according to training strategies [7].

Some approaches have tried direct prompting or instruction-tuned large lan-
guage models for SQL query generation. One such approach is the SQL-PaLM
that utilizes few-shot prompting and execution-based error filtering to improve
generation quality [8]. Another approach is DAIL-SQL which focuses on prompt
optimization and token efficiency [9].

More recent studies have shown significant performance improvements in
Text-to-SQL tasks by fine-tuning models on specific datasets. For instance, one
study achieved a 61% execution accuracy after fine-tuning the WizardCoder-15B
model on the Spider dataset using QLoRa fine-tuning. This highlights that while
direct prompting is a viable method, fine-tuning and adaptation to specific data
schemas can yield substantial gains in query correctness [10].

Other methods take a more hybrid or modular approach. This means the
methods are actually breaking the SQL generation process into smaller stages
handled by different services. In this case, there’s frameworks like ZeroNL2SQL
[11] and CodeS [12] where they use small or pre-trained models for initial query
sketching and afterwards give the more complex reasoning tasks to larger mod-
els. CHESS [13] and XiYan-SQL [14] go further by including multi-agent and
ensemble architectures that decompose the problem into schema linking, candi-
date generation, and validation tasks. These systems demonstrate improvements
in both accuracy and efficiency, often using microservice or modular implemen-
tations to implement the various services.
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The architectural design—whether monolithic or microservice-based—also
plays a key role in performance. Talaei et al. report that their multi-agent mi-
croservice design achieved a 2% increase in execution accuracy while reducing
LLM calls by 83% and token usage by a factor of five [13]. Similarly, other
modular systems demonstrate scalable, efficient performance without sacrificing
accuracy, with exact match scores improving by up to 11.8% [15]. While not all
studies explicitly state their system architecture, the trend toward modular or
pipeline-based designs shows a growing preference in the systems looking out for
flexibility and scalability in real-world deployments.

3 Implementation

In this section, we explain the design and components of the web application
system. To summarize, there is a web application on which a user can register
an account. Within the account, the user can add databases by entering the
database’s credentials. Finally, they can ask questions and receive answers in a
conversational manner for the given database.

3.1 Implementation using a micro-service architecture

The first implementation we did for this SQL chatbot system was using the
microservice architecture. Defined by Martin Fowler, the microservice archi-
tecture represents creating a system or application of independent connected
services [16]. In our case, we can imagine these services as separate modules
that implement functionalities towards getting a final answer out of a requested
database within the system.

Our approach with the microservice architecture implements 2 separate ser-
vices that make the final system:

— .NET service consisting of the back-end and front-end;
— Python service consisting of the SQL query generation and answer retrieval.

.NET Service As previously mentioned, the .NET service represents the front-
end and back-end of the system using the Onion architecture. Specifically, these
are the 4 layers this application utilizes of this architecture:

— Domain layer;

— Repository layer;

— Service layer, and
Web interface layer.

The domain layer contains the definition of the entities (user, database, ques-
tions, answers) within the internal Microsoft SQL Server which can be seen in
Figure 1. The repository layer contains the logic of communicating with the in-
ternal database, while the service layer has the implementation of functionalities
for working with the repository layer. Finally, the web interface layer is used to
present the data and the other functionalities of working with the system for an
end user on a web application.
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Fig. 1. Microservice architecture implementation of the SQL chatbot

Python Service The Python service generates an SQL query using an LLM.
Then the query is run on a given database by the end user to retrieve answers.
Since the query retrieves only rows of data from a database, an LLM is used
again to reform the final answer in a conversational sentence where it is given
back to the user, i.e. back to the .NET service.

The main Python library used in this system for working with LLMs is
LangChain [17]. Here are some of the functionalities we are using from the
LangChain library:

— Initializing a connection to an LLM;

— Initializing a connection to an SQL database;

Creating prompts, which are passed to the LLM, and

— Getting the schema of the tables for a given database and 3 example rows
from each table, which is passed to a prompt.

There are many LLM API providers, but in our case, we'’re using Hugging-
Face’s API [18] to connect to the Mistral-7B-Instruct-v0.2 [19] large language
model that’s used to generate an SQL query and the answer based on the results
of that query as seen in Figure 2.

For the Python service to receive requests from the .NET service, we are using
the Flask library [20]. The Flask library opens up API endpoints for the Python
service where a request with a question about a database can be obtained and
processed using LangChain and the LLM, and then the generated SQL query is
executed on the database. The retrieved results are then formatted and returned
as a response to the .NET service.

3.2 Implementation using a monolithic architecture

The second implementation for this SQL chatbot system was using monolithic
architecture. A monolithic architecture ensures all services are defined and exe-

220



ICT Innovations 2025 Conference Web Proceedings

LLM Chatbot with SQL Database 5

NET Service

Python Service

Flask API Eno‘Pom‘t

Database Schema Query Generation

Retriever Prompt
Database Query Lo.rge Lo.v\guo.ge

Executioner Mo el

|

Notural Language
Response Generation
Prompt

24

Fig. 2. Python service of the microservice architecture

cuted within a single code base [21,22]. In our system, the order of implemen-
tations is important because this means we adapted the same functionalities we
got out of the Python service into the .NET service, ensuring all functionalities
of the system are sustained in a single code base.

Since we are using the Onion architecture, all these Python service function-
alities in Figure 2 were added to the Service layer of the .NET service. This
includes the prompt generation functions, database schema retrievers, and the
APT calls to the LLM.

This way, we removed the inter-process communication (IPC) overhead in-
troduced in the microservices architecture and ensured function calls happened
directly within the same application context, which helped reduce the overhead
associated with inter-service communication [23]. However, we also saw that the
monolithic architecture did increase the complexity of the system when it comes
to the management of functionalities within a single code base.

The functionalities of the Python service were later used in the Web Inter-
face layer of the Onion architecture. Since each consecutive layer in the Onion
architecture has the previous layers as project dependencies, only the Web In-
terface layer that has the Service layer as a dependency was able to use these
functionalities. This design ensures that the core business logic that is encap-
sulated in the Domain and Repository layers remains independent and isolated
from external concerns like the web interface [24]. As shown in Figure 3, the
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Web Interface layer interacts with the Service layer, which contains the Python
service functionalities, while the other layers remain unaware of this integration.

Web Interface

Service

Repositon/

Fig. 3. "Onion" architecture in the .NET service

4 Testing

The system was tested such that we opened a specific API endpoint within the
microservice and monolithic versions. The endpoint would simulate the whole
process of a user asking a question for a given database through the system,
going through every intended service and function. We specifically looked at:

— Successfully ran queries for a given database, and
— Unsuccessfully ran queries for a given database.

For this testing, we used a selection of 350 queries of the lite Mini-Dev
dataset [25] from the BIRD benchmark [26]. We tested using the dataset where
we only loaded specific tables and their assigned testing queries alongside the
tables on which they were dependent on through relations. We are not loading
and using the whole dataset with all tables because we are sending its schema
and 3 example rows of each table to the LLM, where the prompt can get up to
approximately 28095 tokens. It should be noted that our evaluation relied exclu-
sively on the Lite Mini-Dev subset of the BIRD benchmark (approximately 1% of
the full dataset). While this choice was motivated by prompt length constraints
and computational feasibility, it limits the generalization of our findings. Future
evaluations on larger subsets of BIRD, as well as additional benchmarks such as
Spider [27] and TPC-DS [28], will be necessary to provide a more comprehensive
assessment of system performance.

Testing the SQL chatbot system is a delicate process, as its effectiveness de-
pends on how the system is configured. While we loaded the Mistral-7B-Instruct-
v0.2 large language model using the HuggingFace API, alternative models and
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methods for deploying LLLMs can be considered for SQL query processing and
natural language response generation. Specifically, the HuggingFace API also
uses caching and preloading models [29] which can shift results.

For instance, depending on data privacy requirements and user needs, the
system may require a locally hosted LLM. System owners might need to comply
with emerging privacy laws and standards [30,31] to ensure that data remains
on personal servers rather than being sent through third-party APIs.

Inference time and result accuracy can also vary when running an LLM locally
because of computing power [32]. Additionally, the choice of the model and tools
or applications running an LLM locally, such as Ollama [33], can further optimize
inference performance through hardware and software optimizations. The testing
process can be reviewed visually in Figure 4.

QUESTIONS EXECUTION TIME
—————————————————————————————————————————————— >

GET QUESTION

\

\

DATABSE
[ J [USERID }<~-_\\~ TR

m
N

DATABASE THE USER ADDED

Fig. 4. Diagram that illustrates how we retrieved questions, processed them through
the application, and validated responses

5 Results

This section presents a detailed analysis of the system’s performance in terms of
execution time and success rate of query generation and execution. The evalua-
tion aims to compare the microservice-based and monolithic architectures under
the same workload conditions, using the same query difficulty levels.

To estimate the system’s performance, two primary metrics were analyzed:
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— the average execution time for both valid and invalid queries, and
— the overall success rate of a valid query generated at each difficulty level
(Simple, Moderate, Challenging).

These metrics offer insight into the trade-off between performance speed and
system reliability in different architectural configurations.

5.1 Results on Time and Query Success Rate

Figure 5 illustrates the execution time distribution and success rates across query
difficulty levels using the microservice architecture. We can see that the execution
time increases with the complexity of the query as valid queries consistently
take longer to execute than invalid ones due to the system’s need to make two
LLM calls for generating and validating a complete response. The success rate
also drops as difficulty increases, with the highest rate being 57.6% for simple
queries.

Execution Time & Success Rate by Difficulty (Microservice Architecture Approaclra)0

6.5 == False
6.0 1 s True

—e— Success Rate (%)
5.5 1

5.0 1
4.5 1
4.0 A
3.54

wvg Execution Time (s)
w
o

A
o = = NN
v ©o U o wu
Success Rate (%)

o
o

challenging moderate simple
Difficulty

Fig. 5. Execution time distribution across query difficulty levels for the microservice
approach.

Figure 6 shows the same metrics for the monolithic approach. Here we can
notice that the execution times are shorter across all difficulty levels when com-
pared to the microservice architecture. This indicates that reducing inter-service
communication overhead improves responsiveness. But there is a noticeable drop
in query success rates, especially for more challenging queries. In our testing the
success rate for challenging queries falls to 22.81%, which tells us the system is
faster, but the drop in the success rate of generating a valid query indicates the
LLM’s randomness in this process.
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Fig. 6. Execution time distribution across query difficulty levels for the monolithic
approach.

Table 1 summarizes the numerical results for both architectures. The mi-
croservice architecture yields higher success rates at the cost of longer execution
times. On the other hand, the monolithic approach prioritizes speed but strug-
gles a little bit with reliability. These findings highlight a clear trade-off when

it comes to the execution time, although valid query generation does largely
depend on the LLM.

Table 1. Execution Time and Success Rate by Difficulty: Microservice vs Monolithic

Microservice Monolithic
Difficulty Avg Time (s) Success Avg Time (s) Success
Unsuccessful|Successful| Rate (%)|Unsuccessful|Successful|Rate (%)
Challenging 4.135 5.252 31.58 3.289 4.269 22.81
Moderate 3.214 4.344 40.48 2.816 3.930 33.93
Simple 3.550 3.505 57.60 2.412 3.819 50.40

“Execution time represents average query processing time for each difficulty level.

These results suggest that while the microservice architecture tends to exhibit
longer execution times, it consistently achieves a higher success rate in gener-
ating valid queries. However, it’s important to note that the success of query
generation is influenced primarily by the random nature of the LLM rather than
the system architecture itself. So the observed differences in success rates may
reflect incidental variation rather than architectural superiority.
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Still, in use cases where reliability and valid query completion are critical,
such as educational platforms or decision support tools, the microservice ap-
proach may offer a slight advantage. On the other hand, monolithic systems,
with their faster response times, may be better suited for applications where
low latency is a priority. The choice of architecture should be informed by the
specific requirements of the target application, especially in balancing accuracy,
responsiveness, and system complexity.

5.2 Discussion on Accuracy

For the successful queries that were executed, we did not evaluate whether the
returned answers were semantically correct or aligned with the user’s intent.
This is because the accuracy of SQL query generation is primarily dependent
on the capabilities of the underlying large language model (LLM), which oper-
ates independently of the system architecture. As such, the evaluation of query
accuracy must be conducted through separate benchmarking of the LLM itself.

For example, the BIRD benchmark (as of August 8, 2024) ranks the Mistral
baseline model with 123B parameters at an execution accuracy score of 55.84,
placing it 48th among tested models [26, 34]. Similarly, another study using the
TPC-DS benchmark found that the same model successfully generated 75 out of
99 queries based on natural language descriptions [35]. These results highlight
the variability in performance between different datasets and evaluation criteria.

In addition to execution success rate and execution time, future evaluations
should incorporate standard text-to-SQL metrics. For instance, Execution Ac-
curacy (ExecAcc) would measure whether the generated query returns the same
result set as the gold-standard query, while Exact Match (EM) would check for
syntactic identity. Furthermore, we recognize the value of general information
retrieval metrics like **precision and recall**, which would capture how many
of the returned results are correct and how many of the correct answers were
successfully retrieved. Including these metrics would align our evaluation with
established practices in the text-to-SQL literature, and provide a deeper under-
standing of the system’s semantic correctness.

Furthermore, execution accuracy depends as much on prompt design as it
does on the architecture or size of the model. A recent benchmarking study
demonstrated that variations in prompt structure, context granularity, and the
inclusion of schema-aware examples can substantially affect the quality of gen-
erated SQL [36]. Techniques such as few-shot prompting, schema linking, and
context-aware formatting have been shown to improve execution accuracy in
LLM-based systems.

This suggests that while system design affects how well it performs and how
easy it is to use, the accuracy of the generated queries mostly depends on how
the LLM is set up and how the prompts are written. To make the system more
reliable in the future, it could use smarter prompt templates, better ways to
summarize database structures, and user feedback to improve the results over
time.
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6 Conclusion and Future Work

This paper presented a system that integrates Large Language Models (LLMs)
with SQL databases to enable natural language querying through a chatbot in-
terface. By comparing microservice and monolithic architectures, we highlighted
the trade-offs between modularity and performance. The microservice approach
demonstrated higher success rates in generating valid SQL queries, especially
for complex inputs, while the monolithic design offered faster response times
due to reduced communication overhead. Our findings suggest that the choice
between these architectures depends on the specific requirements of scalability,
maintainability, and performance.

Through testing on the Mini-Dev dataset, we observed that execution times
varied depending on architectural decisions, with the monolithic approach show-
ing efficiency gains. However, LLM-generated SQL accuracy remains an open
challenge, which requires further research.

Future work will focus on improving query validation techniques, exploring
hybrid architectures that combine the strengths of both approaches, and eval-
uating the system with more diverse datasets. Furthermore, deploying LLMs
locally for privacy-sensitive applications and incorporating user feedback loops
could further enhance reliability and adaptability. Future work will also expand
the evaluation metrics to include semantic measures, which would provide a
more complete picture of the system’s effectiveness beyond execution success
and latency.
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Abstract. Artificial Intelligence (Al) is redefining the foundations of healthcare
systems worldwide, offering transformative potential in diagnostics, operational
efficiency, and personalized medicine. However, the integration of Al in
healthcare systems in a country transitioning from a state-controlled economy to
a liberal one, such as Macedonia, remains limited and fragmented, hindered by
infrastructural, educational, and ethical challenges. This study investigates the
strategic and ethical readiness of Macedonia’s healthcare sector for Al adoption
through a mixed-methods approach, combining a systematic literature review and
a national survey of 130 healthcare professionals. The results indicate a notable
disparity between general awareness (72%) and actual practical experience
(19%) with Al tools. While 85% of respondents expressed willingness to undergo
formal training, concerns about data privacy (74%), algorithmic bias (42%), and
explain ability (33%) persist.

The findings align with international frameworks such as the WHO report on Al
governance and the EU’s proposed Artificial Intelligence Act, which emphasize
the need for transparency, fairness, and human-centric implementation (WHO,
2021; European Commission, 2021). This paper contributes empirical evidence
from a South-eastern European perspective and advocates for national-level in-
terventions including the development of legal and ethical frameworks, integra-
tion of Al into health education, and the initiation of pilot clinical projects.

Keywords: Artificial Intelligence, Healthcare Policy, Ethics, Transitional Sys-
tems, Macedonia, Al Readiness, GDPR, Digital Health.

1 Introduction

Artificial Intelligence (AI) has emerged as a transformative force in modern medi-
cine, significantly advancing diagnostic imaging, genomic analysis, clinical decision
support, and patient stratification (Esteva et al., 2017). In high-income countries, Al
technologies are actively deployed to improve healthcare outcomes, reduce administra-
tive burdens, and support precision medicine initiatives (Topol, 2019; Rajpurkar et al.,
2017).
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In contrast, healthcare systems in transitional economies, such as Macedonia, are at
the nascent stages of Al adoption. These systems face numerous challenges, including
fragmented digital infrastructure, limited institutional capacity, lack of Al-specific reg-
ulation, and low public trust. Despite increasing awareness of Al among healthcare
professionals, practical experience and systemic support remain limited.

This study investigates the readiness and strategic alignment of Macedonia's
healthcare system for Al integration. Employing a mixed-methods approach, it exam-
ines ethical, infrastructural, and educational factors influencing Al adoption within a
post-socialist, resource-constrained context. The findings contribute empirical evidence
to the underexplored domain of Al readiness in South-eastern Europe and respond to
international calls for equitable and ethical digital health implementation (World Health
Organization [WHO], 2021; European Commission, 2021).

The integration of Artificial Intelligence (AI) in medicine has evolved significantly
over the past three decades. Early applications focused primarily on expert systems for
rule-based decision support, while recent advances have demonstrated the potential of
machine learning (ML) and deep learning (DL) techniques across various clinical do-
mains (Esteva et al., 2017).

Al has shown notable success in specialties such as radiology, dermatology, oph-
thalmology, and genomics. For example, Esteva et al. (2017) demonstrated dermatolo-
gist-level accuracy in skin cancer classification using convolutional neural networks.
Similarly, Al has been effectively employed in radiology for anomaly detection in com-
puted tomography (CT) and magnetic resonance imaging (MRI) scans (Rajpurkar et
al., 2017), and in ophthalmology for diagnosing diabetic retinopathy through retinal
image analysis (Gulshan et al., 2016). These technological advancements underscore
Al’s potential to support diagnostic precision, reduce human error, and streamline clin-
ical workflows.

However, the majority of these innovations have been realized in high-resource set-
tings. Research focusing on Al implementation within transitional or resource-con-
strained healthcare systems, particularly in the Balkan region, remains scarce.

At the global level, institutions such as the NHS Al Lab in the United Kingdom and
the France Health Data Hub are advancing large-scale Al integration by providing fund-
ing, standardized data platforms, and regulatory support for ethical Al development
(NHS AI Lab, 2022; France Health Data Hub, 2023). Furthermore, the World Bank has
emphasized the strategic importance of Al in digital health transformation across mid-
dle-income countries in its 2023 report, Al for Health: Global Trends and Country Per-
spectives (World Bank, 2023). These efforts are complemented by the WHO/ITU Fo-
cus Group on Al for Health, which provides guidance on validation frameworks, bench-
marking, and cross-border collaboration (WHO/ITU, 2023).

Regarding Eastern Europian countries, Estonia and Poland are outstanding examples
in this area. Estonia is recognized as a leader in Europe’s digital healthcare transfor-
mation. Its National Artificial Intelligence Strategy (Kratt Strategy) envisions integrat-
ing Al into public services, including healthcare. The strategy supports pilot projects
with dedicated funding and clearly defined legal frameworks to facilitate Al adoption
(Ministry of Social Affairs of Estonia, 2020). The Al Leap 2025 program aims to embed
Al applications and skills into the education system, extending influence into healthcare
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through the development of an Al-supported health information system. This system
connects healthcare providers and enables real-time patient data access, improving ser-
vice delivery and clinical decision-making.

Poland is strengthening primary healthcare through the pilot project PHC Plus (POZ
Plus), which integrates additional services such as specialist outpatient care, physical
therapy, health screenings, and chronic disease management. A key innovation is the
appointment of care coordinators in each facility, ensuring continuous and comprehen-
sive patient care. Poland also invests in telemedicine and e-health initiatives, including
telemonitoring for patients with heart failure, aiming to enhance healthcare quality, ac-
cessibility, and reduce inequalities (European Commission, 2022; OECD, 2023).

Our study contributes to addressing this regional gap by examining both the readi-
ness and ethical alignment of Al adoption in Macedonia's healthcare sector. By doing
so, it not only adds empirical insights but also situates the findings within the broader
European digital health landscape.

2 Survey

The survey was administered in early 2025 and included 130 respondents from var-
ious healthcare institutions. The questionnaire comprised 25 questions organized into
five thematic categories: general Al knowledge, hands-on experience, perceived bene-
fits, ethical and legal challenges, and expectations for institutional support. The survey
instruments included Likert scales, multiple-choice items, and open-ended questions.
Descriptive statistical analyses were performed using SPSS to summarize the collected
data.

Table 1. Summary of Thematic Survey Results

Theme Key Metric Value (%)

Awareness of Al General familiarity 72
Practical experience Direct Al tool use 19
Training willingness Support for Al training 85
Data privacy concern Ranked top ethical issue 74
Algorithmic bias Identified as concern 42

Table 1 summarizes key thematic survey results regarding healthcare professionals'
awareness, experience, and concerns related to Al. The data reveals that a significant
majority (72%) of respondents are generally familiar with Al concepts, yet only 19%
have practical experience using Al tools. This gap highlights the early stage of Al adop-
tion within the healthcare sector. Encouragingly, a strong 85% of participants expressed
willingness to receive formal training, indicating a readiness to engage with Al tech-
nologies. Ethical concerns remain prominent, with 74% identifying data privacy as a
top issue and 42% noting algorithmic bias as a significant challenge. These findings
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underscore the urgent need for comprehensive ethical frameworks and governance
structures to support responsible Al integration in healthcare.

Table 2. Distribution of AI Awareness and Experience by Profession

Profession Familiar with AI (%) Used Al Tools (%)
Doctors 85 25
Medical Technicians 68 12
Lab Analysts 74 19
Nurses 65 10
Other 60 15

Doctors report the highest familiarity with Al (85%) and the most frequent use
(25%), while technicians and nurses report significantly lower engagement. These dif-
ferences highlight the need for profession-specific training strategies to address
knowledge gaps and ensure uniform digital transformation across clinical roles.

Table 3. Ranking of Ethical and Legal Concerns by Perceived Importance

Concern Identified as Important (%)
Data Privacy and Confidentiality 74
Algorithmic Bias 42
Lack of Explainability 33
Accountability and Liability 28
Informed Consent 25

Participants ranked data privacy as the most critical concern (74%), followed by al-
gorithmic bias (42%) and explainability (33%). Less emphasis on accountability (28%)
and informed consent (25%) suggests gaps in understanding legal implications. These
findings align with the need for national Al governance frameworks consistent with
GDPR and WHO ethical guidelines.

Table 4. Barriers to AI Adoption by Respondent Group

Group Regulatory Concern (%) Technical Infrastructure (%) Training Deficit (%)
Doctors 65 42 71
Lab Analysts 59 50 66
Technicians 52 58 74

Doctors are primarily concerned with regulatory issues (65%) and lack of training
(71%). Technicians exhibit the highest training gap (74%), while lab analysts are most
concerned with infrastructure (50%). These findings emphasize the importance of tai-
lored policy interventions and educational efforts for different professional roles.
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3 Discussion

The findings of this study reveal a paradox common to transitional healthcare sys-
tems: high awareness and interest in Artificial Intelligence (AI) contrasted by low levels
of practical implementation and institutional support. While 72% of respondents
acknowledged AI’s diagnostic potential, only 19% reported actual experience with Al
tools, underscoring a clear readiness gap. This discrepancy aligns with global trends
highlighted by the World Health Organization (WHO, 2021) and the European Com-
mission (2021), emphasizing that enthusiasm alone is insufficient without strategic in-
frastructure, governance, and educational foundations.

The high willingness (85%) to participate in Al-related training reflects a promising
foundation for national policy development. However, without coordinated investment,
standardized curricula, and cross-sector collaboration, this potential remains underuti-
lized.

A comprehensive SWOT analysis reveals critical insights: strengths encompass high
awareness and receptivity among healthcare professionals, with 85% expressing will-
ingness to engage in Al training; weaknesses involve limited practical experience, ab-
sence of dedicated regulatory frameworks, and fragmented healthcare information tech-
nology systems; opportunities lie in harmonization with European Union Al regulations
and GDPR, access to international support and funding, and potential for public-private
partnerships alongside academic collaborations; threats include ethical concerns, di-
minished public trust, resistance from stakeholders apprehensive about automation, and
the potential exacerbation of health inequalities in the absence of inclusive Al policies

Comparative studies from countries like Estonia and Poland demonstrate that pilot
projects, public-private partnerships, and dedicated national strategies can significantly
accelerate Al adoption in healthcare. In contrast, Macedonia currently lacks systemic
initiatives integrating Al into clinical workflows, educational programs, or digital
health legislation.

Beyond technical readiness, the ethical and legal dimensions of Al adoption remain
underdeveloped. The absence of clear regulatory frameworks generates uncertainty sur-
rounding accountability, data privacy, and patient consent. These issues echo ethical
imperatives articulated by Floridi et al. (2018) and the WHO (2021), who advocate for
transparency, fairness, and inclusive governance in deploying digital technologies in
healthcare.

Overall, these findings underscore the urgent need for a coordinated, ethical, and
strategic roadmap for Al in healthcare tailored to transitional system realities.

4 Policy Recommendations

Based on the findings of the national survey and comparative analysis with success-
ful Al integration models in Estonia and Poland, as well as frameworks advocated by
the World Health Organization (WHO) and WHO/ITU, we propose the following stra-
tegic measures to ensure responsible and effective integration of Artificial Intelligence
(AJ) in the healthcare system of Macedonia (WHO, 2021; WHO/ITU, 2023):
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Develop a National Al-in-Health Strategy. The Ministry of Health, in collaboration
with academic institutions and medical associations, should design a comprehensive
national roadmap for AI adoption. This strategy must outline short-, medium-, and
long-term goals and include provisions for infrastructure, funding, training, and evalu-
ation metrics. Legal and ethical dimensions should be integrated from the outset (Min-
istry of Social Affairs of Estonia, 2020; European Commission, 2021).

Integrate AI Education in Health and Medical Curricula. Universities and profes-
sional training centers should implement formal courses on Al fundamentals, algorith-
mic bias, ethics, and clinical applications. Curricula should be aligned with interna-
tional standards such as WHO guidelines and the EU Al Act to prepare future
healthcare professionals for digital transformation (WHO, 2021; European Commis-
sion, 2021).

Establish Multidisciplinary Ethical Review Boards. National and institutional ethics
committees should include experts in medicine, law, informatics, and bioethics. These
bodies will oversee Al tool deployment and ensure compliance with principles of trans-
parency, fairness, and accountability. They should also evaluate algorithms for poten-
tial bias and harm (Floridi et al., 2018; WHO, 2021).

Launch Pilot Projects and Innovation Hubs. Selected hospitals and health centers
should serve as testbeds for Al implementation under controlled and measurable con-
ditions. These pilots should be publicly funded but co-developed with private Al ven-
dors and academic researchers, with transparent evaluation criteria (Ministry of Social
Affairs of Estonia, 2020; European Commission, 2022).

Harmonize National Legislation with the EU AI Act and European Health Data
Space (EHDS). Data protection laws, medical device regulations, and digital health
policies must align with the EU’s harmonized framework. Compatibility with the
EHDS will enhance trust, facilitate cross-border health services, and support integration

into EU-wide Al and data initiatives (European Commission, 2021; European Health
Data Space, 2023).

Invest in Infrastructure and Ensure Equitable Access. Al integration must be inclu-
sive, requiring upgrades to ICT infrastructure in under-resourced regions, especially
rural and primary care institutions. Technical maintenance support and secure data ex-
change systems must also be provided (WHO, 2021).

Foster Public Awareness and Stakeholder Engagement. Public campaigns and pro-
fessional dialogues are essential to build trust and address concerns related to automa-
tion and surveillance. Engagement with patients, professional associations, and civil
society is crucial for sustainable Al governance.
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Implement Monitoring and Evaluation Frameworks. A structured monitoring and
evaluation framework should accompany each national Al initiative, featuring clear key
performance indicators (KPIs) for effectiveness, bias mitigation, patient safety, and in-
stitutional compliance. Periodic public reporting and open access to outcomes will
strengthen accountability and public trust (WHO/ITU, 2023).

Adopt an Ethics-by-Design Approach. Ethical principles such as fairness, transpar-
ency, explainability, and human oversight should be embedded throughout the design,
development, and deployment phases of Al solutions. This proactive model, advocated
by WHO and WHO/ITU, is vital for sustainable digital health integration (Floridi et al.,
2018; WHO/ITU, 2023).

5 Conclusion

This study reaffirms the structural and ethical contradictions inherent in transitional
healthcare systems, such as that of Macedonia, regarding the integration of Artificial
Intelligence (AI). Although healthcare professionals demonstrate a high level of aware-
ness and interest, the actual implementation of Al tools remains limited due to insuffi-
cient institutional support, regulatory preparedness, and practical experience.

The potential of Al—ranging from enhanced diagnostic accuracy to automation and
personalized medicine—is widely acknowledged. Yet, its deployment is hampered by
systemic, ethical, and educational obstacles. Addressing these barriers requires com-
prehensive strategies, including targeted training, robust ethical oversight, and harmo-
nized digital health legislation aligned with frameworks such as the EU Al Act and
GDPR (WHO, 2021; European Commission, 2021).

The recommendations provided in this study outline a realistic and ethical roadmap
for Al adoption, centered on national policy reform, educational modernization, insti-
tutional governance, and controlled pilot testing. Comparative experiences from Esto-
nia and Poland offer transferable models that Macedonia can customize for its
healthcare infrastructure and socio-political context (Ministry of Social Affairs of Es-
tonia, 2020; European Commission, 2022).

Participation in initiatives such as the European Health Data Space (EHDS), Horizon
Europe, and EU4Health would enable access to funding, technical standards, and col-
laborative platforms. These programs can amplify national efforts and accelerate Al
readiness through cross-border interoperability and shared best practices (European
Health Data Space, 2023; European Commission, 2021).

Future research should explore the longitudinal effects of Al deployment, the effi-
cacy of ethical review mechanisms, and public perception of Al in clinical settings.
Building a value-based, responsible digital healthcare ecosystem demands not only data
and technology but also visionary leadership, interdisciplinary collaboration, and public
trust.

In conclusion, transitional healthcare systems like Macedonia’s have a critical op-
portunity to develop and implement a forward-looking, ethically informed framework
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for Al integration. This will ensure sustainable, equitable, and responsible digital trans-
formation in medicine.
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Abstract

Higuchi’s method for computing the fractal dimension of a time-series is a
powerful nonlinear tool for estimating underlying system complexity, offering
advantages in speed, accuracy, and cost compared to traditional linear meth-
ods. It’s application to brain signals analysis can offer valuable insights to the
underlying neural mechanism and corresponding brain dynamics. Autism Spec-
trum Disorder (ASD) is an increasingly prevalent brain condition that affects
social behavior, communication and interaction. In this study we analyze the
fractal dimension of EEG signals obtained from 49 children with ASD and 39
children with typical development (TD) during resting state, channel-wise, using
the Higuchi’s method. Despite the promising results, we believe that the metric
alone lacks evidence to detect underlying mechanisms in ASD due to the problem
with EEG channel-specific optimization.

Keywords: ASD, Higuchi Fractal Dimension, Quantitative EEG, Complexity
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Autism Spectrum Disorder (ASD) is a multifaceted neurodevelopmental condition
characterized by persistent difficulties in social communication, along with restricted
interests and repetitive behaviors. Although considerable research efforts have been
made, the neurobiological mechanisms underlying ASD are still not fully understood,
highlighting the need for innovative methods to characterize the altered neural dynam-
ics linked to the disorder. Currently, global diagnostic standards such as the DSM-5
and ICD-11 rely primarily on behavioral assessments. However, the broad and flexible
criteria defining ASD permit diverse combinations of symptoms, which increases het-
erogeneity but diminishes diagnostic precision by overlapping with other conditions,
introducing subjectivity, and potentially leading to false positives, higher prevalence
rates, and less individualized care [1, 2]. As diagnostic criteria have expanded to include
more individuals, there has been a push toward identifying objective biomarkers, or
endophenotypes, to delineate subtypes and clarify the disorder’s spectrum [3, 4]. Quan-
titative electroencephalography (QEEG) has emerged as a promising neuroimaging
method for probing brain function in ASD [5], offering excellent temporal resolu-
tion to investigate disrupted neural oscillations and connectivity patterns in affected
individuals.

Traditional QEEG approaches, which usually emphasize spectral power and
coherence-based connectivity analyses [6], may fall short in capturing the complex,
nonlinear nature of neural dynamics. Critics argue that traditional band-specific power
metrics can overlap across various disorders, confounding interpretations of brain func-
tion [7]. Given that the brain operates as a complex adaptive system, where emergent
properties arise from intricate neural network interactions, linear methods may be
insufficient to characterize such complexity, particularly in non-stationary EEG data
8]

Recent advances in complexity science and information theory have introduced
sophisticated measures for assessing irregularity, randomness, and structural complex-
ity in EEG signals [9]. Methods derived from nonlinear dynamics and chaos theory,
which examine irregular and sensitive patterns in deterministic systems, have been
explored to study brain activity, aiming to capture its unpredictable and intricate char-
acteristics. Recent review recognizes Higuchi’s Fractal Dimension (HFD) - a measure
of signal complexity in time domain - for its speed, accuracy, and cost, as a prominent
nonlinear method that stands out from traditional linear methods in neurophysiology,
and that has played an important role in the analysis of biological signals for over
two decades, helping to reveal the brain’s physiological and pathological states [10].
While Higuchi method has been used in many EEG analysis as a feature for machine
learning and to analyze the complexity and irregularity of EEG signals and reflect dif-
ferent states of the brain, such as wakefulness, sleep, or seizure [11-13], in the context
of ASD, HFD aplication is scarce. One study indicated statistically significant differ-
ences between complexity measures such as HFD of brain states and tasks, yet a clear
distinction based on ASD risk alone has not yet been established, advocating that fur-
ther replication with larger sample sizes and inclusion of other complexity measures is
needed [14]. Another recent study in the context of ASD made such an extensive anal-
ysis, combining multiple time domain features in clinical differentiation study between
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excluded its values as a feature in the machine learning models that were build [15].

In this research, we do a sensitivity analysis of the parameter value to estimate the
fractal dimension in the EEG of ASD and TD using Higuchi’s method, and note the
problem with the EEG channel-specific optimization of its parameter value.

2 Materials and Methods

2.1 Data and Procedure

EEG recordings were obtained from 88 children, including 39 typically developing
(TD) participants and 49 children diagnosed with Autism Spectrum Disorder (ASD).
The mean age of the ASD group was 6.18 years (SD = 1.98), while the TD group
had a mean age of 5.35 years (SD = 2.31). Because the TD group consisted exclu-
sively of male participants, sex was not considered in the statistical analyses due to
the resulting imbalance between groups. ASD diagnoses were established through a
joint assessment by a psychiatrist and a psychologist, with inclusion contingent upon
agreement between both professionals. All children in the ASD group met the DSM-V
diagnostic criteria, and additional developmental information provided by parents was
used to support diagnostic accuracy. EEG data collection was conducted in Skopje,
North Macedonia. Written informed consent was obtained from the parents or legal
guardians of all participants, and the study protocol was approved by the Ethics Com-
mittee of the Faculty of Medicine at Ss. Cyril and Methodius University in Skopje
(Ref. No. 03-4953/2).

Considering the behavioral characteristics of children with ASD, EEG signals were
recorded during an eyes-open resting-state condition. Electrode placement followed the
international 10/20 system using an Electro-Cap (Electro-Cap International). Data
were collected from 19 scalp electrodes: Fpl, Fp2, F3, F4, F7, F8, Fz, C3, C4, Cz, T3,
T4, T5, T6, P3, P4, Pz, O1, and O2.

Eye movement artifacts were monitored using electrooculogram (EOG) recordings
obtained via two 9 mm tin electrodes placed above and below the right eye, referenced
to Fpz and Oz. A rejection threshold of 50 pV was applied for artifact detection. The
EEG amplifier settings included a band-pass filter from 0.53 to 50 Hz and a notch
filter spanning 45-55 Hz. Electrode impedance was maintained below 5 k€). Signals
were digitized at a sampling frequency of 250 Hz and stored for offline processing
using the Mitsar WinEEG software.

For the TD group, continuous EEG recordings of 3 minutes were obtained. In con-
trast, EEG acquisition in the ASD group varied between 7 and 30 minutes, depending
on the child’s ability to cooperate and tolerate the procedure, reflecting challenges in
sustaining a stable recording environment. All recording sessions were monitored in
real time by the second author, who documented observations and visually inspected
the signals to identify artifacts and select valid data segments.

Preprocessing procedures were identical for all participants. EEG signals were first
visually examined and manually cleaned to remove artifacts. For subsequent time-
domain analysis, the longest uninterrupted artifact-free segment during which the
child remained calmly seated was selected. To ensure uniformity across participants,
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seconds. At a sampling rate of 250 Hz, this yielded 10,750 samples per channel and a
total of 204,250 amplitude values per participant across the 19 EEG channels.

2.2 Higuchi Fractal Dimension

The Higuchi fractal dimension (HFD) is a method for estimating the fractal dimension
of a time series or function. The fractal dimension is a measure of the complexity or
irregularity of a shape and the way it fills space. A higher fractal dimension indicates a
more complex shape. For example, a straight line has a fractal dimension of 1, a square
has a fractal dimension of 2, and a cube has a fractal dimension of 3. However, some
shapes are irregular and have fractional dimensions, such as a coastline, a snowflake,
or a fern. These shapes are called fractals.

Within fractal geometry, the Higuchi fractal dimension (HFD) is used to estimate
the fractal dimension of the graph representing a real-valued function or time series.
[16]. This value is obtained through algorithmic approximation, which is why it is also
referred to as the Higuchi method.

The Higuchi algorithm is well explained in the paper [17] and is used to analyze
a signal that has been converted into a time series, denoted as x(1),x(2),...,x(N),
from which new time series X* are generated, defined as:

XF x(m),x(m+ k), x(m + 2k),...,x <m+ [Nk_k} k) ,

where the expression in [] denotes the integer part of the expression in brackets,
m = 1,2,...,k is the starting point of the newly generated time series, and k is the
interval between points and takes values k = 1,..., kmax, Where kpax is a parameter
that must be optimized. This means that for each interval k, there are k sets of new
time series. For example, if £ = 10 and the original series has a length of N = 1000,
the new series would be:

X1 x(1),x(11),x(21),...,x(991),
X350 x(2),x(12),x(22), ...,%x(992),

X1 x(10),x(20),;<(30), ..., x(1000).

The length of these curves is calculated using:

Lm(k) =

ST g (m + k) — x(m + (i — 1)) {N —m
No1 2

].k k.

The expression N — 1 [N_Tm] - k is a normalization factor. The curve length for
interval k is the average of all L,, (k):
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fractal with dimension HFD. HFD is determined from the slope of the line that fits
the plot of In(L(k)) versus In(1/k), that is:

_ log(L)
DHiguchi - W (1)

where L is the total length of the curve, and k is the interval size.

3 Results

When calculating the fractal dimension value according to the Higuchi method (HFD),
it is necessary to select a value for the parameter k,,q,. This value is empirically
determined in several ways [17]: (1) a simulation is performed of the dependence of the
fractal dimension value on k., presented on a logarithmic scale, and the k. value is
selected where a local maximum appears; (2) if no local maximum appears, asymptotic
convergence to a boundary value is observed; and (3) if the plot shows neither a local
maximum nor an asymptotic value, then a statistical analysis is performed and k4.
is chosen according to the statistically most significant results [18].

In Figures 1, 2, and 3, graphs of the dependence of HFD on the parameter k;,qz
are presented. It should be noted that these figures are only an example, and for the
purposes of the paper, such an analysis was performed for each participant across
each of the 19 EEG channels and we visually confirmed all the results. From the
results of the sensitivity analysis, according to the graphical display of the dependence
of HFD on k4., we observed that there are differences between the groups, within
the groups, and even differences between different channels for a single participant.
In other words, for each participant, and for each EEG channel, the optimal k4.
value was determined differently. For these reasons, we conducted a statistical analysis
with Mann-Whitney U test - a non parametric statistical test for testing statistical
significance - across a range of kq, values in [3,25]. The results of these tests are
presented in Tables 1 and 2, where the p values from the statistical test of significance
during the sensitivity analysis are shown for each k4. value.

Although there are combination of channels and parameter values for ki, that
show statistical significance, the channel-wise diversity for parameter optimization
represents an obstacle for comparing TD and ASD children based on HFD parameter.
In Figure 4, the corresponding error plots are shown, across all channels, for k4, = 24.
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Table 1 Sensitivity analysis for kmax. Table values represent p-values from Mann-Whitney U test

kmax value Fpl Fp2 F7 F3 Fz F4 F8 T3 C3
kmax =3 0.0000 0.0197 0.0924 0.0838 0.2388 0.4987 0.4647 0.0008 0.4007
kmax = 4 0.0001 0.0374 0.2388 0.1363 0.1622 0.4872 0.8453 0.0026  0.4058

max = 9 0.0001 0.0374 0.2388 0.1363 0.1622 0.4872 0.8453 0.0026  0.4058
kmax = 6 0.0004 0.0942 0.8810 0.2388 0.0838 0.5280 0.8241 0.0178  0.4267
kmax =7 0.0011  0.1056  0.9241 0.2772 0.0872 0.4872 0.6144 0.0326  0.4320
kmax = 8 0.0028 0.1488 0.9891 0.3240 0.1096 0.5103 0.5280 0.0438 0.5460
kmax =9 0.0028 0.1488 0.9891 0.3240 0.1096 0.5103 0.5280 0.0438 0.5460
kmax =10  0.0030 0.1915 0.9313 0.3195 0.1339 0.4058 0.5828 0.0593  0.6080
kmax = 11 0.0034 0.1514 0.9457 0.1946 0.2280 0.2692 0.7819 0.0522 0.9964
kmax =12 0.0031 0.1462 0.8170 0.1514 0.3611 0.1915 0.8667 0.0326  0.7819
kmax =13 0.0019 0.1180 0.7336 0.1117 0.4536 0.1567 0.9674 0.0245 0.6208
kmax =14  0.0014 0.0855 0.6272 0.0872 0.5339 0.1137 0.9025 0.0157 0.4815
kmax =15 0.0011 0.0686 0.5520 0.0700 0.6337 0.0806 0.8100 0.0100 0.2895
kmax =16~ 0.0008 0.0568 0.4591 0.0511 0.7404 0.0593 0.7064 0.0069 0.2010
kmax =17  0.0008 0.0568 0.4591 0.0511 0.7404 0.0593 0.7064 0.0069 0.2010
kmax =18  0.0005 0.0468 0.3806 0.0429 0.8667 0.0448 0.6272 0.0039  0.1462
kmax =19  0.0005 0.0350 0.3151 0.0401 0.9819 0.0383 0.5766  0.0027  0.0806
kmax =20  0.0002 0.0202 0.2010 0.0290 0.7819 0.0217 0.4759 0.0015 0.0304
kmax = 21 0.0002 0.0145 0.1764 0.0240 0.6796 0.0187 0.3855 0.0008  0.0192
kmax =22 0.0002 0.0117 0.1488 0.0212 0.6017 0.0141 0.3707 0.0006 0.0141
kmax =23  0.0001 0.0089 0.1180 0.0173 0.5581 0.0124 0.3285 0.0004  0.0092
kmax =24  0.0001 0.0092 0.1137 0.0145 0.5642 0.0097 0.3195 0.0003 0.0074
kmax =25  0.0001 0.0092 0.1137 0.0145 0.5642 0.0097 0.3195 0.0003 0.0074

Table 2 Sensitivity analysis for kmax. Table values represent p-values from Mann-Whitney U test

kmax value Cz C4 T4 T5 P3 Pz P4 T6 o1 02
kmax = 3 0.2042 0.2461 0.0137 0.1540 0.1946 0.1137 0.6017 0.4482 0.5520 0.3905
kmax = 4 0.2652 0.2461 0.0283 0.0568 0.1978 0.1202 0.4929 0.3107 0.4007 0.2652
kmax =5 0.2652 0.2461 0.0283 0.0568 0.1978 0.1202 0.4929 0.3107 0.4007 0.2652
kmax = 6 0.4373 0.3563 0.1540 0.0173 0.1292 0.1339 0.3806 0.1462 0.2979 0.1884
kmax =7 0.5520 0.4536  0.2316 0.0117 0.1540 0.1462 0.4427 0.1269 0.2979 0.1793
Kkmax = 8 0.6272 0.5704 0.2812 0.0105 0.1706 0.2176  0.4759 0.1292 0.2853 0.1884
kmax =9 0.6272  0.5704 0.2812 0.0105 0.1706 0.2176 0.4759 0.1292 0.2853 0.1884
kmax =10  0.8311 0.7336 0.3516 0.0141 0.2351 0.2936 0.6208 0.1594 0.3469  0.2280
kmax = 11 0.7959 0.9097 0.3240 0.0358 0.6144 0.6863 0.9457 0.3611 0.5220 0.4591
kmax =12 0.6663 0.6467 0.2853 0.0644 0.8810 0.9097 0.6863 0.4815 0.7200 0.5953
kmax =13 0.5460 0.4647 0.1823 0.1056 0.8382 0.6997 0.3707 0.7336  0.9097 0.8524
kmax =14  0.4214 0.2652 0.1315 0.1764 0.5520 0.4267 0.1884 0.9964 0.8810 0.8667
kmax =15 0.3330 0.1540 0.0998 0.3021 0.3285 0.2316 0.0806 0.7611 0.6208  0.5460
kmax =16  0.3021  0.0618 0.0631 0.4320 0.2245 0.1056 0.0358 0.5339 0.4162 0.3285
kmax =17 0.3021 0.0618 0.0631 0.4320 0.2245 0.1056 0.0358 0.5339 0.4162 0.3285
kmax =18  0.2772 0.0358 0.0334 0.5520 0.1315 0.0593 0.0153 0.3330 0.2424 0.1823
kmax =19  0.2772  0.0149 0.0217 0.7611 0.0744 0.0297 0.0051 0.2424 0.1412 0.1056
kmax =20  0.2461 0.0033 0.0114 0.7819 0.0182 0.0049 0.0012 0.1292 0.0489 0.0270
kmax = 21 0.2692 0.0014 0.0069 0.6017 0.0108 0.0028 0.0009 0.0714 0.0290 0.0117
kmax =22 0.3021 0.0006 0.0044 0.4320 0.0066 0.0021 0.0005 0.0556 0.0192 0.0057
kmax =23  0.3021 0.0004 0.0035 0.3422 0.0049 0.0019 0.0002 0.0319 0.0089 0.0036
kmax =24  0.3376 0.0002 0.0032 0.2812 0.0023 0.0018 0.0001 0.0251 0.0066 0.0023
kmax =25  0.3376  0.0002 0.0032 0.2812 0.0023 0.0018 0.0001 0.0251 0.0066 0.0023
6
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Fig. 1 Influence of the choice of kmaz on the value of the Higuchi fractal dimension. Here there is
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Fig. 2 Influence of the choice of kmax on the value of the Higuchi fractal dimension. Here there is
an asymptotic value at kmax = 20
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Fig. 4 Error graphs for the Higuchi fractal dimension across all EEG channels. For this figure, the

value kmaz = 24 was used. It can be observed that the fractal dimension values are in the range of

1 to 2, which is expected for the fractal dimension of a time series
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The Higuchi Fractal Dimension (HFD) is a valuable nonlinear metric for quantify-
ing the complexity of EEG signals; however, its application for comparing two groups
is severely limited due to challenges in selecting the k., parameter. The value of
kmaz has a critical influence on the estimated fractal dimension, and its optimal value
varies not only across different EEG channels but also across individual participants.
For each subject and each channel, the sensitivity of HFD to k.., may exhibit a
local maximum, an asymptotic convergence, or no clear behavior at all, which forces
the researcher to choose kj,q, in a subject-specific and channel-specific manner. As a
consequence, the same EEG channel across different participants may rely on differ-
ent methods or criteria for optimizing k..., leading to inconsistent HFD estimates
across the group. This lack of standardization makes it impossible to reliably com-
pare group-level differences using HEFD, since the extracted values are dependent on
individually tuned parameters rather than reflecting a common measurement scale.
Therefore, without a consistent and justifiable k,,,,, optimization strategy applicable
to all subjects and all EEG channels, HFD cannot be meaningfully used for inter-group
comparisons.
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Abstract. The effective reuse of critical care Electronic Health Records
(EHRs) for secondary analyses and clinical decision-support applications
depends on the use of standardized data models and ontologies. The
Medical Information Mart for Intensive Care IV (MIMIC-IV) dataset
provides a comprehensive, modular representation of intensive care units
(ICUs) and hospital data, serving as a foundational resource for such
research. To support effective data integration, the dataset’s embedded
coding systems must be carefully mapped to established medical ontolo-
gies. This paper investigates the presence, structure, and implementa-
tion of key medical ontologies, including SNOMED CT, LOINC, ICD,
RxNorm, CPT4, and NDC — within MIMIC-IV. We review the native
use of ICD for diagnoses and procedures, the systematic mapping of
laboratory tests to LOINC, and the incorporation of NDC and generic
sequence numbers for medications, which can be resolved to RxNorm
identifiers. Through detailed identification and contextual mapping of
ontologies in MIMIC-IV, this paper establishes a foundation for improved
semantic interoperability, allowing better patient categorization and in-
tegration of machine learning models in critical care research.

Keywords: MIMIC-IV - SNOMED CT - LOINC - ICD - RxNorm -
CPT4 - NDC.

1 Introduction

Intensive care units (ICUs) generate large amounts of clinical data through con-
tinuous monitoring and complex interventions [1]. However, establishing clear
links between clinical decisions and patient outcomes remains challenging - con-
nections that are essential for enabling large language models (LLMs) to support
decision-making in critical care. The complexity is primarily attributed to in-
consistencies in data architectures, individualized treatment decisions, and the
wide-ranging characteristics of patients in intensive care. Despite the constant
flow of data in ICUs, the evidence used by critical care physicians to guide de-
cisions remains limited [2].

The main research question of this study is: How can established medical
ontologies be identified and conceptually mapped within the MIMIC-IV dataset
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to enhance semantic interoperability and support downstream clinical research
and machine learning applications?

With growing volumes of clinical data from electronic health record (EHR)
systems and evolving data mining capabilities, reusing existing data has a poten-
tial for advancing clinical practice [3,4]. Access to critical medical data improves
clinical decision making, precision medicine, and early detection of complications,
as well as efficient recruitment for large-scale multicenter studies at minimized
costs [5]. With respect to the variety of healthcare datasets in use, the Medi-
cal Information Mart for Intensive Care IV (MIMIC-IV) represents a significant
advancement offering expanded patient coverage, data granularity and research
utility compared to previous versions and other datasets [6].

MIMIC-IV adopts a modular structure designed to reflect the complexity and
diversity of clinical data. As mentioned in [7], “Database modeling is the process
of determining how data are to be stored in a database”. It provides a structured
and standardized approach for defining resource properties, such as data types,
constraints, and metadata, which ensures consistent representation and relation-
ship modeling in data-driven applications. Research indicates that implementing
a Common Data Model (CDM) supports large - scale research and exploitation
of rare diseases or rare events, which accelerates scientific progress through the
sharing of methodologies, source code and analytical tools [8,9]. Through the
formal specification of medical concepts and their relations, ontologies contribute
significantly to improving semantic consistency and interoperability across varied
clinical datasets [10].

Al-driven clinical research and secondary analyses increasingly rely on rou-
tinely collected EHRs. However, the lack of standardization in data schemas and
semantic models presents a major challenge. This highlights the urgent need for
adopting common ontologies and harmonized data structures. In this context,
our study aims to identify and map established ontologies from the medical do-
main within the MIMIC-IV dataset, with the objective of improving future re-
search efficiency through the incorporation of standardized and widely accepted
clinical concepts.

The remainder of this paper is organized as follows: Section 2 presents the
literature review on clinical data standardization and semantic integration. Sec-
tion 3 provides an overview of the MIMIC-IV database, including its model and
structure. Section 4 discusses medical ontologies and details their identification
within MIMIC-IV. Finally, Section 5 offers a discussion of the findings, high-
lighting the challenges, implications, and potential directions for future work.

2 Literature Review

The MIMIC database family, with its most recent MIMIC-IV iteration, has be-
come one of the most widely used open-access critical care datasets, providing a
robust relational schema that encapsulates patient demographics, ICU stays, lab-
oratory measurements, microbiology, billing codes, and prescriptions [6]. Its re-
lational model and rich multi-table structure have been extensively documented
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and visualized, such as by Barrios who offers comprehensive ER diagrams high-
lighting the foreign key relationships fundamental to its design [11]. In related
work, De Nicola et al. examine ontology alignment for clinical diagnosis using
SNOMED CT and ICD-10-CM within knowledge graphs, emphasizing issues
and usage scenarios applicable to semantic representation and reasoning over
EHRs [12].

Significant research has focused on improving the semantic interoperability
of MIMIC data by integrating it with widely accepted data models. The work of
Paris and Parrot, and Paris et al. represents a foundational effort to transform
MIMIC (originally structured largely around ICD-9-CM for diagnoses and local
codes for laboratories and medications) into the OMOP Common Data Model
(CDM) [9,13]. Through this intermediate structure, they achieved notable map-
ping rates, with approximately 78% of source concepts aligned to standard on-
tologies including SNOMED CT for clinical conditions, LOINC for lab tests,
RxNorm for drugs, and CPT4 for procedures. These transformations not only
standardized data semantics but also enabled the execution of tens of thousands
of reproducible queries in collaborative data analysis settings, underscoring the
practical feasibility of ontology-driven harmonization.

Complementing these efforts, recent studies have demonstrated the porta-
bility of the MIMIC-IV schema beyond its original US hospital context. For
example, Giesa et al. leveraged MIMIC-IV’s relational structure to store EHR
data from a German ICU system, successfully mapping more than 154 million
records while navigating discrepancies such as German billing code systems not
directly translatable to US-centric ICD-9-CM or CPT4 ontologies [14]. The study
underscored the strengths and limitations of applying the MIMIC schema in in-
ternational environments. It emphasized the importance of developing context-
specific mapping strategies to maintain semantic accuracy and relevance.

In the broader context of ontological infrastructure, tools like the EMBL-EBI
Ontology Lookup Service (OLS) significantly improve access to diverse biomed-
ical ontologies [15]. These include widely used standards such as SNOMED CT,
LOINC, and RxNorm, which in turn improve consistent annotation and enhance
interoperability in datasets like MIMIC. Further, datasets derived from MIMIC-
IV continue to explore the distribution of ICD-coded diagnoses and procedures
across patient populations. For example, the work by Mathew et al. in Nature
Scientific Data demonstrates practical applications of these coding systems in
both epidemiological characterization and the development of machine learning
models [16,17].

Collectively, the literature underscores a clear trajectory: integrating clini-
cal datasets like MIMIC-IV with standardized ontologies is crucial to enabling
robust, scalable, and internationally interoperable research. By enabling repro-
ducible research across institutions, this approach also advances methods for
grouping patient populations, detecting time-based clinical patterns, and per-
forming complex temporal analyses—key components for the development of
Al-driven healthcare applications.
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Beyond ontology alignment, prior efforts have structurally harmonized MIMIC
into community standards such as the OMOP Common Data Model and HL7
FHIR. Transformations to OMOP demonstrate substantial standardization and
concept mapping rates that enable scalable, reproducible analytics across sites [18].
Complementarily, MIMIC-IV on FHIR exposes resources for interoperable appli-
cations and SMART-on-FHIR tooling [19]. Our work is complementary: rather
than proposing a full CDM conversion, we document and analyze ontology-level
mappings within the native MIMIC-IV schema to support semantic enrichment
and downstream tasks.

3 MIMIC-IV

MIMIC-1IV is an extensive, de-identified clinical dataset collected from the Beth
Israel Deaconess Medical Center in Boston, providing comprehensive patient-
level data for research, as reported by Johnson et al. [16]. Spanning the years 2008
to 2019, the MIMIC-IV dataset offers a rich foundation for critical care research
by capturing detailed clinical information across a broad patient population. It
includes data from more than 65,000 intensive care unit (ICU) admissions and
over 200,000 emergency department visits. This comprehensive dataset includes
diverse data types such as vital signs, laboratory results, medications, and clinical
notes, enabling multifaceted analyses in epidemiology, outcome prediction, and
the development of machine learning models for critical care decision support.

MIMIC-IV is architected into modules that encapsulate specific domains of
medical data. The Core Module contains fundamental entities such as patient
demographics, hospital admissions, and intrahospital transfers, serving as pri-
mary identifiers and relational anchors. The Hospital Module, also referred to
as the hosp module, contains granular clinical process data, including laboratory
measurements, medication administration records, and procedure codes, facili-
tating detailed longitudinal analyses. The ICU Module provides high-resolution
time-series data capturing critical care interventions, encompassing physiologic
monitoring parameters, ventilator settings, and therapeutic device usage. To
ensure compliance with privacy regulations, all direct identifiers have been de-
identified per HIPAA Safe Harbor standards, and temporal data are uniformly
time-shifted on a per-subject basis to preserve event chronology while mitigat-
ing re-identification risk. The dataset is distributed in CSV format, optimizing
interoperability with diverse analytical frameworks.

Given the nature of the dataset, our ontology identification efforts focused
specifically on the hosp module, which includes 22 tables representing various
categories of clinical data:

— Patient tracking - patients, admissions, transfers, provider

— Administration - services, poe, poe_ detail

Billing - diagnoses _icd, d_icd diagnoses, drgcodes, hepesevents, d _hepes,
procedures icd, d icd procedures

Measurement - microbiologyevents, labevents, d_labitems, omr
Medication - emar, emar _detail, pharmacy, prescriptions
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3.1 Data structure

Since the MIMIC-IV dataset is originally available in CSV format, restructur-
ing it into a normalized relational schema was a necessary step for efficient
ontology-based concept extraction. Unlike its previous version, MIMIC-III, the
latest version lacks an official diagram or formally documented schema, which
made the task of understanding table relationships more challenging. As a re-
sult, we manually identified primary and foreign keys and examined functional
dependencies between tables to reconstruct an accurate relational model for sub-
sequent ontology mapping and semantic integration.

As part of this effort, particular attention was given to the hosp mod-
ule, which contains the majority of hospital-related events and patient inter-
actions during inpatient stays. Most tables in this module include the column
subject _id, a unique identifier assigned to each patient, and hadm_id, which
uniquely identifies each hospital admission and maps back to a single patient.
Although hadm _id alone can be used to link records to patients, both identi-
fiers are commonly used as a composite key. This design aligns with MIMIC’s
modeling principles and optimization of the data structure for patient-centered
research. In tables that contain multiple records per hospital admission - such
as procedures, diagnoses, or transfers — an additional column is often included
to ensure row-level uniqueness (e.g., seq_num, drg_type, or transfer id). These
columns help define composite primary keys, which are essential for ensuring
consistent relationships between tables and accurate data integration in further
analyses. A comprehensive overview of all tables within the hosp module, along
with their identified primary key columns, is presented in Table 1.

Having identified the primary keys of the tables, the next step was to deter-
mine the foreign keys in the context of managing inter-table relationships. To
facilitate this process, the tables were first grouped into functional categories
based on the type of data they contain. As previously noted, the hosp module
is inherently patient-oriented, with a strong emphasis on hospital admissions.

At the core of this schema are three foundational tables - patients, ad-
missions and omr (online medical record) - which are highlighted in red in
Figure 1. These form the structural backbone of the module. Surrounding them
is a layer of secondary tables containing detailed information for each hospital
admission. These tables are typically linked to the admissions table through a
composite foreign key consisting of subject id and hadm_id. Most of these ta-
bles, marked in blue in the diagram, store multiple records per admission. For
instance, the procedures icd table captures all procedures billed during a pa-
tient’s stay and thus includes a third column—such as seq num—to complete
its composite primary key and ensure row-level uniqueness.

Additionally, several of these detailed tables form many-to-one dictionary re-
lationships with reference tables, creating a referential data structure indicated
in green. These relationships provide semantic meaning to coded data through
standardized definitions. For example, the hepesevents table (which stores hospi-
tal billing codes) links to the d_hcpes dictionary table. While many hepesevents
entries can refer to the same d_hcpcs code, each code appears only once in the
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Table 1. Database tables in MIMIC-IV and their primary keys (PKs)

Primary Koy ()

patients subject id

omr subject id, chartdate, seq num, result name
admissions subject _id, hadm_ id

services subject id, hadm id, transfertime, curr service

diagnoses_icd
procedures _icd
hcpcesevents
drgcodes
emar_detail
d_icd_diagnoses

d_icd procedures

subject id, hadm _id, seq num, icd _version
subject id, hadm id, seq num, icd version
subject id, hadm _id, seq num

subject id, hadm_id, drg_type

emar_id, emar_seq, parent_ field ordinal
icd_code, icd_version

icd_code, icd _version

transfers transfer id
d_hcpes code

labevents labevent _id
d_labitems itemid
microbiologyevents microevent id
pharmacy pharmacy _id
prescriptions pharmacy id, drug_type, drug
emar emar_id

poe poe_id

poe_detail poe_id, field name
provider provider _id

dictionary, where it is annotated with descriptive metadata. This design allows
for the consistent interpretation of standardized codes across events.

Another subset of the schema (highlighted in orange) involves one-to-many
hierarchical relationships, forming parent-child data structures. A clear exam-
ple is the relationship between the poe (provider order entry) and poe details
tables. A single medical order (poe id) may have multiple associated detail
records—such as components for fluid type, administration rate, and duration.
These details are stored in the field name and field value columns of the
poe_details table, allowing for a flexible representation of structured order in-
formation.

Finally, there is the provider table, which appears unlinked in the relational
diagram highlighted in purple. This table contains only a list of deidentified
provider codes without accompanying metadata. However, it serves as a reference
for multiple other tables containing columns with the suffix provider id (e.g.,
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b

order provider id in prescriptions table and admit provider id in admissions
table). Although not explicitly linked in the schema, these connections can be
inferred and used to enrich provider-level analyses when needed.

4 Medical Ontologies and Implementation in MIMIC-IV

By formally organizing clinical concepts and their interrelations, medical ontolo-
gies ensure semantic consistency across healthcare systems and enable advanced
data analysis, integration, and interoperability [20]. Among the most widely
adopted are SNOMED CT (Systematized Nomenclature of Medicine - Clinical
Terms), LOINC (Logical Observation Identifiers Names and Codes), ICD (Inter-
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national Classification of Diseases), RxNorm, CPT4 (Current Procedural Termi-
nology) and NDC (National Drug Code). The following subsections provide an
in-depth overview of each ontology, detailing their structure, scope, and specific
applications within clinical data standardization and research contexts, along
with a description of how each has been mapped to the MIMIC-IV database to
enhance semantic interoperability and support downstream analytics.

4.1 SNOMED CT

SNOMED CT is a comprehensive, multilingual clinical terminology that pro-
vides standardized codes, terms, synonyms, and definitions used to represent
clinical content in electronic health records (EHRs) [21]. It is organized as a hi-
erarchical ontology, enabling detailed representation of diseases, findings, proce-
dures, microorganisms, pharmaceuticals, and other clinical concepts. SNOMED
CT supports complex querying and reasoning over clinical data by defining re-
lationships such as is a, part of, and associated with, which facilitates semantic
interoperability and advanced clinical decision support.

The analysis focused on a subset of SNOMED CT hierarchies that are par-
ticularly applicable to hospital-based clinical data. These include the following
concepts of the ontology - Clinical Finding, Procedure, Substance and Phar-
maceutical /Biological Product, Observable Entity, Organism, and Environment
/ Geographical Location. Other hierarchies, such as Social Context or Speci-
men, were not considered due to their limited or implicit representation in the
available data.

To support this conceptual mapping, relevant tables from the hosp module
were reviewed. These include diagnoses icd and procedures icd for diagnosis
and procedure codes, prescriptions and pharmacy for medication-related data,
labevents and d_ labitems for laboratory test results, and microbiologyevents for
microbiological findings. Additional contextual information was drawn from the
drgcodes and services tables. Each of these tables contains structured clinical
information that could potentially be aligned with corresponding SNOMED CT
concepts.

The proposed mapping strategies combine both code-based and text-based
approaches. For example, ICD-9/10 codes found in diagnosis and procedure ta-
bles can be mapped to SNOMED CT using resources such as the UMLS Metathe-
saurus or publicly available crosswalks [22]. For fields containing free-text de-
scriptions — such as drug names or lab test labels — semantic annotation tools
like the BioPortal Annotator may be employed [23]. In cases where intermediary
vocabularies such as RxNorm or LOINC are available, these can serve as bridges
to SNOMED CT, particularly for medications and laboratory tests.

The mapping process focuses primarely on columns that contain semanti-
cally rich clinical information, such as icd code, drug, itemid, and test name.
Columns related to administrative metadata or identifiers would generally be ex-
cluded from the ontology alignment process, as they do not contribute directly
to clinical concept representation.
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4.2 LOINC

LOINC is a universal standard for identifying laboratory and clinical observa-
tions, including lab tests, measurements, and clinical assessments [24]. It provides
unique codes linked to detailed metadata specifying the test method, specimen
type, and measured property. This granular coding enables consistent interpre-
tation and exchange of laboratory data across diverse healthcare information
systems, supporting interoperability in clinical data exchange, public health re-
porting, and research applications.

The focus of this analysis was on identifying MIMIC-IV tables that contain
data corresponding to LOINC’s core concept types, especially laboratory test
results and microbiological observations. The most relevant SNOMED CT con-
cept hierarchy in this context - Observable Entity - is also closely aligned with
LOINC’s scope, but LOINC provides more granular and standardized identifiers
for lab tests and clinical observations.

The primary tables identified for LOINC mapping include labevents and
d_ labitems, which contain laboratory test results and metadata, respectively.
These tables provide test identifiers (itemid), test names (label), and associ-
ated measurement values. Additionally, the microbiologyevents table contains
structured information about microbiological tests, including organism names,
antibiotic susceptibility results, and test types, which may also be mapped to
LOINC categories where applicable.

The proposed mapping strategy involves associating MIMIC-IV test iden-
tifiers and names with corresponding LOINC codes. This can be approached
through text-based matching of test names to LOINC descriptions, supported
by tools such as the LOINC Search API or the Regenstrief LOINC mapping as-
sistant [25]. Where available, mappings from MIMIC-IV itemid values to LOINC
codes can be leveraged to improve accuracy. In cases where exact matches are
not available, approximate or hierarchical mappings may be considered based on
test category, specimen type, and measurement units.

The mapping would primarily rely on fields such as itemid, label, fluid, and
category in d_labitems, and test name and org name in microbiologyevents.
These fields contain the semantic content necessary for identifying the nature
of the observation and aligning it with a LOINC concept. Limitations include
the potential ambiguity of test names, the absence of standardized units in some
cases, and the challenge of distinguishing between similar tests without addi-
tional context.

4.3 ICD

ICD, maintained by the World Health Organization (WHO), is a globally rec-
ognized diagnostic tool for epidemiology, health management, and clinical pur-
poses [26]. The ICD ontology organizes diseases, symptoms, abnormal findings,

and external causes of injury into a hierarchical classification system. Versions
such as ICD-9 and ICD-10 have been widely used for billing, morbidity, and
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mortality statistics, while ICD-11 introduces enhanced digital compatibility and
increased clinical detail.

The ICD ontology is divided into two main branches relevant to this analysis:
ICD-9-CM and ICD-10-CM for diagnoses, and ICD-9-PCS and ICD-10-PCS for
procedures [27]. These classifications provide hierarchical groupings of clinical
conditions and interventions, enabling standardized reporting and analysis. In
the context of MIMIC-IV, these codes are already embedded in the dataset,
primarily within the diagnoses icd and procedures_icd tables.

The diagnoses icd table contains diagnosis codes assigned during hospital
admissions, while the procedures icd table includes procedural codes. Both ta-
bles are accompanied by dictionary tables (d_icd diagnoses and
d_icd procedures) that provide textual descriptions of the codes. These re-
sources allow for direct mapping to the ICD ontology without the need for in-
termediary vocabularies or external annotation tools.

The conceptual mapping focuses on the use of fields such as icd_code and
icd_version, which indicate the specific ICD code and whether it belongs to
the ICD-9 or ICD-10 system. These fields are semantically rich and directly
correspond to entries in the ICD classification. Other columns in the tables, such
as patient identifiers or timestamps, were not considered part of the ontology
mapping process.

Unlike SNOMED CT or LOINC, where mappings often require translation
or semantic annotation, the use of ICD in MIMIC-IV is native and explicit.
However, challenges still exist. For example, the transition from ICD-9 to ICD-
10 introduces differences in code structure and granularity. Additionally, while
ICD provides a robust framework for diagnoses and procedures, it does not cover
other clinical domains such as medications, lab tests, or observations, limiting
its scope in comprehensive ontology integration.

4.4 RxNorm

RxNorm is a standardized nomenclature for clinical drugs produced by the U.S.
National Library of Medicine [28]. It provides normalized names and unique
identifiers for medications, including active ingredients, strengths, dose forms,
and brand names. RxNorm facilitates interoperability between pharmacy man-
agement systems, EHRs, and clinical research databases by enabling consistent
drug identification and mapping across different vocabularies.

RxNorm is particularly relevant for representing medications at various levels
of specificity, including ingredients, clinical drugs, and branded products. In the
context of MIMIC-IV, medication data is primarily found in the prescriptions
and pharmacy tables, which contain structured information about drug names,
dosages, routes of administration, and coded identifiers such as NDC (National
Drug Code) and GSN (Generic Sequence Number).

The conceptual mapping focuses on aligning these medication records with
RxNorm concepts. Fields such as drug, ndc, and gsn serve as potential entry
points for mapping. For example, NDC codes can be translated to RxNorm
Concept Unique Identifiers (RxCUIs) using publicly available crosswalks or the

259



ICT Innovations 2025 Conference Web Proceedings

Identifying medical ontologies in MIMIC-IV dataset 11

RxNorm APT [29]. In cases where structured codes are unavailable, drug names
may be normalized and matched to RxNorm terms using text - based tools such
as the RxNorm Normalized String Search or the BioPortal Annotator [23].

The mapping strategy emphasizes the use of semantically meaningful fields
while excluding administrative or metadata columns that do not contribute to
the clinical representation of the medication. The goal is to identify the most
specific RxNorm concept that accurately reflects the prescribed or administered
drug, including its form, strength, and route when available. Challenges include
the variability in drug naming conventions, incomplete or missing identifiers, and
the need for determining when multiple RxNorm concepts may correspond to a
single drug entry.

4.5 CPT-4

CPT4 is a medical ontology maintained by the American Medical Association
(AMA) that describes medical, surgical, and diagnostic services [30]. It is widely
used for billing and documentation of clinical procedures in the United States.
The ontology’s hierarchical structure supports classification of procedures into
categories and subcategories, allowing precise representation of healthcare ser-
vices for administrative, research, and quality reporting purposes.

Although MIMIC-IV primarily uses ICD-9 and ICD-10 procedure codes, the
CPT-4 ontology offers an alternative and often more granular representation of
outpatient and physician-performed procedures. As such, this conceptual map-
ping explores the potential of translating MIMIC-IV procedural data into CPT-4
terms, particularly for use cases that require alignment with U.S. billing stan-
dards or integration with systems that rely on CPT coding.

The primary source of procedural data in MIMIC-IV is the procedures icd
table, which contains ICD-coded procedures along with associated metadata.
While these codes are not CPT-4 by default, crosswalks exist between ICD-
9/10-PCS and CPT-4, which can be used to approximate mappings [31]. These
mappings are not always one-to-one, and differences in coding granularity and
intent (clinical vs. billing) must be considered. Fields such as icd code and
icd _version are central to this process. In cases where direct mappings are un-
available, text-based descriptions from the d_icd_ procedures dictionary table
may be used to support semantic matching with CPT-4 concepts.

Limitations of this approach include the potential for mismatches due to
differences in coding systems, the lack of CPT-specific data in MIMIC-IV, and
the uncertainty in mapping between classification systems designed for different
purposes. Nevertheless, this conceptual alignment provides a foundation for inte-
grating MIMIC-IV data with CPT-4, particularly in contexts where procedural
standardization or billing-related analysis is required.

4.6 NDC

The National Drug Code system is a universal product identifier for medica-
tions approved by the U.S. Food and Drug Administration (FDA) [32]. It en-

260



ICT Innovations 2025 Conference Web Proceedings

12 Karapancheva et al.

codes manufacturer, product, and package information into a unique numeric
code. The NDC ontology enables tracking and standardization of pharmaceutical
products in healthcare supply chains, pharmacy systems, and clinical research
databases. In MIMIC-IV, medication data is primarily found in the prescrip-
tions and pharmacy tables. These tables include fields such as ndc, drug, gsn,
and formulary drug cd, which provide structured and semi-structured infor-
mation about prescribed and administered medications. Among these, the ndc
field directly corresponds to the NDC system and serves as a key element for
mapping.

The conceptual mapping focuses on leveraging the ndc field to align MIMIC-
IV medication entries with the NDC ontology. This process involves validating
and standardizing NDC codes, which may appear in various formats (e.g., 10-
digit or 11-digit representations). Tools such as the FDA’s NDC Directory or
RxNorm APIs can be used to verify and enrich NDC entries with additional
metadata, such as drug names, manufacturers, and packaging details [33].

While the presence of NDC codes in MIMIC-IV allows for direct mapping,
challenges may arise due to missing or malformed codes, inconsistencies in for-
matting, or the use of deprecated identifiers. In such cases, supplementary fields
like drug or gsn may be used to identify the correct NDC or to support map-
ping through intermediary vocabularies such as RxNorm. The mapping strategy
emphasizes the use of clinically meaningful fields while excluding administrative
or non-semantic columns. The goal is to ensure that each medication entry is
accurately represented by a valid NDC code, enabling downstream applications
such as drug utilization studies and interoperability with pharmacy systems.

5 Discussion

The integration of clinical data with standardized medical ontologies is a criti-
cal step toward enabling semantic interoperability, enhancing data quality, and
supporting advanced analytics in healthcare research. This paper explored the
conceptual mapping of the MIMIC-IV hosp module to several widely used ontolo-
gies, including SNOMED CT, LOINC, ICD, RxNorm, CPT-4, and NDC. Each of
these ontologies serves a distinct purpose in the representation of clinical knowl-
edge, and together they provide a comprehensive framework for structuring and
interpreting electronic health record (EHR) data. A summary of the conceptual
mappings between MIMIC-IV hosp module tables and major medical ontologies,
including the relevant fields and mapping strategies, is presented in Table 2.

The analysis demonstrated that MIMIC-IV is compatible with some ontolo-
gies, such as ICD and NDC, which are already embedded in the dataset through
structured codes. Other ontologies, such as SNOMED CT and LOINC, require
additional mapping efforts, either through intermediary vocabularies (e.g., ICD
to SNOMED CT, LOINC to SNOMED CT) or through semantic annotation
of free-text fields. RxNorm and CPT-4 mappings are also possible, though they
may involve more complex translation processes due to differences in coding
granularity and system design.
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Mapping to SNOMED CT enables a richer semantic representation of diag-
noses, procedures, and clinical findings, supporting use cases such as phenotyp-
ing and decision support. LOINC provides standardized identifiers for laboratory
and clinical observations, which are essential for harmonizing test results across
institutions. ICD remains a foundational ontology for disease classification and
epidemiological analysis, while RxNorm and NDC offer complementary views of
medication data - RxNorm for clinical drug concepts and NDC for product-level
specificity. CPT-4, although not natively present in MIMIC-IV, offers a valu-
able perspective for aligning procedural data with billing and outpatient care
standards.

Future work should include systematic evaluation using metrics such as map-
ping coverage (proportion of source fields/rows aligned to target vocabularies),
alignment accuracy (manual review or gold-standard agreement), and seman-
tic consistency. We also acknowledge partial support for some hierarchies (e.g.,
incomplete SNOMED CT coverage for certain clinical contexts; CPT-4 approxi-
mations via crosswalks), which can limit semantic integrity and should be made
explicit when reporting results.

The conceptual mapping process also highlighted several challenges. Differ-
ences in coding systems, variations in data granularity, and the presence of am-
biguous or incomplete entries can complicate the alignment process. Moreover,
not all SNOMED CT hierarchies are represented in MIMIC-IV, and some on-
tologies, such as CPT-4, may only partially overlap with the dataset’s structure
and content. These limitations underscore the importance of careful validation,
and context - aware mapping strategies.

Despite these challenges, the conceptual mappings outlined in this paper pro-
vide a structured foundation for future work involving the semantic improvement
of MIMIC-IV. By aligning clinical data with standardized ontologies, researchers
can unlock new opportunities for cross-dataset comparisons, multi-center stud-
ies, and the development of interoperable clinical decision support tools. Fur-
thermore, ontology-based integration enhances the interpretability and repro-
ducibility of research findings, contributing to the broader goals of transparency
in biomedical informatics.

Conclusion and Future Work

The integration of standardized medical ontologies into clinical datasets like
MIMIC-IV is crutial for advancing the semantic interoperability, precise anal-
ysis, and generalizability of health informatics research. Through the detailed
mapping of MIMIC-IV’s hosp module tables to established ontologies — includ-
ing SNOMED CT, LOINC, ICD, RxNorm, CPT-4, and NDC — this study has
demonstrated both the opportunities and complexities essential for harmonizing
diverse clinical data. The analysis highlighted that while MIMIC-IV is struc-
tured around some ontologies, like ICD for diagnoses and NDC for medication
products, incorporating other ontologies like SNOMED CT and LOINC requires
specific strategies like intermediary vocabularies and text-based semantic anno-
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Table 2. Conceptual mapping of MIMIC-IV hosp tables to medical ontologies

MIMIC-IV Description Relevant Mapping Approach Key Fields Used
Table Ontologies

diagnoses_icd

procedures_icd

Diagnosis codes
(ICD-9/10)

Procedure codes
(ICD-9/10-PCS)

ICD, SNOMED CT

ICD, SNOMED CT,

CPT-4

Code-based (ICD —
SNOMED (,T)

Code-based (ICD —
CPT-4/SNOMED)

icd_code,
icd_version
icd_code,
icd_version

prescriptions Medication orders RxNorm, SNOMED Code/text-based (NDC ndc, gsn, drug
CT, NDC — RxNorm)
pharmacy Medication RxNorm, SNOMED Code/text-based ndc, gsn, drug
administration CT, NDC
labevents Lab test results LOINC, SNOMED Text-based (label — itemid, value,
CT LOINC) flag
d_labitems Lab test metadata LOINC, SNOMED Text-based itemid, label,
CT fluid
microbiology- Microbiology test SNOMED CT, Text-based test_name,
events results LOINC org_name
drgcodes Diagnosis-related ICD, SNOMED CT Text-based (description drg_code,
groups — ICD) description
services Hospital service units SNOMED CT Text-based (unit — curr_service,
SNOMED CT) prev_service

tation. These mappings enable more sophisticated analyses, such as phenotype
construction, and the development of interoperable Al-driven decision support
systems.

The work also emphasizes several challenges, including differences in code sys-
tem granularity, incomplete or ambiguous records, and the necessity of context-
aware mapping approaches to preserve clinical meaning. Finally, the structured
alignment presented here provides a robust foundation for future efforts to se-
mantically improve MIMIC-IV and similar datasets. This will contribute to cross-
institutional studies, enhance reproducibility, and support the scalable integra-
tion of ML models in critical care research. By embedding MIMIC-IV more
deeply within widely recognized medical ontologies, this work contributes to
higher-impact healthcare analytics. As a next step, future work will focus on the
development of a dedicated ontology that is based on the MIMIC table schema,
integrates the identified medical ontologies, and is optimized for the seamless
integration of new laboratory data.

In future work, we will extend the proposed mappings by incorporating ap-
plied examples—such as phenotype extraction, and ontology-backed decision-
support queries—to demonstrate the practical impact of semantic enrichment
on analytic validity and portability. Complementing OMOP and FHIR conver-
sions [18,19], this work will clarify when ontology-level enrichment within the
native schema is sufficient and when a full CDM transformation may be more
appropriate. This ontology will serve as a dynamic and extensible framework to
support evolving clinical research needs and data interoperability.
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